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What is Nanoheal?

Nanoheal is a powerful end point management solution which combines enterprise system
management, proactive & auto heal incident resolution capabilities and enterprise mobility
management in a cloud delivery model.

| ]
e Auto-Fix . e Software/Patch Mgmt
e Self-Help Incident IT Service e Policy & Controls
® Proactive Maintenance Ma nageme nt/J_\IVIanagement ® Password Reset
e Agent Efficiency /” N o Asset Management

D Mobile Device

Management

e Scheduled Maintenance
e Security Policy and Control
e Configuration & On-boarding

Figure | Nanoheal Components

Nanoheal enables Enterprise IT Teams, Managed Service Providers and OEMs to move their
and their customer environments from reactive support model to proactive and self-healing
model.

More information about Nanoheal features, technology and support philosophy visit
www.nanoheal.com.
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What is Dashboard?

The Dashboard/Console is the server component of Nanoheal that allows a user to view
information and enables them to manage configurations centrally.

The Nanoheal Dashboard lets a user manage and access information about the systems they
have under management, in an intuitive and straightforward manner.

The high-level feature list of the Nanoheal Dashboard is as follows. The table shows the
AVIRA — NH Console and the NH Specific Feature —

Area/Module Default AVIRA- NH Specific
NH Console Feature

Dashboard Landing page and functionalities YES NO
Side Panel YES NO
Dashboard - Sites YES NO
Dashboard - Compliance[AVIRA Specific] YES NO
Dashboard - Notification[AVIRA Specific] YES NO
Dashboard - Resolutions[AVIRA Specific] YES NO
Dashboard - Compliance[NH Specific] NO YES
Dashboard - Notification[NH Specific] NO YES
Dashboard - Resolutions[NH Specific] NO YES
Manage - Services - Avira Configuration YES NO
Manage - Services - Nanoheal Configuration NO YES
Manage - Troubleshooting - PC Tune Up NO YES
Manage - Troubleshooting - Hardware Fixit and Troubleshooters NO YES
Manage - Troubleshooting - Software Fixitand Troubleshooters NO YES
Manage - Troubleshooting - Enterprise App Store NO YES
Manage - Troubleshooting - Run as Administrator NO YES
Manage - Troubleshooting - Avira Antivirus YES NO
Manage - Users YES NO
Manage - Groups YES NO
Insights - Services Insights[AVIRA Specific] YES NO
Insights - Services Insights[NH Specific] NO YES
Insights - Sales Insights NO YES

9
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Sign Up Flow

Nanoheal Provisioning

Nanoheal allows individual users, SMBs, Enterprises and MSPs to manage their environments
and associated services. Many enterprises and MSPs have multiple partners who provide IT
support to SMBs. Nanoheal’s enterprise provisioning system allows Enterprises and Service
Providers to manage their customers through an amazingly easy to use web module.

Provisioning Entities and Their Relationships

To use Nanoheal’s provisioning system efficiently, the user will need to understand the
following terms and their relationships.

Resellers or Service Providers: A Resellerisa company that partners with a
manufacturer [AVIRA] or producer to market and sell the manufacturer's products, services,
or technologies. Resellers may be distributors, vendors, retailers, consultants, systems
integrators (SI), technology deployment consultancies, value-added resellers (VARs) and
other such organizations.

Reseller has provision to create following:
e Admin - who would manage their OR their customer's devices

e Customer - who would manage their devices by themselves

Reseller or Customer as an Admin: Resellers as Admin manage devices of their customers
directly and Customers as Admin manage their own devices.

Customer: A customer is an organization, whose IT (End Point Devices) environment is
supported using Nanoheal product and associated services.

How to Sign up

In order to Sign up, the user needs access the following link and choose “Create Account”
https://commandcenter.nanoheal.com/Dashboard

10
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How to register a new reseller/customer?

a. The user needs to navigate to the link provided for the account creation, and enter
the basic details in the space provided. The details required are:
i) First Name - It does not accept special characters.
i) Company Name
iii) Email ID

4 nancheal

6

¥ 2 ( ) - *
5 7 8 9 0 - = Z
G H

J

N _

B |agreetothe and

Cancel ’ Sign Up

© Copyright 2016 Nanoheal |

Timezone - EETT R ezs {Ynancheal

a. The user should Accept the T&C and click on “Sign Up”

b. The user will receive a confirmation email. With an option to set their password. If
the email is not found in the inbox, the user may need to check their email filter
settings and Junk folder.

As shown below:

11
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Message @ v A

x E < 53 52 Meeting ﬁv & Junk + [ E]iv F v

Delete Archive  Reply Reply Forward [ Attachment Move (3 Rules~  Read/Unread Categorize Follow
All o Up

Password Mail
support@nancheal.com

Monday, 9 January 2017 at 12:39 PM
To: divyach@nanoheal.com

4 nancheal

Welcome to Nanoheal.

You're one step away from all the goodness.
Set your password and get rolling.

a. The password must adhere to the following rules:
i) Has at least one capital case letter
ii) Has at least one numerical character
iii) Has at least one special character
iv) Password is at least 8 or more characters’ long

Password should be
contain lowercase
letters, uppercase
letters, numbers, and
special characters

a. Once the password is set, the user should proceed to sign in.

b. Once logged-in, a popup prompts to create a customer

There are two radio buttons to select from:

e | am an Admin and | will manage my OR my customer’s devices — This option
would enable a Reseller to manage multiple customers and their devices.

12
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Additionally, the same option would enable the IT Admin of a company/customer to
manage their own devices

e | am setting this up for a customer who would manage their devices — This
option enables a Reseller to create login and site for customers who would manage
their devices but need the Reseller to help setup the Dashboard.
Limitation: Upon using this option — the customer would not be able to

create new sites by themselves. They would need to contact the Reseller for
the same.

Create Customer

Customer(Site) Name

Avira OTC
Ple e 5ele T -
Total : O Lised : O Pending : O Contract End Date : D0 MRS Y Y

How to create a customer for the first time?

When a user logs into the dashboard for the first time, he is greeted with a popup that
prompts him to create a “Customer” as shown above.

[llustration: A Reseller can select - “l am an Admin and | will manage my OR my customer’s
devices”, and add OTC. Reseller can view the site they created and have full access to my
account page. On the contrary, if he selects, “l am setting this up for a customer who would
manage their devices” and adds OTC, then when the customer login after setting password,
he will see the site in right pane and does not have full access to my account page.

13
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Please follow the following steps to add a new customer/site.

|. lam an Admin and | will manage my OR my customer’s devices:
i) The user will see a popup as shown below, wherein he has to enter:
i. OTC

ii. Number of Licenses to use

ii) Enter the number of devices he wants to install the software on
iii) Select the checkbox of gateway option if you want to enable gateway module.
iv) Click on “Verify” to verify the OTC and “Submit” to goto next page.

Create Customer

Customer|{Site) Mame

GatewayNHTest2

Avira OTC

Avira Antivirus for Endpoint (JNS59-9993N-288Q6-BURCK-37447) -

Total 110 Used:Q Pending:10 Centract End Date : 2017-08-31

Mo of License

10

14
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Create Customer

CustomenSite) Name

WA

Avira OTC

QPags-8882P-4CPE2-AFSCL-LIICE

Gateway Checkbox:

< Please do not select this checkbox if all your
machines are connected via intermet.

Total ; 10 Used: O Pending : 12

o Select this option only if you have Restricted
environment where only one machine has
internet and others are communicating to
internet wvia this machine.

@ Please make sure the Gateway Device is 64-bit.

Gateway Module: If gateway module is enabled, machine in the same network will not
need internet connection to install nanoheal. User has to make a machine in the network as
gateway machine and all other machine will install client from gateway machine.

We are using Squid Proxy software for setting the proxy details in gateway machine which
would take care of the entire communication. Squid would get installed before nanoheal
installation i.e As soon as customer double clicks on the nanoheal exe, it will first download
Squid and install it, then customer will get Nanoheal Ul for installation. Generally it takes 5-
6 minutes for installing squid(depends on internet speed) and then Nanoheal Ul will come
asking customer to install.

Prerequisite for Gateway Model:

I. Gateway machine should have minimum of 2GB RAM.

2. Gateway machine should be a 64-bit machine.

3. Firewall should be turned off on the sub-machines.

4. Gateway machine and sub -machines should be in the same domain/network.

5. There should not be pre-installed Squid software (If installed, Squid should be uninstalled
and all concerned directories from C: drive should be manually deleted.)

6. Gateway machine should be a windows machine.

15
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7. Squid service need to be added in start-up during booting.

8. Gateway machine should have admin rights to install Squid.

When deployment happens from gateway machine to sub-machines/endpoints, proxy details
will get set under ‘Update and proxy settings’ in Avira Ul in sub-machines also as shown
below:

T Awvira Antivirus Pro - *

O Antivirus Pro

PC Sicherheit » Update > Proxy Einstellungen

Proxyserver

O Keinen Proxyserver verwenden
= System-Scanner

B Suche
Aktion bei Fund (®) Verbindung tiber diesen Proxyserver
Archive
Ausnahmen

Heuristik Benutzername: |nawneet Login Kennwort:
Bericht

Echtzeit-Scanner
= Update

Proxy Einstellungen

Gerdteschutz

(T windows Systemeinstellungen verwenden

Adresse: | 192,168.4.134 | Port: | 3128

=) Internet Sicherheit

m Allgemeines

Beschreibung
Geben Sie einen Benutzernamen fur die Anmeldung am Proxyserver gin.

e T TN CEEm

Note: This feature works only for the machines which are in the same network/domain.
Squid software use 3128 port no. as default port for gateway communication.

After the OTC gets verified, User will get the popup to select which modules to install by
default with Avira and option to uninstall older version of Avira as shown below:

16
Dashboard User Guide —April 2017



£ nanoheal

Configure Installation Modules

ARQROO0OR0

Do you want to uninstall old versions of Avira

®

@)

—

Click on Next will ask for gateway machine details if gateway option is enabled, if not it will
directly create the customer and will give the download URL to download the client as
shown below:

Information

GatewayMHTest2has been successfully created
Customer ID:54183700

Click HereTo Download Client

17
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If gateway module is enabled:

Gateway Information

Gateway Host Name HFND100O10

Gateway I[P Address 1921685226
Gateway Port 3128
Gateway Domain pdc.hfn.com
Gateway Username tesd

Gateway Password
Previous m Cancel

Gateway Information details:

I. HostName: HostName of machine which you wants to set as the Gateway Machine. To
find hostname of that machine, please follow below instructions:

a. Right click on my computer, name will be the hostname of the machine

b. Type 'hostname' in command prompt and press enter

18
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Gateway Information
HostName of machine which you want to set as the
Gateway Machine.

Gateway Host Name To find hostname of that machine, please follow
below instructions:

© Right click on my computer and click on
Properties.

© Type 'hostname’ in command prompt and press

Gateway IP Address
enter

Gateway Port

Gateway Domain

Gateway Username

Gateway Password

e

2. IP Address: IP Address of machine which you wants to set as the Gateway Machine. To
Find IP address of that machine, please follow below instructions:

™

I. Type 'ipconfig'in command prompt and press enter. IPV4 address will be

the IP address of the machine

Dashboard User Guide —April 2017
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Gateway Information

Gateway Host Name
Gateway IP Address
Gateway Port
Gateway Domain
Gateway Username

Gateway Password

e L

£ nanoheal

IP Address of machine which you want to set as the
Gateway Machine.

To find IP address of that machine, please follow
below instructions:

o Type 'ipconfig' in command prompt and press
enter.

¢ IPV4 address will be the IP address of the
machine

3. PORT: Port number by which gateway machine will communicate with sub-machines over

network. By default, 3128 will be the port. Kindly do not change if you are not

sure about the port number.

Gateway Information

Gateway Host Name
Gateway IP Address
Gateway Port
Gateway Domain
Gateway Usermname

Gateway Password

s Lo

PORT:

Port number by which gateway machine will
communicate with sub-machines over network.

© By default, 3128 will be the port. Kindly do not
change if you are not sure about the port

number.

Dashboard User Guide —April 2017
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4. Domain: Domain of machine which you wants to set as the Gateway Machine. To find
domain of that machine, please follow below instructions:

|. Type 'wmic computersystem get domain' in command prompt and press
enter

Gateway Information

Gateway Host Name

Gateway IP Address

Gateway Port

Domain:

Domain of machine which you want to set as the
Gateway Machine.

Gateway Domain

) ® To find domain of that machine, please follow below
instructions:

o Type 'wmic computersystem get domain’ in
Gateway Username command prompt and press enter

Gateway Password

e e Lo

5. Username: Enter gateway machine login username.
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Gateway Information

Gateway Host Name

Gateway IP Address

Gateway Port 3128
Gateway Domain

Gateway Username

Gateway Password

e L

£ nanoheal

Username:

O Enter gateway machine login username.

6. Password: Enter gateway machine login password.

Gateway Information

Gateway Host Name

Gateway IP Address

Gateway Port 3128
Gateway Domain

Gateway Username

Gateway Password

e L e

Password:

O Enter gateway machine login password.

Dashboard User Guide —April 2017
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Then it will generate the download URL as shown below:

Information

GatewayMHTest2has been successfully created
Customer ID:54183700

Click HereTo Download Client

Customer has to use the above download link to download and install client in the

gateway machine only. Once client is installed, Customer has to use deployment
feature to install client on other machines of the same network which are not having

internet.

2. | am setting this up for a customer who would manage their devices
a. The user will see a popup as shown below, wherein he has to enter:

i. First Name of the customer
ii. Last Name of the customer
iii. Email of the customer

23
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4
Create Customer

Customer(Site) Name

®
@
Avira OTC
Please select OTC -

Total : & Used: 0 Pending:0 Contract End Date : DD/MM Y Y

O

No of License

oo [ e

b. Click on “Verify” to verify the OTC and then popup will come to select
Avira modules to be installed as shown below:

Eonﬁgure Installation Modules l

you want fo uninstall old versions of Avira |

B =
L5

c. Click on next will send the download URL link and reset password link to
the given customer mail id.

24
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Trial Flow

Once the customer has been created, trial flow pop up shows up on the screen and it
Let’s the resellers use Nanoheal and its features free for 30 days as shown below:

Try Nanoheal Premium

Use Nanoheal and all its premium features free for
30 days, along with your existing AVIRA antivirus
Plan.

Start the 30 day free Trial

| Continue using Nanoheal basics + AVIRA |

Do not show the popup.

Upon the click of Start the 30 days Trial, an Information dialog comes up as shown below:

nfermation

25
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During trial flow period, customer can also buy the product anytime by clicking on Buy Now
button available on the top as shown below:

RAVIRA  © -l o ‘ o

(o) Wawneet -

# Dashboard Sites Groups
Sites N d Dev Managed Enrolt —
R~ |
Availability Securit Resources
Last Hour
Lasst 24 Hour I compliance met
@ Help

Click on buy now will redirect to “https://nanoheal.com/contact/” page where customer

can drop a request and nanoheal sales team will contact them for further processing.

If the customer selects “Do not show this popup” option, then Start your trial flow option will
come at the top of the home page as shown in the diagram below

& e el
A Dashboard
TR mmar Sites Managed Devices Managed Users Enrolled
=g VIEW Nanoheal_Solu. 2 2
& Manage
; Devices Managed Compliance Trend View: [VLITEUWIM Notification |
A~ Insights N
0s 2 Total
E Admin Window
. 0 Security Resources >
Mac
]
Android . Last Hour 0
1 -~ FY
Linux
0
Others 0
el = Last 24 Hour
I - -

Dashboard User Guide —April 2017


https://nanoheal.com/contact/

£ nanoheal

NH Pre-Requisites

The following requirements must be met before deploying Nanoheal in an environment:

Minimum System Requirements

Windows (Laptops/Desktops)

| GB of RAM, 333 MHz CPU or greater

30 MB of free disk space

Network Interface Card (NIC) or modem
Windows XP, Vista, Win 7, Win 8, Win 8.1, Win 10

Application exception list in Anti-virus software installed in the managed device

C:\Program Files\Nanoheal - This folder needs to be excluded from AV application.
Also, the below mentioned files are to be added into SONAR and Runtime

exception:

EXE file information:

0O O O O 0o 0O o o o 0o o o o o

C:\Program files\Nanoheal\Client\capp.exe
C:\Program files\Nanoheal\Client\cust.exe
C:\Program files\Nanoheal\Client\cutil.exe
C:\Program files\Nanoheal\Client\dmidecode.exe
C:\Program files\Nanoheal\Client\downloader.exe
C:\Program files\Nanoheal\Client\intfr.exe
C:\Program files\Nanoheal\Client\MessageBox.exe
C:\Program files\Nanoheal\Client\progressBar.exe
C:\Program files\Nanoheal\Client\provwrap.exe
C:\Program files\Nanoheal\Client\RealtimeProtection.exe
C:\Program files\Nanoheal\Client\rerun.exe
C:\Program files\Nanoheal\Client\srtct.exe
C:\Program files\Nanoheal\Client\srvc.exe
C:\Program files\Nanoheal\Client\32bit\capp.exe

DLL File information:

@)
@)
@)
@)

C:\Program files\Nanoheal\Client\bdardrv.dll
C:\Program files\Nanoheal\Client\bdquar.dll
C:\Program files\Nanoheal\Client\BDUpdateServiceCom.dll
C:\Program files\Nanoheal\Client\gzfltum.dll

Dashboard User Guide —April 2017
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C:\Program files\Nanoheal\Client\libeay32.dl|

C:\Program files\Nanoheal\Client\NanohealPasswordReset.dll
C:\Program files\Nanoheal\Client\NanohealPasswordResetXp.dll
C:\Program files\Nanoheal\Client\nfapi.dl|

C:\Program files\Nanoheal\Client\nfapinet.dll

C:\Program files\Nanoheal\Client\PcaFilterApi.dll

C:\Program files\Nanoheal\Client\pfapinet.dll

C:\Program files\Nanoheal\Client\ProtocolFilters.dll
C:\Program files\Nanoheal\Client\scan.dll

C:\Program files\Nanoheal\Client\sqlite3.dll

C:\Program files\Nanoheal\Client\sqlite64.dll

C:\Program files\Nanoheal\Client\ssleay32.dll

C:\Program files\Nanoheal\Client\trig.dll

C:\Program files\Nanoheal\Client\trig00.dll

C:\Program files\Nanoheal\Client\trig000.dll

C:\Program files\Nanoheal\Client\trufos.dII

C:\Program files\Nanoheal\Client\32bit\trig00.dl|

C:\Program files\Nanoheal\Client\i386\nwapi.dll

0O 0O O O o 0o O o 0o o O o o o o o

Files to be whitelisted from temp location:

C:\Users\*\AppData\Local\Temp:
o Downloader.tmp
o insté4.tmp
o inst32.tmp

Firewall/Proxy unblock

URLs to be whitelisted

o *. nanoheal.*

o Ports to be whitelisted for the URL *nanoheal .*

o 443 (For secured software agent—server communication)

o 80 (for regular access)

o Nanoheal certificate and content from Nanoheal URLs needs to be allowed
under the target environment.
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Download-Install flow

The download URL would download and install the Nanoheal and the AVIRA clients. The
following series of screens would appear upon clicking the URL:

~ Nanoheal

You are just a few steps away from installing 1 ) \\

Nanohcal. If your download docs not

start in few seconds, click Download now.

Download Now

Waiting for avira.nanoheal.com

The following screen would appear once Nanoheal download is complete and you double
click on downloaded exe to install.

Cpen File - Security Warning ﬁ

Do you want to run this file?

@ Name: ..AVIRA-Eb513cb0615a3f4497b0c940e022e76d. exe
Publisher: HFN INC
Type: Application
From: Ch\Users\ahmed\Downloads\NanohealClient-Set...

Run ][ Cancel ]

Always ask before opening this file

|--'““~] While files from the Intemet can be useful, this file type can
1 ﬂ potentially ham your computer. Only run software from publishers
= you trust. What's the risk?
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@ nanoheal Welcome to Nanoheal Client Setup

DEVICE Healthcare: Six Key Principles

J

Decoupled Support : Free from the ball and chain

Give me liberty or give me death

Act as Data concentrator

Distnbution of configuration

Escalation of unresolved issues for manual attention

Mechanism for analysis > issue resolution

This will install Mancheal (ient version 2.004.032 7796.08 on your computer . Oick Mext to continue or Cancel to esxdt Setup

The above screen might take 4-5 minutes of time to come if it is a gateway machine as Squid
Software will get downloaded and installed first and then nanoheal installation will get
triggered.

The user would need to accept the agreement at this stage:
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@ nanoheal License Agreement

Please read the following important information before continuing

EMD-USER. LICEMSE AGREEMENT FOR. HFN, INC SOFTWARE F
=
IMPORTAMT-READ CAREFILLY: This End-User License Agreement ("ELLAT) is

a legal agreement between you (either an individual or a single

entity) and HFN, INC for the HFM, INC software

product accompanying this EULA, which indudes computer software and

may include associated media, printed materials, and "online” or

electronic documentation ("Product™). By installing, copying, or

otherwise using the Product, you agree to be bound by the terms of

this EULA. If you do not agree to the terms of this EULA, do not

install, copy, or use the Product.

HFM, INC retains title and ownership of the Product,
regardless of the form or media in or on which the original and other
copies may exist. This EULA is not a sale of the Product or any copy.

@ I accept the agreement

I do not accept the agreement

The following two screens would indicate that the installation is under process:

@ nanoheal Client is initializing . Please wait ...

DEVICE Healthcare: Six Key Principles
Co-operative Support : United we Stand

& Query Device presence and Availability
® Access Engine APl and KB from cther devices

# Distribute files, software patches peer-to-peer

Please wait... Connecting to licensing server. This may take 1-2 minutes.
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@ nanoheal Checking Status

Checking Installation

Checking for any prior Manoheal dient installed

L~

Checking licensing server availability

[~

Validating license information

. &

Validating Avira license

|

@nanoheal Installing

Please wait while Setup installs Nanoheal on your computer

DEVICE Healthcare: Six Key Principles
Decoupled Support : Free from the ball and chain

Give me liperty or give me death

Act as Data concentrator

Distnbution of configuration

Escalation of unresolved issues for manual attention

hMechanism fer analysis to improve issue resolution

Extracting files..

A complete and successful installation would result in the following screen:
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(®’
Welcome to Nanoheal

Detects and fixes common PC issues automatically.
We recommend that you scan your PC now.

Start System Analysis

nanoheal
NeedHelp? | |® Chat o ?pruductof?FN,]nc.

My Account Page
The My Account page depicts the following:

I. Account Details
2. Order Details
3. Customer Details

2. In order to navigate to the My Account Page, the user would need to click on the

Account Name at the top right corner and select “My Account” from the drop down
menu:

63

# Edit My Profile

o Wasif «

(= Configure Logo

& My Account

=] Log Out

Upon selecting “My Account”, the My Account page would appear, as shown here.
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R AVIRA | = | [z | Q@ v
# Dashboard . .
Account Details Order Details =
55 View
0 OTC Code a Email Company Name Description
L& Manage Total Licenses
M2LLL-LLLQ2-JKGEH-STQ6J-YOBIV - = Avira Antivirus for Endpoint
Services 0
Unused Licenses m MN888-8884N-CYL2ZW-JZQHP-5HFET  wasif@nancheal.com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint
My Account
0
Troubleshooting Renew in 30 days m
Users
Groups Customer Details = Device Name a  Avira Installed On Avira Valid Till NH Installed On NH Valid Till Avira/NH Status
2 Insights Customer Name a  Total/Installed No data avallable in table
. No data available in table
(z4 Admin
@ Help

(ELLIEL RN English v ©2016

Account Details
The Account Details section of My Account Page shows the following information:

e Total Licenses

e Unused Licenses

e Renew in 30 Days

The user can buy additional NH licenses by clicking on the “Buy More” button and renew by

clicking on “Renew Now” button:

Account Detalls

5

Total Licences

4
Unused Licences BUY MORE

1
Renew in 30 days RENEW NOW
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The Order details section of My Account Page shows information about the OTC Code,

Email Address, Company Name, Description and Licenses

Order Detalls

OTC Code &
M2ZLLL-LLLO2-JKGEH-STO6J-YOBJY

MN888-8884N-CYL2W-JZQHP-5HFET

Customer Details

Emai Company Name

wasif@nanoheal.com WasifNHAvSolutions_697

Description

Avira Antivirus for Endpoint

Avira Antivirus for Endpoint

The Customer Details section of My Account Page shows information about Customer
Name, Total/Installed, Device Name, Avira Installed on[date], Avira Valid Tilland NH

installed date.

Customer Details =

HFND100139

Customer Name a Total/Installed

WIN-L60SJBAHHOA

WasifNHAviraSolutions  16/3

WIN8132-VM

Device Name &

Avira Installed On Avira Valid Till
Tuesday, March 21, 2017 00:00:00
Tuesday, March 21, 2017 00:00:00

Tuesday, March 21, 2017 00:00:00

Customer Details also has the following options:

Add Customer

Add OTC

Update OTC

Add Avira Subscription
Edit Customer
Customer Details
Export Avira Details

Disable Customer

Dashboard User Guide —April 2017

Wednesday, April 19, 2017 00:00:00
Wednesday, April 19, 2017 00:00:00

Wednesday, April 19, 2017 00:00:00

NH Installed On
Tuesday, April 04, 2017 06:51:19
Thursday, April 06, 2017 02:55:53

Wednesday, April 05, 2017 12:06:26
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If there is any machine where nanoheal has been uninstalled and the machine status changes
to inactive, then customer will get an option to revoke and remove those machines in
customer details section as shown below:

RAVIRA Q= ‘ o ‘ o ‘ Q@

# Dashboard
Account Details Order Details =
55 View
10 OTC Code & £ms Company Name Des enses
& Manage Total Licenses
-

M2LLL-LLLO2-JKEEH-STOG-YQBJV 810

A

med L m MNEBE-E384N-CYLZW-JZOHP-SHFET jasifNHAvSolutions_69T 10
My Account
0
Troubleshooting Renaw in 30 days m
Users
N Customer Details = .
Groups
~ Insights -
7120000 Instaliea
v
() s [ , Apil 19, 2017 00:00:00 nesday, April 19,2017 120000 Installed/Active
o ustom
om et P N 13
@ Help

These options have been further explained under —“Manage a Customer”

Getting started with Dashboard

Sign In
The following steps need to be followed to Sign in to Dashboard.

I. User needs to click on the link provided to access a page that looks similar to the
one shown below:
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Don't have an
account?

Can't Signin?

i pranibesl Don't have an
( hp@nanoheal.com account?

Can't Signin?

3. If the user has forgotten their password, they can retrieve it by clicking on “Forgot
Password” link and entering their email address to get the password reset link by
email.
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Understanding Dashboard Layout

Dashboard landing page, which is also referred to as the Dashboard Home page in this
manual provides a brief overview on the Summary (Sites/Devices Managed), Compliance,

Notifications, Resolutions.

Home page of dashboard has been divided into 9 portions as shown in the screenshot

below.

. AVIRA e

ashboard A

>

View

£& Manage
- Devices Managed F

nsights
Z3 Admin 03 4 Total
Windovw ——
Mac 0
Android 0
Linux 0
Qthers 0

Resolutions &

Total 136 Total

Proactive IS 100

Predictive

self-Help

@) Help Schedule

o o o

Sites Groups
Sites Managed Devices Managed Users Enrolled
All 4 3 | ‘
Tr o View Notification | E 4
WasifNHAviraSolutions >
Sex Resources Maintenance Eve
Last Hour g g 0 0
a 0 0 0
Last 24 Hour
| See all compliance metrices
5 [ | | | I | 1
Mar28 Mar29 Mar30 Mar31 AprOl Apr02 Apr03 Apr04 AprO5  AprO6  AprO7 Apr08  Apr02 Apri0  April

Language : [EEIEIRS ©2016

The Home Page consists of -
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A - Left Pane (Module list) — Left Pane is available at the left side of all pages
across Dashboard. This will display all the modules available on the Dashboard and
click on each module will display its corresponding sub modules.

e B - Breadcrumb Links — Following Breadcrumb links are available: Event
Information, Asset Information, Deployment, Manage Customers

e C - Summary — This will display the count of total number of sites managed
&attached to the server, Current selected All/Site/Machine/Group Name, Total
number of Devices Managed & Total number of Users Enrolled.

e D & E - Compliance & Notification Trend — In this, we would be creating
compliance rules for end point devices, which they should adhere to at all times.
These rules can be for end point system hardening, availability or for maintenance &
up keep. The help topics in this section describe how to navigate and access various
options. Section | is for toggling between Compliance Trend and Notification Trend.

e F - Devices Managed — This will display the individual count of machines across all
OS namely Windows, Android, MAC, iOS & Linux.

e G - Resolutions — This will display the count of Predictive & Proactive Resolutions.

e H - Chat - This will redirect you to nanoheal chat site.

e | - Support - This will redirect to nanoheal support.

Dashboard Data

On the top right corner of almost all pages in Dashboard, we have the “Site Pane” which
will allow the user to perform any dashboard operations at overall level or site level or
machine level or group level. Once the user selects an appropriate option, the entire data
on the Nanoheal Dashboard gets drilled down based on that option.

For instance, if user selects one site on the Search screen- the Dashboard data will be
shown for that site. Click on “Sites” and it will display list of sites along with “All’> option.
Here “All’ option will show the data for all sites in Dashboard. However, the user cannot
take “actions” at the “All” level. Upon clicking a Site Name, the list of machines attached to
that site will be displayed. Upon clicking “Group”, the list of groups gets displayed. Choosing
appropriate options will load Dashboard data based on that. Images below show a snapshot
on how to drill-down to site / machine level.
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2 |
All >
Test Group >
Vb Manual Group >
.

All >

Daly ?

Daniel >

Manoheal_Solutions 3

ManohealV2768SEPO1 3

ManohealV27T4SEP28 3

SenthilSolutionsnew 3

VMF >

Wasif_Demo_Solutions v

iR 2Y5P542

ER INA520VWSC

B8 VMware564d5a3006e71bd6dce...

As shown in the screenshot below, based on user selection (machine level / site level /
group level / all level in Sites or Groups), corresponding data would be shown only for
those machines.

For instance, if user selected one machine in Search, then entire dashboard data
(Notification, Stats, graph etc.) will be shown only for that particular machine.
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‘@‘0‘0%3.%

# Dashboard Sites Groups
Sumi mary Sites Managed Devices Managed Users Enrolled
55 View WasifNHAviraS 1 1 |O\7‘
L3 Manage
Devices Managed Compliance Trend view: e Al >
-7 Insights 9 -
WasifNHAvIraSolutions v
3 Admin 0s 1 Total
Windaw B Availability Security Resources Maintenance Events Bl HFND100067
Windov E—
Mac 0 H HFND100139
Last Hour v g 0
Android o N N . N 2R WIN-LGOSJBAHHOA
Linux 0
o wins132-vm
Gthers 0 5 o 5 0
Last 24 Hour
- a a -~
Resolutions
| See all compliance metrices
Total 1 Total

Predictive

Self-Help

@ Help

Schedule

Proactive I |

0
)
]

05

0
Mar28 Mar20 Mar30 Mar31 Apr01 AprD2 Apr03 Apr04 Apr0S Apr06 AprO7 Apr08 Apr09 Apr10 April

Language - (TGS 02016

If there is any gateway machine in any site then an icon will get displayed in-front of the site

name as shown below:

e 3 P TN weer
@nancheal TN Q| (@) -
# Dashboard Snes Groups
g View Summary E Devices Managea users Enrolea
H ! .
A 3 2
3 Mansge
# Insights Devices Managed Compliance Trend figw
Availability Maintenance Events
@3 3 Toral Last1 hour Last1nour Last1nour
ndov IEEE—— 3 or o tac 0(a 0
\ee 5 Lest 24 hour Lest 22 nour 25124 o
o 0 A0 A0
Angrold 0
view all
Linux 0
Nanoheal_Training >
Others 0
& - & NH8june2017 >
Jun 07
Nert: 6 & NHBjune >
>
Resolutions
3
@ Help Selt.Help 0 I ‘ ‘ ‘

©207 &Y nancheal

The icon before the site name means that atleast one machine in the site

machine.

Home Page Statistics

is

a gateway

The statistics about the total devices (machines) managed under a given site by Nanoheal,
issues reported by them and the resolution status are shown here.
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Per-All/ Site/ Group/ Machine level statistics related to following items would be displayed:

I. Compliance % for Availability, Maintenance, Events, Security & Resources

2. Notification Count of total number of notification along with %. (Priority |, Priority
2, Priority 3, Priority 4, Priority 5)

3. Total number of Devices Managed.

4. Total number of Resolutions (Predictive & Predictive)

Instead of the site, if user selects all / machine / group, then the above data gets loaded
based on machine/ group level.

Sites
A site is a location (physical or logical) with which a user wants to associate their endpoints,

which are managed using Nanoheal. Site can be Country, City or a Building, depending upon
the way the user would want to classify the endpoints.

This module will list out the number of machines available in a particular site / group. It will
show the number of machines based on the OS. Like Windows, Android, Linuxand MAC.

Compliance
The Compliance section is used to set a compliance baseline and to handle any compliance
variances.

The Compliance section can be accessed through the left panel as shown below
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(X, AVIRA

A Dashboard

= \iew

Motifications

& Manage

2 Insights

<4 Admin

Compliance is classified into 5 sections. Each of these sections have rules which should be
met to deem a device, compliant. Examples of these rules are given next to each of the

sections.

v h W~

Auvailability
Security
Maintenance
Resources
Events

. Availability

EG-Under availability, a Machine is compliant if: Nanoheal has reported at-
least once in the last 4 hours

Security
EG-Under security, a Machine is compliant if: Anti-virus definition update was
attempted O times in the last 60 minutes

Maintenance

EG-Under maintenance, a Machine is compliant if: The disk defragmenter was
run at-least once in the last 30 days and there is no other antivirus program on
the computer other than "Windows Defender”, etc.
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4. Resources
EG-Under resources, a Machine is compliant if: Free space on OS Drive (disk
drive on which the OS is installed) is more than 30% of total space and there are
no media files (mp3, .wav, .avi, .mpeg, .3gp, .mp4) of size more than 500 MB

5. Events

EG-Under Events, we say that a “Machine is compliant if:” The system was
Shut down or Restarted in the last |5 days

As mentioned above, there could be one or many criteria to be met to deem a machine
complaint.

NOTE: Please contact the Nanoheal Team to add new Compliance criteria

To navigate to the compliance screen, the user can click on - Dashboard > Compliance
on the left pane.

As shown below:

RAVIRA  © o EIE Xt

# Dashboard Sites Groups
Compliance : All =
3 View A 8
. _— Details (showing compliance items with status Availability and Ok for the past 15 days.) | Q ‘
§ Viewing [ Availability - ){ ok - ) _ R
Compliance _— ] Machine Last Event Event Count
> > — Al >
Netifications Client reporting ] WIN-LG6QSJBAHHOA 04/11/2017 04:36 PM 1
WasifNHAviraSolutions
£ Manage
Bl HFND100067
A7 Insights o HENDI00139
3 Admin 28 WIN-L6OSJBAHHOA

M wing132-vm

shaw entries Previous 1 Mext 1-1 of 1 entries

@) Help

Language : [EEIEIIRS 2016

A Compliance Criteria, B Compliance Data for the selected criterion

The Compliance screen is splitinto 2 parts: The Compliance Items on the left & the
corresponding Compliance on the right.
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By Default, the |™ criterion will be selected as shown in the screenshot above.
Each Compliance category falls under “Warning” / “Alert” / “Ok” buckets.

As explained above, the Compliance screen will show the data (if available) across all the 5
service categories. Namely - Availability, Security, Resources, Maintenance & Event. Data
would be displayed under relevant categories like - “OK” / “Warning” / “Alert”. Count for
each category will be seen at the top left corner of each tab of “OK” / “Warning” / “Alert”.
Count will be prefixed with these tab items as shown above.

As shown in the screenshot above, left hand side shows different categories & criteria name.
For example - “Client reporting status”, etc. The right hand side shows relevant details of
the selected/highlighted category:

e Machine: Machine name
e Last Event: Latest event time
e Event Count: Number of events available

If a user has already reviewed an issue, knows how to fix it and does not want this item to
be shown on the list, they can delete the record by clicking the option, “Reset”. The user
can find the reset link under the Breadcrumb drop-down menu on the top right corner. An
example is shown below:

RAVIRA @ @ |o]0]@ -

# Dashboard Sites Groups
Compliance - All
B3 view
) ~ Details (Showing compliance items with status Availability and Ok for the past 15 days.) Export to Excel |a |
~ Viewing [ Availability ~ ok ~ i
Compliance — I Machine Last Event I Reset I
" " o A >
Naifications e b [l WIN-L6QSJBAHHDA 04/11/2017 04:36 PM 1
WasifNHAviraSolutions v
£& Manage
m HFND100067
& EEE H HFND100139
3 Admin ZR  WIN-LGOSJBAHHOA
o WinNs132-VM
Show entries. Previous 1 Next 1-1 of 1 entries
@ Help
Language - ©2016
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Please note: Grid data would be shown for | day.

The user can also export the compliance data in xIs format as shown below:

RAVIRA @ @ (o]0 @ -

# Dashboard Sites Groups
Compliance - All =
BS Vie
) . Details (Showing compliance items with status Availability and Ok for the past 15 days) | Exportto excel | | Q |
_ Viewing [ Availability ~ )( ok ~ ) - .
Compliance —— ] Machine Last Event Reset
> . - Al >
Netifications e et [l WIN-L6QSJBAHHOA 04/11/2017 04:36 PM 1
WasifNHAviraSolutions v
£& Manage
m HFND100067
A Insights & HFND100139
Z3 Admin 2R WIN-L6QSJBAHHOA
o WinNs132-VM
Show entries Previous 1 Next 1-1 of 1 entries
@ Help
Language - ETTENRA ©2016

The downloaded report will have data like below:

A B =
1 Showing compliance items with status Availability and Ok for the past 15 days
2 |Machine |Last Event levent Count
3 WIN-L6QSIBAHHOA 04/11/2017 04:36 PM 1
4

Comepliance Trend

The Compliance Trend Graph data on the home page would be shown for |5 days:
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RAVIRA \@ O @ v

# Dashboard Sites Groups
S View Sites Managed Devices Managed Users Enrolled
WasifNHAviras. 4 3 | Q
L3 Manage
Al >
/7 Insights Devices Managed Compliance Tren View Notification |
WasifNHAviraSolutions >
3 Admin
0s 4 Tatal
window a S i Ri Maintenance
Mac 0
Android 0 Last Hour o ° o
Linux o
Others o 0 0 0
Last 24 Hour N . . "

Resolutions
| See all compliance metrices
Total 136 Total
4
Proactive I 100 I |
. 2 | |
© Ha o e | | | I
=l Mar28 Mar20 Mar30 Mar31 Apr01 Apr02 Apr03 Apr04 Apr05 Apr0G AprQ7 Apr08 Apr09 Aprl0  April

Language - (TGS 02016

As shown in the screenshot above, the Compliance Trend will be shown for the Last Hour
& the Last 24 hours,

The user can also see the Trend graph for the last |15 days which shows the number of

Ok/Warning/Alertitems count per day.

If the user needs to view detailed compliance trend - they can click on any Compliance item,
and the detailed trend will be shows as seen below:

RAVIRA @ o|o|@

# Dashboard Sites Groups
S View Sites Managed Devices Managed Users Enrolled
WasifNHAviraS. 4 3 | Q ‘
L3 Manage
>
v Insights Devices Managed Compliance Tren View
WasifuHAviraSolutior >
3 Admin
0s 4 Tatal
a Security R Maintenance

Window EE——— 4

Mac

0
0
Android 0 Last Hour
Linux o
Others 0 1 0
Last 24 Hour
Resolutions
Back | See all compliance metrices
Total 136 Total
10
Proactive I 100
Predictive 0 ° |
@© Help Self-Help 0 o i | 1 N ' .
I Mar28 Mar29 Mar30 Mar3l AprO1 Apr02 Apr03 Apr04 Apr0S Apr06 Apr07 Apr08 Apr09 Aprl0 Aprll

Language - (TGS 02016

The user can also see all the compliance matrices, by clicking on ‘See all compliance metrics’
link as shown above. This will navigate to the Compliance Page.
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Notifications

Notifications are created based on the event filter. Hence, it is mandatory that there should
already be a filter for notifications to be created. As the name only indicates, “Notification”
means, notifying the user about an event occurrence.

Dashboard has 5 notification priorities ranging from Pl to P5. These are placed under

Ciritical, Major and Minor categories. Critical notifications are of the highest priority and
minor are of the lowest.

e Ciritical category includes Notifications with Priorities Pl and P2
e Major category includes Notifications with Priorities P3 and P4
e Minor category includes Notifications with Priorities P5

This module would hold and show important notifications about:

e # of machines with Avira
e # Malware infections

e # Other Warnings

o Etc.

Users can navigate to the Notifications page by clicking on the Notifications link from the
left panel as shown below:

X, AVIRA

Complance

Manage

nsights

Admin
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% nancheal @ 0| (@
Dashboard Sites. Groug

L Notifi il Cust2 [a =

| H P

L]

Notifications.

Completed

£ Manage

A Insights

Complatec

©207 £ nancheal

The Notifications Page is divided into two, with the notification categories on to the left and
the corresponding device data shown to the right. (Device data is shown for the past 15
Days). A user can segregate through and view only the list of Critical, Major or Minor
Notifications by using the ‘All’ drop-down. When “All” is selected it will show a compilation
of Critical, Major and Minor notification data.

e All category includes Notifications with P| to P3

e Critical category includes Notifications with priority Pl and P2

e Major category includes Notifications with priority P3

On the right side of the Notifications page a table with the following information is
displayed.

e Machine — shows the Machine Name

e Date — shows the Date & Time on which the Notification is generated

e Count — shows the number of events count being generated for a notification
e Status — Three kinds: Pending, Actioned & Completed

e Notes — Users can add notes to any of the notification entries using the- Add link

Notification Status
e New - List of notifications for which no action has been taken yet
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e Pending— List of notifications on which action has been pushed but the action has

not run yet or the action pushed is from

e Completed- A list of notifications for which the action has been taken using:

a) ‘Fix’ from the drop-down menu on the Notifications page from

Troubleshooters.

b) ‘Other Actions’ from the drop-down menu on Notifications page

Events that can prove critical to the end user’s environment and need to be resolved on a
priority - the same can be notified to the persons of interest specified during notification

creation via an email. These can also be published as a notification on the Notification

Console.

Notes

Users can Add/Edit/Update/Delete the Notes assigned to individual notifications. In order to
add Notes to a particular notification, users must go to the Notifications Page, select the
notification on left and click on ‘Add’ link under Notes for that particular notification. An

example is shown below:

RAVIRA @ © ‘ = ‘ o ‘ Q
#& Dashboard Sites Groups
Notifications : WasifNHAviraSolutions =
B View —
- Details (Showing last 15 days notification data.) | Q ‘
Viewing (Al ) S —
Compliance — [l Machine Date Count Stat Notes
More than one antivirus installed (.. >
Notifications [l HFND100139 04/09/201710:49PM 1 New Add
Free RAM <10% (1) O HFND100139 04/08/2017 1238 AM 1 New Add Hasftiifrazaitens >
L& Manage
Firewall is Off (1) [ HFND100139 04/07/201710:12PM 1 New Add
-/ Insights
Avira is not installed (3) [l HFND100139 04/06/201711:36PM 1 New Add
3 Admin
0
Avira is installed, Tumed off (3) (N HFND100139 04/05/2017 0549 AM 1 New Add
- X [l HFND100139 04/04/201711:46PM 10 New Add
Avira Real Time Protection is OFF ...
Windows Update is disabled (1)
Shaw entries. Previous 1 Mext 1-6 of 6 entries.
@ Help

Add Notes pop-up shows up, where in the user can enter the notification notes & click on
Submit to add notes. An example is shown below:

Dashboard User Guide —April 2017
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Once the notes are added successfully, View/Edit option will come as shown below. In
order to edit notification notes, the user should select a notification which already has notes
& click on the editicon. In order to view notes, the user should click on view

RAVRA Q@ (o] o] @ w-
# Dashboard ) ) ) Sites Groups
Notifications : WasifNHAviraSolutions =
BS View —
o Details (Showing last 15 days notification data.) | Q ‘
Viewing [ All ) S —
Compliance — D Machine Date Count Status Notes
More tha ivirus installed (- Al >
Notifications HFND100139 04/09/2017 10:49PM 1 New
Free RAM <10% (1) [ HFND100139 04/08/20171238AM 1 New Add WasifNHAviraSolutions >
£ Manage
Firewall is Off (1) [l HFND100139 04/07/201710:12PM 1 New Add
- Insights
Avira is not installed (3) (N HFND100139 04/06/2017 11:36PM 1 New Add
£33 Admin . O HFND100139 04/05/201705:49AM 1 New Add
Avira is installed, Turned off (3)
R - o [l HFND100139 04/04/2017 11:46PM 10 New Add
Avira Real Time Protection is OFF
Wwindows Update is disabled (1)
Show entries Previous 1 Next 1-6 of 6 entries
@ Help

Language - TGS ©2016

Fixing Notification

Notifications can be fixed using “Troubleshooting” or “Others Actions”

When any particular notification is actioned from the “Others List”, count gets
decremented from “Pending” and gets incremented to “Action”. Similarly, when any
Notification is fixed by triggering a profile from “Troubleshooting”, the “Fixed” count gets
incremented by | from “Pending”.
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Using Troubleshooting Notification Fix

To fix a notification by triggering the troubleshooting tools, the user should select the
particular notification from the left and select the records for which action need to be taken
(on the right) and click on menu. Select Fix from the drop-down menu as shown in the
example below:

& nanoheal o ‘ o | @
#4 Dashboard Sitas. Groups
Notifications : WasifLocalzatnTestCust2
= View
= Wiawing y =l (Showing lztis cays netieanon caa) [ Q
Compliance Firowall 5 OF () O Machine Date Count Status
Al >
Notifications Avira & not I ] HENDIOOI3S OSHS207 H13PM 6 Completed
WasHAvIraKeyCust2

] T INB1E4 OS/15/2077 0620 AM 1 Completed e >
# Manage

0515207 0258 AM 1 Pending Add WastiLocalzatrTestCust2 &
A Insights g Det

O OSMI20M 1234 AM 1 Rending Add

O 0SM2207 Z3AM 3 Completed Add

O WINBI32YM 051212077 0243 AM 2 New Al

O HENDIOO13S OSMU2017 107 PM 2 Pending Add

O 05102017 1033 AM 3 Completed Add

0 ”

] 05/04/2017 0710 AM 8 New Add
@ Help Y P fevos 1 e r—

@207 &Y nancheal

Once the user clicks on “Fix”” he/she will be redirected to the below page:

Please cneose the fix you choose 10 3pRly

Go to Trouble shooter

Suggested fix will show the needed action to be taken for that particular notification. For
ex: for firewall turned Off notification, suggested fix shown is:
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Other action will have option like duplicate,escalated etc as shown below:

Go to Trouble shooter

Click on “Goto Troubleshooter” will take to the troubleshooting page as shown below:
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% nancheal - ‘ I2)

(2
=/

# Dashboard

Sites Groups
Troubleshooting - WasifLocalzatrTestCust2 =

=z View
v
£ Manage
You can fix many common Iss se powerful troubleshoating tools. Choose a category on the lef, and then Select the fix that best Al >
senvices matches the symptoms of the
WasrAvirakeyCust2 >

My Account

Troubleshooting
Users
Groups

2 Insights

(@ Helo

©z07 &Y nancheal

In order to fix the issue, select the relevant troubleshooting tool from the left and click on
“Run this Repair”. An example is shown below:

% nancheal - ‘ )

(o)
=/

# Deshboard

Sttes. Groups
Troubleshooting : WasifLocalzatnTestCust2 =

Manage Avira Antivirus Neroheal Solutins
" . Al >
o Nanohesl Sclutions #- Qutlook errors
- . Outlook ermors WasrAvrakeyCust2 >

My Account

" Processor Unlization above 75% Wesilecalzanentusl

W3R Procassor Unlization above 75
Users e
po Internet Explorer emors
Groups ntemet Explorar arrors
A Insights 4. Printer issue —
Prnier ssue
) " Virus not quarantined m
Wirus not quarantined
) " AV and AS Not Enabled/Not Upto date m
AV and AS Net Enablad/Net Upto date
#- AsNetinstalled
S Not Inszalled
@ Helo

©207 &Y nancheal

Please note that the device needs to be online for the solution to be pushed immediately.
Else the solution is pushed the next time the device comes online.

Notification Alert

This feature will help user to get notification alert on their mail id. User can configure alert
by going to menu icon and clicking on “Enable Alert” as shown below:
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£ nanoheal

Stes Groups
Notifications : WasifLocalzatnTestCust2 =

# Dashboarg

= View
=

Compliance of (1) [l Date Count Status
Al >
Notfications Aura 1s not installed (4) (] 051152070620 AM 1 Completed
WasifhviraKeyCusi2
- [} HFNDIOO139 05/12/207 0702 AM 6 New b 0 >
£ Manage Ayira d. Tumed off ()
HENDI00DE7 0501212017 06 Compistas acd WeclfLocalzamTestCusiz2 »
v Nz Warning Detected (2
[l 05/12/207 0243 AM 2 N Add
O 05/1/2017 0915 AM 9 2end Add
O HENDIOGI3S OS/MV2017 0612 AM 2 New Add
[l 0512017 05 Complsta Add
[} WIN-LBQSJBAHHOA 05/112017 04:3; Add
] WIN-LEQSJBAHHOA 05020 N20PM 4 New Add
] WIN-LEQSJBAHHOA 05/09/2017 06145 AM 6 New Add
O MAYANK-PC 05/05/2017 05:03 AM e acd
[l HFENDIODOT0 05/05/2017 0215 AM 1 N Add
O GERMAN 05/0412017 010 AM 9 Completed Add
[l 05/04/2017 0150 AM 2 pend Acd
O WIN-LEQSJBAHHOA 0S/0472017 1239 AM 4 New Add
] WIN-LEQSJBAHHOA 05/03/2017 1159 PM 3 New Add
@ Hep ero (T ¥ e - e Ry

o207 & nanchea

Clicking on enable alert will give the following window asking user to configure site and
notification:

Enable Alert

Site Exclude S

Site Include

WasifLocalzatnTestCust2 WasifAviraKeyCust2

Notification Exclude Notfication Include
More than one antivirus ins =

Free RAM <10%

Free hard drive <10%

Firewall is Off

Avira is not installed

Malware Detected

Click on update will create alert and mail will be sent to that particular user on whose login
alert has been configured as shown below:
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Nanoheal Notification email: Firewall is Off - AviraSlte 20170001268

notify@avira.nanoheal.com & 5 Replyall |v
Today, 11:44 AM

Priyanka ¥

Hi,

This is an automated email sent from Nanocheal server.
Alert Type: Notification

Mame: Firewall is Off

Site: AviraSlte__20170001268

Device affected; HFND100091

Getting too much email from notify@avira.nancheal.com? You can unsubscribe

Notification View

To see the notification details, the user needs to select the notification and select ‘Details’
from the drop-down menu. An example is shown below:

4 nancheal - ‘ 0

(2)
\=/

# Deshboard
Notifications : WasifLocalzatnTestCust2

ewing ¥ Dewls (Showing last

R Avra ed (5 (] HFNDI00I39 05/16/2077 1113 PM

£y Manage I T 05/15/2017 06:20 AM 1
O 051512017

A Insights
O HENDI0013Y
[l HENDI00139 Comp
] New
[} HENDI00139 Pe
[} GERMAN Completed
[} HENDICOCTO Pe
] GERMAN New

@ Helo show [T ¥ srres Prevows 1 Mex 143 o1 e

o207 Y nanoheal

A pop-up displays the notification details as shown below.
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SL.No. a Device Server Time

1 HFND100139 04/10/2017 09:19 AM

Show entries

Notification Export

Event Details

£ nanoheal

Search
| Q, search ‘

Auto update status - 0 Firewall status - 1 Hard

1 Hext

1-10f 1 entries

Users can export all the notifications data to an .xIs file by clicking on “Export to Excel”
under the drop-down menu options. An example is shown below:

& nancheal - ‘ 0| @
f4 Dashboard Sies Groups
Notifications : WasifLocalzatnTestCust2
g View
T
Compliance Firewall i OF 2) O Date ant
Al >
Noufications Avira Is not Installed (5) ] HFNDI00139 05/15/207 1113 PM
WasiffviraKeyCust2
TESTUMWINS164 05/15/2017 06:20 AM 1 HEee ’
£ Manage Avira
] WIN-LEQSIBAHHDA 05/15/2017 0 Add ezioceizar >
~2 Insights
O HENDI00139 05/13/2017 1 Add
O HFNDI00139 05/12/20 1123 AM Completed Add
] WINB132VM 05/12/20W 0243 AM 2 New Add
] HFNDI0O1Z® 05/112017 1107 PM Add
] GERMAN 05/10/2017 10:33 AM Complgtes Add
[l HFNDI00TD 05/05/2017 : acd
O GERMAN 05/04/2017 0710 AM 8 Naw Add
(@ Help Show [75 ¥ ) eriries Hext 10,0710 ermes

An example of the .xIs file thus generated is given below:

Da
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A B = D E F G -
1 Notification Device Date Counts Status Solution P Notes Event Detaill
More than one anf HFND100139  04/09/2017 10:49 PM 1|New ASAP Auto update status : 0
Firewall status : 1
Hard drive free size in percentage:26
Hard drive size in kb (Total/Free):Drive-C:\ : 181082108/48199620

RAM free size in percentage:24

RAM size in kb(Total/Free):6215584/1550520

Virtual memory free size in percentage:48

Virtual memaory size in kb(Total/Free):12429308/5970756
Backup software status: Not installed

Backup status file data:

{ "BackupStatus" : "Not Found" }

Total no of Installed antivirus:3

2 Installed antivirus list:

displayName : Symantec Endpoint Protection.cloud
companyName :

instanceGuid :{53C7D717-52E2-BI5E-FAG1-6F32ECCR05DB}
versionNumber :

displayName : Avira Antivirus

companyName :

instanceGuid :[B3F630BD-538D-1B4A-14FA-14B63235278F}
versionNumber :

displayName : Avast Antivirus

companyName :

instanceGuid :{8EA8924E-BCR1-DC44-8BB0-8BAETSDBGEBF}
versionNumber :

r Worksheet [ === & 4 » |

Notificaion Summary” on the right side of the Dashboard Home Page displays the
following:

e All the Notifications for a particular site / machine / group. This is the Count of
Priority| + Priority2 + Priority3

e Priority | to Priority 3 Notifications Count

e Notifications % which is calculated as (Individual Notification Count / All
Notifications Count) X 100

Notification Trend

We can view the Notification trend from the Home Page by clicking on the Toggle icon for
Notifications in the Compliance trend section. Once the Toggle icon s clicked, the
Notification Trend will be shown as seen below.
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RAVIRA = ‘ ool @ v

# Dashboard Sites Groups
S View Summary Sites Managed Devices Managed Users Enrclled
WasifNHAviras 4 3 | Q ‘
L3 Manage
Al >
¢ Insights Devices Managed Notification Trend View [r—
WasifNHAviraSolutions
3 Admin
0s 4 Total
- ority 2 Priority 3 Priority 4 ority 5
Window ee— 4 Priority 1 Priority 2 riority 3 riority Priority &
Mac 0
0 0
Android 0 Last Hour
Linux 0
Qthers 0
Last 24 Hour
0 0 1
a a - a
Resolutions
Total 136 Total | See all notifications details
Proactive I 10
4
Predictive 0
Self-Help 0 z
Hel ° | |
@ Help Do

Language - (TGS 02016

If the user needs to view detailed notification trend, then clicking on any Notification
Priority item would display detailed trend as shown below.

RAVIRA oo @

# Dashboard Sites Groups
BS View ) —
Devices Managed Notification Trend View Notification | Q ‘
£x Manage
0s 4 Total Al 5
A Insights Wind 4 Priority 1 Priority 2 Priority 3 Priority 4
Windov — 135 TS
neow WasifNHAviraSolutions >
4 Admin Mac 0
Android 0 Last Hour °
- - a -
Linux )
Others 0
Last 24 Hour
0

Resolutions

Total 136 Total | See all notifications details

Proactive I 100

S
Predictive 0
Self-Help 0 05

0

Schedule
0
28Mar 29Mar 30Mar 31Mar O1Apr 02Apr O3Apr O4Apr OSApr 06Apr OTApr OBApr 09Apr 10Apr 11Apr

@ Help

Language - [ETETIIG] 22016

The user can also see all notifications, by clicking on ‘See all notifications’ link as shown
above. This will navigate to Notifications Page.

Resolutions — Proactive (Audit & Schedule)

A user can get to the page titled Resolutions in 2 ways:

|. From Manage > Troubleshooting - Using Menu > Action taken
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RAVIRA Q= ‘ o ‘ o ‘ Q@ -

# Dashboard . . Sites Groups
Troubleshooting : WasifNHAviraSolutions =
S View
Troubleshooting = Troubleshooting I Action Taken I | Q ‘
L2 Manage
Avira Antivirus You can fix many common issues easily with these powerful troubleshooting taols. Choose a category on the left, and then Al >
Services Select the fix that best matches the symptoms of the problem
Virus or Spyware or Popups >
My Account
My PC is Slow
Troubleshooting
Cant access Internet
Lsers System Errors or Crashes
Groups Display or Sound lssues
Printing Keyboard and Other
A Insights Jssues
Y Admin Advanced Troubleshooting
Power and Battery Issues
@ Help

From the Left panel, Insights > Resolutions

As shown below:

(X, AVIRA Q

# Dashboard

B View

£x Manage
-~ Insights
Incident Trend

Compliance Trend

Resolutions

=]

ity Report

Capa
Managed Report
Asset Information
rdobility Insight

4 Admin
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RAVIRA @ = oo @
# Dashboard . ) Sites Groups
Proactive : WasifNHAviraSolutions =
S View ——
Serial Number Triggered By Solution Date w Status | Q ‘
L3 Manage
HFND100067 WasifNHAvSolutions_697 Uninstall Nancheal 04/05/2017 07-42 PM Pending Al >
-~/ Insights
HFND100139 WasifNHAvSolutions_697 Uninstall Nancheal 04/05/2017 07:42 PM Failed P
WasifNHAviraSolutions >
Ineidert Trend WIN-L6QSJBAHHOA WasifNHAvSolutions_697 Uninstall Nanoheal 04/05/2017 07:42 PM
Compliance Trend WINET132-VM WasifNHAvSolutions_697 Uninstall Nancheal 04/05/2017 07:42 PM Completed
HFND100067 WasifNHAvSolutions_697 Security 04/05/2017 12210 PM Completed
Resolutions
HFND100139 WasifNHAvSolutions_697 Security 04/05/2017 1210 PM Completed
Capacity Report
WIN-LEQSJBAHHOA WasifNHAvSolutions_697 Security 04/05/2017 1210 PM
Managed Report WINS132-VM WasifNHAvSolutions_607 Security 04/05/2017 12:10 PM Completed
Asset Information HFND100067 WasifNHAvSolutions_G697 System Scanner 04/05/2017 11:12AM Completed
Mobility Insight HFND100139 WasifNHAvSolutions_697 System Scanner 04/05/2017 11:12 AM Completed
WIN-LEQSJBAHHOA WasifNHAvSolutions_697 System Scanner 04/05/2017 11:12 AM Pending
3 Admin
WINB132-VM WasifNHAvSolutions_697 System Scanner 04/05/2017 11:12 AM Completed
Show entries Previous 1 2 3 45 B Next 1-25 af 186 entries
@ Help

Language - (TGS 02016

A sample ‘Resolutions’ screen is shown above.

Resolutions screen provides details of who has triggered the solution, Site or Machine
Group where a resolution has been pushed, and the date on which the resolution was
triggered.

Allitems on this screen will be in one of these 3 states- Completed, Pending, or Failed.

Resolutions Status:

I. Completed: Once the triggered resolution from Troubleshooting is successfully executed
on the machine, the status is updated to “Completed”.

2. Pending: If a triggered resolution has not reached the machine either because the machine
is offline or if another triggered resolution is under execution — the status would appear as
“Pending”.

3. Failed: If a triggered solution has failed to execute on the machine, the Resolution status
will be updated as “Failed”.

A user can also export this data to a .xls file by using the Export to Excel link under the
drop-down menu as shown below:
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# Dashboard

5 View

L2 Manage

Services

My Account

Troubleshosting

isers

Groups

" Insights

Y Admin

@ Help
Language - [EFTENES ©2016

Q

(<o)

Proactive : WasifNHAviraSolutions

Serial Number

HFND100067

HFND100139

WIN-L60SJBAHHOA

WINET32-VM

HFND100067

HFND100139

WIN-LGQSJBAHHOA

WINE132-VM

HFND100067

HFND100139

WIN-LEQSJBAHHOA

WINE132-VM

Show

entries

Triggered By

WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697

WasifNHAvSolutions_697

Solution

Uninstall Nancheal
Uninstall Nancheal
Uninstall Nancheal
Uninstall Nancheal
Security

Security

Security

Security

System Scanner
System Scanner
System Scanner

System Scanner

Previos 1 2 3 4 5 B

An example of the xIs file is shown below:

1
2
3
4
5
6
7
8
E]

N e e e e
Bt N @ R W R E e

2
pa
2
2
2
25
2
2
2
2

I

LR BES

B & Y95

Date w

04/05/2017 07-42 PM

04/05/2017 07:42 PM

£ nanoheal’
Eare

Predictive

Sites

| &

Groups

I Export to Excel I

Failed

04/05/2017 07:42 PM

04/05/2017 07:42 PM

04/05/2017 12210 PM

04/05/2017 12:10 PM

Completed
Completed

Completed

04/05/2017 1210 PM

04/05/2017 1210 PM

04/05/2017 11212 AM

04/05/2017 11212 AM

Completed
Completed

Completed

04/05/2017 11212 AM

04/05/2017 11212 AM

Completed

1-25 of 186 entries

WasifNHAviraSolutions

A B & D E F G H o
|Seria| Number Triggered By Type Solution Date 0s Status -
HFND100139 ResolvIT_03 Troubleshooting Turn off RTP 03/13/2017 09:30 AM  Windows7Professionald-bit Completed
HFND100139 ResolvIT_03 Troubleshooting Turn on RTP 03/13/2017 09:31 AM | Windows7Professional64-bit Completed =
HFND100139 ResolvIT_03 Troubleshooting Start-up Optimization 03/13/2017 09:42 AM  Windows7Professional6d-bit Completed
HFND100139 ResolviT_03 Troubleshooting Reliability Monitor 03/13/2017 11:01 AM | Windows7Professional6d-bit Completed
HFND100139 ResolvIT_03 Troubleshooting One Drive 03/13/2017 11:02AM  Windows7Professional6d-bit Completed
HFND100139 ResolviT_03 Notification Turn on RTP 03/13/2017 11:16 AM | Windows7Professional6d-bit Completed
HFND100139 ResolvIT_03 Notification Turn off RTP 03/13/201711:21 AM |Windows7Professional64-bit Completed
HFND100139 ResolviT_03 Notification Turn on RTP 03/13/201711:35 AM | Windows7Professional6d-bit Completed
HFND100139 ResolvIT_03 Troubleshooting Quick Scan 03/13/201711:38 AM  Windows7Professional64-bit Completed
HFND100139 ResolviT_03 Troubleshooting Process Scan 03/13/201711:52 AM | Windows7Professional6d-bit Completed
HFND100139 ResolvIT_03 Troubleshooting Turn off RTP 03/13/2017 11:55 AM  Windows7Professional6d-bit Completed
HFND100139 ResolviT_03 Troubleshooting Turn on RTP 03/13/2017 11:55 AM | Windows7Professional6d-bit Completed
HFND100139 WasifAviraUATL 448 Notification Reliability Monitor 03/14/2017 01:06 PM  Windows7Professional6d-bit Completed
HFND100139 WasifAviraUAT1_448 | Troubleshooting Quick Scan 03/14/2017 01:09 PM  Windows7Professional64-bit Completed
HFND10013% WasifAviraUATL_448 | Troubleshooting Process Scan 03/14/2017 01:12PM  Windows7Professional6d-bit Completed
HFND100139 \WasifAviraUAT1_448 | Troubleshooting Get last fullscan date 03/14/2017 01:22 PM | Windows7Professional64-bit Completed
HFND10013% WasifAviraUATL_448 | Troubleshooting Turn off RTP 03/14/2017 01:22PM  Windows7Professional6d-bit Completed
HFND100139 \WasifAviraUAT1_448 | Troubleshooting Turn on RTP 03/14/2017 01:23 PM | Windows7Professional6d-bit Completed
HFND10013% WasifAviraUATL_448 | Troubleshooting Quick Scan 03/14/2017 04:25 PM  Windows7Professionala-bit Failed
HFND100139 WasifAviraUAT1_448 Notification Start-up Optimization 03/14/2017 05:34 PM | Windows7Professional64-bit Completed
HFND100067 ‘WasifAviraDemo Troubleshooting Quick Scan 03/16/2017 01:03 PM  Windows7Professionala-bit Completed
HFND100139 ‘WasifAviraDemo Troubleshooting Quick Scan 03/16/2017 01:03 PM  Windows7Professionala-bit Completed
HFND100067 ‘WasifAviraDemo Troubleshooting Full Scan 03/16/2017 01:03 PM | Windows7Professional 64-bit Completed
HFND100139 ‘WasifAviraDemo Troubleshooting Full Scan 03/16/2017 01:03 PM | Windows7Professional 64-bit Failed
HFND100067 ‘WasifAviraDemo Troubleshooting Removable disks scan 03/16/2017 01:03 PM | Windows7Professional 64-bit Completed
HFND100139 ‘WasifAviraDemo Troubleshooting Removable disks scan 03/16/2017 01:03 PM | Windows7Professional 64-bit Completed
HFND100067 ‘WasifAviraDemo Troubleshooting Process Scan 03/16/2017 01:03 PM | Windows7Professional64-bit Completed
HFND100139 WasifAviraDemo Troubleshooting Process Scan 03/16/2017 01:03 PM | Windows7Professional 64-bit Completed -
AR B worksheet [(SR I v

The “Type” column indicates whether the Resolution was pushed from the Troubleshooting

or the Notifications screen.
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Resolutions — Predictive

£ nanoheal’

Predictive resolutions differentiate Nanoheal from its competitors. In simple terms,

Predictive resolutions or Auto heal resolutions means that Nanoheal is Capable of fixing

issues in real-time as and when they occur.

The user can view Resolutions details from the Dashboard > Resolutions menu > Predictive

as shown below.

(X AVIRA

# Dashboard

3 View

&

My Account
Troubleshosting
Users

Groups

- Insights

3 Admin

(@ Help

Q

c2

Proactive : WasifNHAviraSolutions

Serial Number
HFND100067
HFND100139
WIN-L6QSJBAHHOA
WINB132-VM
HFND100067
HFND100139
WIN-LEQSJBAHHOA
WINB132-VM
HFND100067
HFND100139
WIN-L6OSJBAHHOA
WINET32-VM

show entries

Triggered By

WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697
WasifNHAvSolutions_697

WasifNHAvSolutions_697

Solution

Uninstall Nancheal
Uninstall Nancheal
Uninstall Nancheal
Uninstall Nancheal
Security

Security

Secunty

Security

System Scanner
System Scanner
System Scanner

System Scanner

Date ¥

04/05/2017 07:42 PM

04/05/2017 07:42 PM

04/05/2017 07:42 PM

04/05/2017 07-42 PM

04/05/2017 1210 PM

04/05/2017 12:10 PM

04/05/2017 1210 PM

04/05/2017 12210 PM

04/05/2017 11212 AM

04/05/2017 11212 AM

04/05/2017 11:12 AM

04/05/2017 11:12 AM

Sites Groups

o]o|@ -

I Predictive

Export to Exce

Failed

Completed
Completed

Completed

Completed

Completed

Completed

Completed

| [«
A

WasifNHAviraSolutions >

1-25 of 186 entries

Language - TGS ©2016

Upon clicking “Predictive” from the Resolutions menu, the following page will be shown.
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Predictive will have data related to Autoheal, file clean up, intrusion protection registry
rejection, start-up registry item data rejection, some apps like Team Viewer crashed etc. As
the name Suggests, we predict few related changes happening to machine and generate data
for the same. We have a DART 77 (Windows Logs Changes Detected) which when enabled
will capture all logs that is captured by Windows Event Viewer. Hence, using this, we can
get to know what is happening on the machine and action them as required.

The screenshot above shows file clean-up data.
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Event Information
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|. Events are the actions that are performed on a machine when a DART gets
executed. It provides details of execution time, results after execution, etc.

A DART is a mechanism to perform set of defined actions on a given machine.

3. For instance, when DART 77 (Windows Event Log Detected) runs, it logs all
Windows events. When DART 189 (File Download Filtering) runs, it blocks the list
of file types that have been specified by the user.

4. Easy tracking down of the events helps the end user to understand the problem.
After successful analysis, the appropriate resolution can be applied to the machine.

5. Events that are captured are not only related to OS but also outside OS through its
own event logging mechanism.
6. End User can track down the events occurring on a machine on a real-time basis.

7. Events can be analyzed for a group of machines or a given site or multiple sites.

In order to navigate to the Events Page, the user has to click on the breadcrumb link on the
top left corner and then click on the Event Information as shown below:

=2

BE Event Information
mil

L]

m Aszszet Information

L IQ Deployment

B Manage Customers

RAIRA & © oo @
i Dashboard . Sites Groups
Event Details : All =

BS View 0\7

Device a Description Event Information Client Time | ‘
£x Manage

WIN-LGQSJBAHHOA Client Start-up 04/11/2017 12:5415 Al by
~7 Insights

WIN-LEQSJBAHHOA Network Connectivity Status Connection to local network has failed 04/07/2017 17:19:08 P

‘WasifNHAviraSolutions >

EIEI Admin WIN-LGQSJBAHHOA Node Server Communication Connection Status: Disconnected 04/11/2017 11:30:51

WIN-LGQSJBAHHOA Client Internal Error Log 04/11/2017 11:30:51

WIN-L6QSJBAHHOA System Clock Synchronization with Time Server Failed to sync with time.nist.gov Failed to sync. 04/11/2017 11:30:55

WIN-LGQSJBAHHOA Report Running Processes Failed to retrieve per-process information 04/11/2017 11:31:02

WIN-L6QSJBAHHOA Client as Service Client is starting up Protecting cust.exe and sr... 04/11/201711:33:33

WIN-LEQSJBAHHOA Nancheal Client Installation and Deployment client is going to expire in 7 days. 04/11/2017 11-33:36

WIN-LEQSJBAHHOA Client Start-up 04/11/2017 11:33:36

WIN-LGQSJBAHHOA Node Server Communication Trying to connect to Server. wss://aviranode.n.. 04/11/2017 11:33:48

WIN-LGQSJBAHHOA Printer Added / Removed Following Printers are installed: Fax Fax#:2 Mi 04/11/2017 11:33:49

WIN-L6QSJBAHHOA Nancheal Client Tools XP firewall exception management. Enabling n. 04/11/201711:33:49

Shaw entries Previous 23 45 - 23 Next 1-25 of 570 entries

® Help

Language - [ETETIIG] 22016
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As shown in the screen above, every event record provides information about machines on
which it occurred, time at which it occurred, corresponding DART that was executed, brief
description about execution. For more details, user has to click on “Events Details” link
available at the right-side menu.

Event Detail

The user can view the event details by selecting any event record and clicking on the top
right menu and selecting the Events Details link as shown below.

Export List

IEuents Details)

Upon clicking the Events Details link, Event Detail pop appears, showing all the event details
as shown in the screenshot below:

Event Details

Site

Machine

Client version

Wasif_Demo_Solutions

ViMware-56 4d 17 94 7e 19 1e 7d-3a df d6 ad
al 67 b1 03

2.004.032.2775.11

Client time 10:11:2016 05:22:50

Server Time 10:11:2016 05:23:44

uuID 96eeddba-ebb2-4c99-8fc6-23f0d9371a2¢c
Username userd

Priority 5

Description Clean Folders 6

Scrip number 221

Type

Executable

Version
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Events Export
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The user can also export all the events data that has been displayed on the page into excel

for future reference. In order to export, click on the “Export List” link available on the top

right side menu icon on the same page as shown below.

Export List

Events Details

Upon clicking “Export List”, it will export the data to .xls format.

Description

Serip Configuration Update
Process Completion Detected
System Survey

Machine list management

[TRF SRR

6 |Microsoft Update Management
7 |Process Completion Detected
& |Send Queued Asset Logs

9 |Process Completion Detected
10 Scrip Configuration Update

11 |Process Completion Detected
12 Process Completion Detected
13 |Process Completion Detected

14 | Physical Disk Statistics

15 |Process Completion Detected
16 Process Completion Detected
17 |Process Completion Detected
18 Process Completion Detected

20 |Process Completion Detected
21 |Process Completion Detected

19 |Software patch (User mode with thread)

Event Information
Client is synchronized

Completed data collection

Reporting machine list. See field text4.
Scrip state: execute software update
The Scrip is not currently performing a repeat

software update install cycle

Asset synchronization with server is done

Client is synchronized

mSec Sampling period: 30000
Drive: 0C: E: D:

Percent busy time: 0
Reads per second: 0
Writes per second: 1
Average queue length: 0
Drive: _Total

Percent busy time: 0
Reads per second: 0
Writes per second: 1
Average queue length: 0

HTTPError or FTP server not ready.

C
Executable

WMIC.exe

WMIC.exe
WMIC.exe

WMIC.exe
WMIC.exe
wpsupdate.exe

WMIC.exe
WMIC.exe
WMIC.exe
UloDetect.exe

regsvri.exe
WMIC.exe

Client Time
2016-11-10 02:47:57

2016-11-10 02:47:44
2016-11-10 02:48:44

2016-11-10 02:47:56
2016-11-10 02:48:34

2016-11-10 02:53:00

2016-11-10 02:.
2016-11-10 03:
2016-11-10 03:00:18
2016-11-10 03:04:20
2016-11-10 02:47:56

2016-11-10 02:48:00

E
Server Time
2016-11-10 02:49:34
2016-11-1002:49:38
2016-11-10 02:49:41
2016-11-1002:43:44

2016-11-10 02:43:48
2016-11-1002:49:51

2016-11-1002:53:05

2016-11-10 02:58:42
2016-11-1003:00:16
2016-11-1003:00:24
2016-11-1003:04:26
2016-11-10 02:48:50
2016-11-10 02
2016-11-10 02
2016-11-10 02:49:03

Event Filter Search

The user also has an option to search for events based on different criteria. Like search
based on Event Filters / search based on different date ranges etc. In order to perform this

activity, the user has to click on lens icon

the screen.

which is available at the top left corner of
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Q =

= Filter

Event Query Filter v
Date & Time From month v day - year - hour - minute
Date & Time To month - day - year - hour - minute

As shown in the screenshot above, event search criteria pop-up opens up. The user can
search events based on the following:

e Event Query Filter: Search events based on event filters. Event Filter is nothing
but events of interest

e Date & Time From, Date & Time to: Search events between two dates. Enter
the desired date and time range and click the lens icon

RAVIRA @ @ o]0 @ v
# Dashboard . Sites Groups
Event Details : All =
BS View —
Device a Description Event Information Client Time | a
£& Manage
WIN-L6QSJBAHHOA Client Start-up 04/11/2017 125415 Al
- Insights )
WIN-LGOSJBAHHOA Client Start-up 04/11/201711:33:36 A .
WasifNHAviraSolutions 3
53 Admin WIN-LEQSJBAHHOA Client Start-up 04/11/2017 124557
WIN-LGQSJBAHHOA Client Start-up 04/11/2017 13:0719
WIN-LGQSJBAHHOA Client Start-up 04/11/2017 13:15:46
WIN-L6QSJBAHHOA Client Start-up 04/11/2017 14:38:59
WIN-LGOSJBAHHOA Client Start-up 04/11/2017 14:48:01
WIN-L6QSJBAHHOA Client Start-up 04/11/2017 145455
WIN-LGOSJBAHHOA Client Start-up 04/11/2017 15:01:06
WIN-LGOSJBAHHOA Client Start-up 04/11/2017 15:07:23
WIN-LGQSJBAHHOA Client Start-up 04/11/2017 15:10:06
WIN-LGQSJBAHHOA Client Start-up 04/11/2017 15:12:43
show entries Previous 1 Next 1-22 of 22 entries (filtered from 570 total
entries)
@ Help
Language : ©2016
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I. Assets provide software and hardware related information of a particular machine

2. End user can study the asset details and use the data for Efficient Asset Auditing, IT
inventory management, etc. for the machines

3. All the Asset details get captured for every machine that starts reporting to the
dashboard

4. Having all the asset details captured helps the user to logically group the machines on the
basis of any asset data in an organized and comprehensive way

5. The changes introduced across the assets can be managed through logging them and
generating reports which can be scheduled either to be mailed to the relevant person or it
can be published on the information portal on the server

User can view asset information by two ways:

|. User would need to click on the breadcrumb link and then click on Asset Information as
shown below:

=

== Event Information

[ Assetinformatio
| @ Deploymen

G Manag stomers
SETTEEEEE

2. User can go to insights>Asset information
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(R AVIRA Qe

# Dashboard
Devices Info : All

S View
<{ Basic Info System Info Software Info Patch Info Resource View >
L3 Manage
-~/ Insights Machine a User Name Chassis Type Manufacturer Operating System
Incident Trend HFND100067 priyanka Desktop LENOVO Windows 7 Professional, 64-bit
HFND100139 wasif Desktop Hewlett-Packard Windows 7 Professional, 64-bit
Compliance Trend
WIN-LGQSJBAHHOA srilaxmi Other No Enclosure Windows 7 Home Basic Edition, 32-bit
Resolutions
WINE132-VM admin Other Xen ‘Windows 8.1 Enterprise Edition, 32-bit
Capacity Report
Managed Report
Asset Information
Mobility Insight
3 Admin
Show entries Previous 1 Hext 1-4.0f 4 entries
@ Help

£ nanoheal’
olo|e e

Sites Groups

| &
N

WasifNHAviraSolutions

>

>

Language - (TGS 02016

The following information is displayed:

e Basic information of the machines

e System information of the machine

e Software Information of the machines
e Patch Information of the machines

e Resource view of the machines

e Network Information of the machines

The Asset Information page has 5 Tabs:

|. Basic Info

The module opens up with the “Basic Info” screen. As shown below, the grid data has

following information:

e Machine: Machine name for which data is being shown
e User Name: Username of that machine

e Chassis Type: Chassis Type of the machine

e Manufacturer: Name of the manufacturer

e Operating System: Operating System of machine

Dashboard User Guide —April 2017
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RAVIRA Q= ‘ o ‘ o ‘ Q@

# Dashboard . Sites Groups
Devices Info : All =
55 View 0\7
4 Basic Info System Info Software Info Patch Info Resource View > | ‘
£ Manage
Al >
-~/ Insights Machine a User Name Chassis Type Manufacturer Operating System
‘WasifNHAviraSolutions >
Incident Trend HFND100067 priyanka Desktop LENOVO Windows 7 Professional, 64-bit
HFND100139 wasif Desktop Hewlett-Packard ‘Windows 7 Professional, G4-bit
Compliance Trend
WIN-LGQSJBAHHOA srilaxmi Other No Enclosure Windows 7 Home Basic Edition, 32-bit
Resolutions B
WINE132-VM admin Other Xen ‘Windows 8.1 Enterprise Edition, 32-bit
Capacity Report
Managed Report
Asset Information
Mobility Insight
3 Admin
Show entries Previous 1 Hext 1-4.0f 4 entries
@ Help

Language - (TGS

2. System Info
The System Information tab will show details about system:

RAVIRA @ © o]0 @ v

# Dashboard Sites Groups
Devices Info : All =
55 View a
< System Info Software Info Patch Info Resource View Network Info > |
£ Manage
Al
A Insights Operating System Chassis Manufacturer
5 e WasifNHAviraSolutions 3
Incident Trend
Compliance Trend 2 1
solutions 1
Resolutions I 05
Capacity Report o
Windows 7 Professional,  Windows 8.1 Enterprise  Windows 7 Home Basic 0
B4-bit Edition, 22-bit Edition, 32-bit LENOVO Xen No Enclosure  Hewlett-Fackard
Managed Report
Asset Information N
Chassis Type Processor
Mohility Insight 3 15
3 Admin . 1
0.5
B
0
Intel(f) Core(TM) ot Specified  Intel(R) Core(TM)  Intel(R) Core(TM)
@ Help o i5-34705 CPU & i5-4440CPU®  i5-45905 CPU &
Language : 2016

3. Software Info
The Software Information tab will show the list of software installed:

71
Dashboard User Guide —April 2017



Deviees Infe - Wasd_Demz_Salutions

. E g 1
T cawd ek %l
Fimy awwd Vlcare

R wrmd TeaTTe e
et wwred Tl Ty 1T A
Fraey ] WHHREED
T drml Tubr M1 2113
FiLESH arm Jwvad Ul 012
et ded wond Ligdiabs *03 0
R duwel vk et B il
T cawl TS R e
Fimy awwd ek e 08
HEH] wrmd v
e awed B
EVaE el AT W
TER red Mime P
PR rrsd R i U

e 103 1 0% F 6

4. Patch Info
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The Patch Information tab will show the list of Microsoft Patches installed:

‘D‘O‘QWaslf-

K AVIRA Qe
# Dashboard
Devices Info : HFND100067
55 View
14 System Info Software Info Patch Info
£ Manage
v Insights Machine a User Name Patch Name
Incident Trend HFND100067 priyanka Update For Microsoft Windows
HFND100067 priyanka Update For Microsoft windows
Compliance Trend
HFND100067 priyanka Update For Microsoft Windows
Resolutions B
HFND100067 priyanka Update For Microsoft Windows
Capacity Report HFND100067 priyanka Update For Microsoft Windows
Managed Report HFND100067 priyanka Hotfix For Microsoft Windows
[ —— HFND100067 priyanka Hotfix For Microsoft Windows
HFND100067 priyanka Update For Microsoft Windows
Mohility Insight
HFND100067 priyanka Update For Microsoft windows
B3 Admin HFND1000G7 privanka Undate For Microsoft Windows
Show entries Previous 1 2 3 Next
@ Help

Resource View

Installed On

/220017

1/2/20017

1/2/20017

1/2/2017

1/2/20017

12/29/2016

1/2/20017

11920017

1/2/20017

1/2/2017.

Sites Groups

[a

Network Info >

Al

KB Id

WasifNHAvraSolutions  ~
KB2764913

E§ HFND100067
KB2764916

® HFNDI00139
KB2718605

ER WIN-LGOSJBAHHOA
KB2670838

M wins132-vm
KB2533623
KB2534111
KB2639308
KB2685811
KB2729094
KB2731771

1-25 of 58 entries

B Engiish v

5. Resource View

The Resource View tab will list all the machine Drives along with Total Size (GB), Used

Space (GB) and Free Space (GB) as shown below:
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‘L‘_A‘O‘ow-ﬁuf

# Dashboard

S View

L3 Manage

-~/ Insights
Incident Trend
Compliance Trend
Resolutions
Capacity Report
Managed Report
Asset Information

Mobility Insight

3 Admin
@ Help
i

Devices Info : WasifNHAviraSolutions

<{ System Info

Machine a
HFND100067
HFND100067
HFND100067
HFND100139
HFND100139
HFND100139
WIN-L6QSJBAHHOA
WIN-L6QSJBAHHOA
WIN-LEQSJBAHHOA

WINE132-VM
Show

Software Info

Drive

-

269

NA

172

NA

31

NA

24

Patch Info

Size(GB)

Previous 1 Next

Resource View

Used Space(GB)
120
145
NA

126

Network Info >

Free Space(GB)
7%

124

0

46

172

Sites Groups

[ a

Al
WasifNHAviraSolutions
®l HFND100067
o HFND100139

ZR WIN-LGOSJBAHHOA

o wins132-vm

1-11 of 11 entries

6. Network Info

The Network Info tab will listall network related information of the machine:

L AVIRA a

[<p)

‘D‘O‘owasif

v

# Dashboard

BS View

£ Manage

A7 Insights
Incident Trend
Compliance Trend
Resolutions
Capacity Report
Managed Report
Asset Information

Mobility Insight

Z3 Admin
@ Hep
Language

Devices Info : WasifNHAviraSolutions

£ System Info

Machine a
HFND100067
HFND100067
HFND100139
HFND100139
HFND100139
WIN-LGQSJBAHHOA

WINE132-VM

Show

Software Info

User Name
priyanka
priyanka
wasif
wasif
wasif
srilaxmi

admin

Patch Info

Domain

pdc.hfn.com

NA

pdc.hfn.com

NA

NA

NA

NA

Previous 1 Next

Resource View

IP Address
192.16856.1
192.168.5.161
169.254.8.62
169.254 241169
192.168.4.143
169.254.74.227

192.168.1.75

Network Info >

Mac Address

08:00-27-:00:F8:6D

D4:3DTEALET-A9

00:50:56:C0:00:08

00:50:56:C0-00:01

8C.DC:D4:3F3FBI

00:0C-29:B3:BFE9

TEG2:2FD1.BF44

Sites Groups

Al
WasifNHAviraSolutions
® HFND100067

® HFND100139

58 WIN-L6QSJBAHHOA

M WiNg13z-VM

1-7of Tentries
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Export

The “Export List” option available under the menu at the top right which can export the
screen data on to an xls file.

Asset Analytics Report

The Asset Analytics Report provides an analysis of the asset components. This option is
available on the Asset Information page menu as ‘Information Portal’ as shown below.

Export List

Information Portal

In order to navigate to the Asset Analytics Report pop up, the user needs to click on
breadcrumb link and then click on asset information. Then click on menu icon and click on
“Information Portal” link as shown above.

Once Information portal link is clicked, the Asset Analytics Report pop up will be shown as

below.
= Asset Analytics Report
Search:

O queryname E ¥ STATUS ¥ TIME ¥ FILE DOWNLOAD
D All 06/30/2016 05:35:06

D Installed Programs with Versions All Completed 06/29/2016 02:06:43 +
D Installed Microsoft Patches All Completed 06/29/2016 12:37:58 +
D Chassis All Completed 06/29/2016 12:35:36 +
D BASIC_INFO HFN_1stF_Test Completed 06/24/2016 12:35:02 hd
D RAM less than or equal to Four GB HFN_1stF_Test Completed 06/13/2016 08:15:02 hd
D Installed Programs HFN_1stF_Test Completed 06/13/2016 07:30:01 hd
D Test Operating System HFN_1stF_Test Completed 06/10/2016 07:15:01 hd
D Test Processor HFN_1stF_Test Completed 06/10/2016 02:15:02 hd
D Desktop or Laptops HFN_1stF_Test Completed 06/10/2016 02:05:01 +

- z < < u 2 3 > >
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Asset Query Execution
In order to generate an Asset Analytics Report, the user needs to execute Asset Queries.

This can be done by clicking on Search icon Q >>Asset Radio button>> asset query from
drop down >>search icon. These steps would post the report to the information portal.

Q =

= Filter
select Asset Query
MAC 0S5 -
Microsoft Office

Operating System

As shown in the screenshot above, there are inbuilt asset queries which when executed will
provide output based on the purpose it serves.

Q

= Filter

Microsoft Office

After the user clicks on the search icon on right side as shown in the screenshot above —
the report will be posted on to the information portal and an alert will be displayed.

A Assets

Report will be published on information portal shortly
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The user can now click on ‘Information Portal’ from right menu as shown in the screenshot
below to get to the report

Export List

Information Portal

= Asset Analytics Report
Search:
D QUERY NAME ¥ SCOPE ¥ STATUS ¥ TIME ¥ FILE DOWNLOAD
C] All 06/30/2016 05:35:06
C] Installed Programs with Versions All Completed 06/29/2016 02:06:43 ¥
C] Installed Microsoft Patches All Completed 06/29/2016 12:37:58 ¥
D Chassis All Completed 06/29/2016 12:35:36 hd
D BASIC_INFO HFN_1stF_Test Completed 06/24/201612:35:02 hd
D RAM less than or equal to Four GB HFN_1stF_Test Completed 06/13/2016 08:15:02 hd
D Installed Programs HFN_1stF_Test Completed 06/13/2016 07:30:01 ¥
D Test Operating System HFN_1stF_Test Completed 06/10/2016 07:15:01 ¥
D Test Processor HFN_1stF_Test Completed 06/10/2016 02:15:02 ¥
D Desktop or Laptops HFN_1stF_Test Completed 06/10/2016 02:05:01 ¥
Showing 1 to 10 of 23 entries “ . - 5 3 N "

Asset Report Download

Once query is completed, it is shown as “Process Completed” with a download button to
download the query output on to an xls file.
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= Asset Analytics Report

QUERY NAME
Installed Programs with Versions
Installed Microsoft Patches
Chassis

BASIC_INFO

RAM less than or equal to Four GB
Installed Programs

Test Operating System

Test Processor

0O00O0O0O0OO0OO0ODO0OO0OO

Desktop or Laptops

¥ SCOPE

All

All

All

All

HFN_1stF_Test

HFN_1stF_Test

HFN_1stF_Test

HFN_1stF_Test

HFN_1stF_Test

HFN_1stF_Test

STATUS ¥
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Completed

Search:

TIME

06/30/2016 05:37:15

06/29/2016 02:06:43

06/29/2016 12:37:58

06/29/2016 12:35:36

06/24/2016 12:35:02

06/13/2016 08:15:02

06/13/2016 07:30:01

06/10/2016 07:15:01

06/10/2016 02:15:02

06/10/2016 02:05:01

N B

¥ FILE DOWNLOAD

[+]

¢« (& |« |[@ | |« |« |«

|4

Asset Analytics Delete

The option to delete is available on the right menu icon as shown in screenshot below.

| Delete

Refresh

Asset Analytics Refresh

We can also refresh the Asset Analytics Report window by clicking on Refresh link available

under left menu as shown in the screenshot below.

Delete

Refresh
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£ nanoheal’

Deployment is used to install the Nanoheal and AVIRA Clients on multiple systems at once.

Please refer to the section — NH Pre-Requisites to understand the needs and ensure

readiness towards deployment.

Please do note that Nanoheal Client Network Deployment will not work on sub-nets that
do not have all the devices under the same domain. Nanoheal Client Network Deployment

works only if the machines are in a domain.

To perform Deployment, navigate to the bread crumb icon at the top left corner of the

page and click on Deployment, as shown below.

=

s i
=@ EventInformation

B Asset Information

|_ﬂ Deployment

Deployment looks similar to the image shown below:

RAVIRA @ © o]0 @ v
&4 Dashboard Sites Groups
Deployment : WasifNHAviraSolutions =
S View -

Enter Subnet IP here 0 - | Q ‘
£ Manage (+ -

Subnetmask is not available Al >

A Insights - i

Subnet IP (Last Scan)

o WasifNHAviraSolutions >
23 Admin No subnet added

Show entries. Showing 0 to 0 of 0 entries

(D Help
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Steps

I. Enter the Subnet IP in the space provided, and click on icon..

2. Select the IP from the left pane and a corresponding machine from the right, and click on
Scan. Please note that the machine must be ‘Online’ for scanning. Once the scan is
initiated the dashboard screen would look similar to the one shown below:

3. Refresh the page to get the status of the scan.

4. Once the scan is completed, select the IP from the left hand side and the corresponding
data is populated on to the right. Table on the right shows information related to the
selected Subnet IP. The table has following details :

MAC Address

IP Address

Host

Client installation status
Client Version.

©caon o
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5. Before deploying, set impersonation credential by navigating to the menu icon on the
top right corner and by selecting impersonation settings. A sample is shown below:

=]

6. Enter appropriate values in the required fields. The values asked for, are:
a. Impersonation user name
b. Password
c. Domain on which deployment is set to happen

mpersonation Details

7. Submit the impersonation data and proceed with deployment to install the clienton all
the machines that are reachable.
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Note: If impersonation has not been set and if a user tries to deploy the client on to the
machines they will receive an alert stating the same. An example is shown below:

Deployment  HFND100067

| DosFEsIRION 192 168 5 21 HENDYC0!
7] cowesneEat ]
A Alert

192 PER 5 XRX AT/ MNT 1056 030027 THFRES

Impersonation detail not
set Please set

|

(] O&07EMEIN |

NITEECMTA | impersonation details to
1
|

proceed further

OETES 261N n
[ mescasicas  (RYEREING D0

on{B v eams

SCICDAFFN

ooonc

Deployment

I. Select the check box corresponding to the machines that have the column named

“Client” set to a ‘NO’ & Client Version set to ‘0’.

3¢ A
@I .
& 0 D
‘ =N
4 D 4
¥4
¢ =
) N
‘ i

Yes

£ nanoheal’

2. Click on the Deploy button to deploy the client on to the selected machines. It will
review the impersonation credential provided as shown below:
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Impersonation Details

ation User

nanoheal

pdc hin.com

Information

£ nanoheal

The status under the “client” column should change to “deploying” at this stage as

shown below:

Dashboard User Guide —April 2017

82



£ nanoheal’

3. Once the clienthas been successfully deployed, the status will change from
‘deploying’ to ‘Deployed’. Please note - the page must be refreshed for this change to

reflect onto the table.

“ Distnie

4. Once the installation is completed successfully, scan the subnet again to see that the
clienthas been successfully installed, and to see the corresponding client version

updated on the table.

Dashboard User Guide —April 2017

A >
We v
8 D100

¢ L
" =
=] LB

e

a2 % e

3

83



Deployment Audit

£ nanoheal’

Customer can also view and export Deployment Audit data by following below steps:

@nancheal

T | ©

()
=9

f Deshboard

Deployment :NH8jun
28 View

£x Manage

A Insights

192168 4 XXX (06/08/2017 01:38 PM)

() Help

MAC Addr

00:04F24CFFDZ

00:04F;

00:0B:82:5D:FD4A
00:0B:82:5D:FD:4D

00:0B:82:6AF4 0B

00:17:6110:93:CC

00:17.61.8C.67.37

0C:0C.OBSGE.

1078:.02:56:1D:74

ples

) 5093 E45A

Oooooooooooooob

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

YES

NO

NO

YES

§ nese Al >
AviraSalesNH >
AviraSaleshHTes: >
0
customer >
0
5 GatewayNHTesi2 >
0 vayNHTest >
0 Nanoheal_Training >
° >
0
NHgjune >

w2CuspvirdTest 3

Click on Deployment audit will take to following page:

nancheal

# Dashboard

eplo
25 View
£t Manage
- Insights
¢ Subned
192168 4 XXX (06/08/2017 01:38 PM)
@ Help

Site & Machine

NH8June2017 HFND100050

HFND100050

MHg|une2017
MHgJune:

MHgJune:

HFND100050

HFND100!
NHgJune2017 HFND100050
NH8June2017 HFND100050

NH8June2017 HFND100050

HFND100050

NH8June2017

MHgJune:

NH8June2017

Time

Thu Jun 08 2017 02

Thu Jun 08 2017 02

Thu Jun 08 2017 02

Thu Jun 08 2017

Thu Jun 08 2017

Thu Jun 08 2017 02:

Thu Jun 08 2017 02:

Thu Jun 08 2017 02:

Thu Jun 08 2017 02:

Thu Jun 08 2017 02

Thu Jun 08 2017 03

Thu Jun 08 2017 03

Thu Jun 08 2017

Thu Jun 08 2017

ayNHTest2 >
GatewayNHTest >
Nanoheal_Training >
NHgJune2017 >
NHgJune >

Click on details will show the information of deployment on that particular machine:
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Deployment Audit Details

Text2

Customer can also export the audit data by going to menu icon and clicking on export:

) P SN weer
& nanoheal S BUY Now! | 63| (o) v~
#t Deshboard Snes G
Deployment :NH8june2017
28 View
s . Site & Machine Time Q
£x Manage O
- NHBJune2017 HFND100050 Thu Jun 08 2017 02.. B o
A Insights _ I - ~
Subnet IP (Last Scan) NH8june2017 HFND100050 Thu Jun 08 2017 02: 3 Fack .
Sac AviraSaleshH >
192168 4 XXX (06/08/2017 01:38 PM) NH8June2017 HFND1000S0 Thu Jun 08 2017 02: 2
AviraSalesNHTestCustomer 3
NHgJune2017 HFND100050 Thu Jun 08 2017 02 5
cusomer >
NHgJune2017 HFND100050 Thu Jun 08 201 7
NHEJune2017 HFND100050 Thu Jun 08 201 6 GateuayhinTesi2 >
NHgJune2017 HFNDI0005C Thu Jun 08 20T 5 GateweyNHTest >
NHgJune2017 HFND100050 Thu Jun 08 2017 02 7 Nanoheal_Training >
NHBJune2017 HFND100050 Thu Jun 08 2017 02 2 [ N
NHBJune2017 HFND100050 Thu Jun 08 2017 02 9
NHgjune >
NHgjune2017 HFND100050 Thu Jun 08 2017 03.. 1
WasiiNew2Cus2AviraTest 3
NHgJune2017 HFND100050 Thu Jun 08 2017 03; 3
NHgJune2017 HFND100050 Thu Jun 08 2017 03 2
NHgJune2017 HFND100050 Thu Jun 08 2017 03 5
@ Help

Data will get downloaded in .xIs file as shown below:

A B = D E F G
1 IHost !Site Mac Address IP Address Client Available Client Version Last Scan
2 192.168.4.54 NH8june2017__20170001638 00:0B:82:72:A0:AE 192.168.4.54 NO 0 06/08/2017 12:57 PM
3 HFND100067 NH8june2017_ 20170001638 D4:3D:7E:ALEL:AS 192.168.4.131 Deployed 0 06/08/2017 12:57 PM
4 HFND100081 NH8june2017__20170001638 64:51:00:47:2E:2C 192.168.4.155 YES 2.004.032.2823.08 06/08/2017 12:57 PM
5 HFND100050.pdc.hfn.c NH8june2017_ 20170001638 78:45:C4:24:1E:D2 192.168.4.134 YES 2.004.032.2824.08 06/08/2017 12:57 PM
6 HFND100139 NH8june2017__ 20170001638 8C:DC:D4:3F:3F:BY 192.168.4.143 YES 2.004.032.2823.08 06/08/2017 12:57 PM

Manage Customers
Please follow the following steps to manage a customer:
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Navigate to the “Manage customer” from the quick links on the top left corner.

D

- L
=. Event Information

M Assetinformation

@ Deployment

e Manage Customers

The user can manage existing customers; add new OTCs and customers from here.

RAVIRA Q= o|o| @ w-
# Dashboard .
Account Details Order Details =
55 View
10 OTC Code Email Dest Licenses
a Manage Total Licenses
M2LLL-LLLQZ-JKGEH-STQ6J-YOBJV Avira Antivirus for Endpoint 10
Servic 4
Services
Unused Licenses buy more MN888-8884N-CYL2W-JZQHP-5HFG7  wasif@nanoheal. com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshocting Renew in 30 days m
Users
Groups Customer Details = Device Name a Avira Installed On NH Instal
- . N o HFND100139 Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Tuesday, April 04, 2017 06:51:19
A2 Insights Customer Name a Total/Installed
. WIN-LG6QSJBAHHOA Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Thursday, April 06, 2017 02:56:53
I:' . WasifNHAviraSolutions  16/3
20 Admin
- WINS132-VM Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Wednesday, April 05, 2017 12:06:26
@ Help

Language : [EEIEIR] 2016

Refresh OTC

If there is any change in license data of any OTC, those changes will be reflected on server by doing
refresh OTC. Select the OTC and click on refresh OTC under order details menu iconsssssssssss. It

will refresh the data of that particular OTC.
Customer can refresh OTC as shown below:
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&nancheal o | o | B

4 Dashbeard

Account Details Order Details —_
= \iew
L 0 N
oTCCace a Emai Company Name Descripton
@ Menoge Total Licenses
ORBEE-66642-HTEM2- nawnsatkumar@nanoh... Nawnzet Avira Artiirus for Endp.
0
Services
Unused Licenses buy more
My Account
[}
Users
h Customer Details = DevceMame & Avra Installed On Avira Valid Til NH Installed On NH Valid Tl Avira/NH Status
Groups
Customer Name & Totalinstalled HENDIODOEO Sunday, Novambar 5, 2 Thurscay, Juna 08, 201 Tuasday, Saprembar 05 nstalled/inactive
A Insights
e — p— HENLIDDOS9 uasday, Saptambar 5 hursay, Juna 08, 201 uasday, Seprambar 05 nstalled/Actve
@ Help

Click on Refresh OTC will give the following alert msg box with the details of data which has been
changed:

nformation

License Count is updated frem 10 to 50 and Contract end date is

updated to Sunday, November 05, 2017 12:00:00

Click on OK will refresh the page and customer can see the updated data on dashboard as shown
below:
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@@nanoheal | s} |

# Deshboard

unt Details Order Details

s View

oTC s Email Ci

| = |

OR666-65647.HTE]

nawneetkumar@nanoh..  MNawneet

\ntivirus for Endp.

[}
Unused Lizenzes
My Account
0
S v 1130 co =3
Users
~ ’ = D Name a  Avira Installed On Avirs Avira/NH Status
Groups
Tt HFNDIB00B0 Sunday. Novemby Thursday. June 08. 201 nstalled/nactive
- Insights
NHWIThouGW HFNLIO0059 Tuesday. September 5. Thursdsy. June 08. 201 nctalled/Active
® Help

A click on the hamburger menu next to “Customer details” would show the following
options.

Add customer

Add OTC

Update OTC

Add Avira Subscription
Edit Customer
Customer Details
Export Avira Details
Disable Customer

Revoke & Remove
RAVIRA 2 @ CIEE: 58

S e o p o

# Dashhoard
Account Details Order Details =
5 View
1o Code & ny Name tion
£ Manage Total Licenses
MZLLL-LL102-JKG6H-STORJ-YOBJV  nawnestkumar@nancheslcom  Avf_ 10 Avira Antivirus for Endpoint 10
Services 4
Services et T e e WasMHAYSslutions_ 637 s Antvirus for Encpaine 0
My Account
0
Renein 30 days m
Users
e Customer Details = o Avira Installed Valid Ti HH Insiat NHValid T hvira
R T — hdd Customar Tuesday, March 21,2017 00:00.00  Wednesday, April 19,2017 00:00.00  Tuesday, April 04,2017 06:51:19 Wednesday, April 19, 2017120000 Instaled/Inactive
v Insights o —
e . fadore Tuesday, March 21, 20170 Wednesday, Apiil 19,2017 00.00.00  Thuraday, April 06, 2 53 Wednesday, April 19, 2017 12.00:00 Installed/Active
esthvira 0
[z3 Admin Upaste0TE Tugsday. March 21,2017 0 Wiednesday Apiil 192017000000 Wednesday, April05. 2017120626 Wednesday, April 19,2017 120000 Installed/Active
WasifNHAviraSalutions 03
Agd avirs Subscription
Edit Customer
Revoke & Remave
Customer Details
Export Avira Details
Disable Customer
Show [25_¥ | enwies Previous Next 1-307 3 emries.
@ Help
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Add OTC

Please follow the following steps to add a new OTC.

NOTE: This would always be the first step towards adding new licenses.

i.e.

e Users must add new OTC/s before adding a New Customer

e Users must add new OTC/s before adding new Avira Subscriptions to existing
customers

The user would need to navigate to the top right corner of the dashboard > click on
the user name > Click on “My Account”.

OR select “Manage Customers” from the Quick Link at the top left

RAVIRA o|o|@

# Dashboard # Edit My Profile
53 View Summar Sites Managed Devices Managed Users Enrolled @© Configure Logo
WasifNHAviras 4 3
5) LogOut
/7 Insights Devices Managed Compliance Trend View Notification |
WasifNHAviraSolutions >
3 Admin
03 4Totwl
Window m— 4 Security Resources Maintenance
Mac )
Android 0 Last Hour
Linux ]
Others 0
Last 24 Hour
Resolutions
| See all compliance metrices
Total 186 Total
4
Proactive NS 12 ] |
Predictive 0 z | |
@ Help EE‘HF‘IP E DMJ'EE Mar23 Mar30 Mar31 AprO1  Apr02 Apr03  AprO4 .‘.p!ns Apr 06 .:p!n.' Apr 08 Ap!DQ Aprio -‘-va'H
. “« PRl . “« ”
Click on the hamburger menu next to “Customer details” and click on “Add OTC”.
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R AVIRA Qe

(olo|@ =

# Dashboard . .
Account Details Order Details =
55 View
10 OTC Code a Email Company Name Description Licenses
0 Manage Total Licenses
M2ZLLL-LLLQ2-JKGEH-STAGJ-YABJV - - Avira Antivirus for Endpoint 10
Services 4 - 5 = A
Unused Licenses m MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal.com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshooting Renew in 30 days m
Users
- Customer Details = DeviceName a Avira Installed On Avira Valid Till NH Installed On
. Add Customer Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Tuesday, April 04, 2017 06:51:19
A Insights Customer Name & TotalfInstalled
Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Thursday, April 06, 2017 02:55:53
il WasifNHAviraSelutions  16/3
X min
:6 Update OTC Tuesday, March 21,2017 00:00-00 Wednesday, April 19, 2017 00:00:00 Wednesday, April 05, 2017 12:06:26
Add Avira Subscription
Edit Customer
Customer Details
Export Avira Details
Disable Customer
@ Help

Language - [T ©2016

Enter the following details in the popup box.
e OTC code
e Email
e Company name

B T

Add Avira OTC

Click on “Add” to add the OTC code.
Add Avira OTC
O - O - - W
mmTRleEdomain com

CATGATY namE

OTE Code added successfully

Add a Customer
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Please follow the following steps to add a new customer/site.

Navigate to the top right corner of the dashboard and click on the user name, and
Click on “My Account”.

R AVIRA ‘@ 0@
fr

hboard 3

/ Edit My Profile
55 View Summary Sites Managed Devices Managed Users Enralled @ Configure Logo
WasifNHAviras. 4 3
£& Manage
5] LogOut
# Insights Devices Managed View
WasiiNHAviraSoltions >

Y Admin

03 4 Total

Window ——

Mac ]
Android 0 Last Hour o 0
Linux 0
Others 0 ) .
Last 24 Hour
- - N N

Resolutions
| See all compliance metrices
Total 136 Total
Proactive I 130 I |
Predictive 0 - | |
Self-Hel 0 ‘ | | I |
@ Help ° "

0
Mar28 Mar2 Mar30 Mar31 AprO1 Apr02Z Apr03 Apr04 Apr0S Apr06 AprO7 Apr0OB  Apr09 Apri0  Aprll

Language - [ETEE) 92016

Click on the hamburger menu next to “Customer details” and click on “Add Customer”.

RAVIRA Q@ @ ‘ o ‘ o ‘ Q@ -

#& Dashboard

Account Details Order Details =
Y View
10 - Email
€& Manage Total Licenses
M2LLL-LLLQZ-JKGEH-STA6J-YOBJY - - Avira Antivirus for Endpoint 10
5 4
Services
Unused Licenses MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshocting Renew in 30 days m
Users
Groups Customer Details = evice Name a Avira Installed On Avira Valid Till NH Instal On
- . " N [ Add Customer Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Tuesday, April 04, 2017 06:51:19
~ Insights Customer Name a Total/Installed

WasifNHAviraSolut - Add OTC Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 Thursday, April 06, 2017 02:55:53
asifNHAviraSolutions
3 Admin Update OTC

Add Avira Subscription

Tuesday, March 21, 2017 00:00:00 Wednesday, April 19, 2017 00:00:00 ‘Wednesday, April 05, 2017 12:06:26

Edit Customer
Customer Details
Export Avira Details

Disable Customer
® Help
Language : [EXFIFINIES ©2016

Enter the following details in the popup box.

e Site/Customer name
e OTC
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e Number of License

Create Customer

Customer{Site) Mame

GatewayNHTest2
®

@

Avira OTC

Awira Antivirus for Endpoint (7N999-9993N-288Q6-BURCK-37447) -

Total ;10 Used:0 Pending:10 Contract End Date : 2017-08-31

Me of License

10

I. Choose an OTC from the dropdown
i) Enter the site name and select OTC from drop down list. Depending on the
OTC chosen, the user will get to see the

(1) Total number of licenses
(2) Used licenses

(3) Number of pending licenses
(4) Contract End date

(5) Gateway Module

i) Click on submit to continue.

As shown below:

92
Dashboard User Guide —April 2017



£ nanoheal

.
Create Customer

Customer(Site) Name

GatewayNHTest2
@®! am an Admin and | will manage my OR my customer's devices.
@ | am seting this up for a custome o would manage their devices
Avira QTC
Awira Antivirus for Endpoint (7N999-9993N-288Q6-BURCK-37447) -

Total ;10 Used:0 Pending:10 Contract End Date : 2017-08-31

reway modaule.

=1}

nt 1o

4]
[+1]
+

able g:

Me of License

10
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Configure Installation Modules
All
Avira Real-Time Protection

wira Mail Protection

T=

-

Avira Web Protection
Awvira Rootkits Protection

Avira ProActiv component

ARQROO0OR0

Windows Firewall management component

Do you want to uninstall old versions of Avira

[OREES
@ No.
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Gateway Information

Gateway Host Name HFMD100010
Gateway |P Address 1921685226
Gateway Port 3128
Gateway Domain pdc.hfn.com
Gateway Username tesd

Gateway Password

(e Lo Lo

iii) Click on “here” to download the client.

Infarmation
|
Lample Shensme has baen succapsiuly crasbed

Cheh HaraTa Dowalaed Chanl

m

If the user selects the second checkbox l.e. customer, then download link and password
reset link will be shared on mail given during the customer creation.

Update OTC
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This feature helps users to change the attached OTC for any customer at any time. Please
follow the following steps to change OTC:

Navigate to my account page as shown below:

RAVIRA (o] o] @ w-

A& Dashboard # Edit My Profile

Sites Managed Devices Managed Users Enralled @ Configure Logo

Y View Summary
WasifNHAviraS 4 3
My Account
& Meanage
5] Log Out
A Insights Devices Managed Compliance Trend View Notification |
WasifNHAviraSolutions >

3 Admin

0s 4 Total

Window — Availability Security Rest Maintenance Events
Mac 0
Android 0 Last Hour 0 0 0
- ~ . N
Linux 0
Others 0 . ) .
Last 24 Hour
- ~ R N

Resolutions

| See all compliance metrices

Total 13G Total

4
Proactive I 100 l |
Predictive o z | |
Seif-Help 0 | | | |

0
© Help Mar28 Mar29 Mar30 Mar31 AprO1  Apr0Z Apr03 Apr04 AprO5 Apr06 AprO7 AprO8  Apr09  Apri0  Aprll

Language - [EFTRIES ©2016

Click on the hamburger menu next to “Customer details” and click on “Update OTC”

(R.AVIRA a e
# Dashboard

Account Details Order Details
5 View o
) TC Code & Ema Company Name Descriptior censes
0 L’an?gr Total Licenses.
M2LLL-LLLO2-JKOSH-STOBJ-YOBIV  nawneetiumar@nanchealcom  AvKfn Avira Antisius for Endpoin 10
Services 4
services e ieensen m MNEB8-B35IN-CYLZW-JZGHP-SHFET  wasr{@nanahealcom WasifNHAVSolutions._ 697 Avira Antisius for Endpain 0
My Account
0
Troubleshooting Renewin 30 days m
Users.
N Customer Details = - a/NH Status
Groups
— Add Customar 0000 sy April19,20170000:00  Thursday, Apri 06, 2017 02:5553 Wecnessay, 1120000 Inslediacive
~ Insights e
- - TODO000  Wednesday April19,2017000000  Wednesday Aprl0S, 2017120626 Wednesday, Aprl19, 2017120000 InstslediActive
- 0
03 Admin
WasifhH AviaSolutions n

Expart A

Disable Customer

1-20f 2 entries

Shaw [Z5_¥ ] entries Previous 1 Next

© Help

Select the new OTC which needs to be attached to that particular customer:
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Update Avira OTC

ore
MNG88-8884N-CYL2ZW- JZQHP-SHF6T

Newate

Select OTC

NOTE: User needs to add the OTC first by using “Add OTC” option so that the particular
OTC comes in the dropdown list of “Update OTC” option. Update OTC changes will be
applied/reflected only after client restart.

Add Avira Subscription

Users would need to Add Avira Subscription to assign OTCs to an existing customer/site
This can be achieved by:

I.  Highlighting the Customer/Site Name under the “Customer Details” section

[l.  Selecting “Add Avira Subscription” from the hamburger menu

RAVIRA  Q © (o] 6| @ w
# Dashboard . .
Account Details Order Details =
55 View
10 OTC Code a Email Company Name Description Licenses
0 Manage Total Licenses
M2LLL-LLLQ2-JKGEH-STA6J-YOBJV - - Avira Antivirus for Endpoint 10
Services 0
Unused Licenses m MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshocting Renew in 30 days m
Users
Broups Customer DEta‘IS = DeviceName a Avira Installed On Avira Valid Till NH Installed On NH Valid Till Avira/NH Status
~ Insights Customer Name a Total/installed 0 Customer No data available in table
Add OTC
TestAvira 4/0
3 Admin Update OTC
WasifNHAviraSelutions ~ 16/3 y
Add Avira Subscription
Edit Customer
Customer Details
Export Avira Details
Disable Customer
@ Help

Language : TN ©2016
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And filling the form below:

Add Subscription

Customer(Site) Name:

TestAvira

Avira OTC

Please select OTC

Total:0 Used:0 Pending:0 Contract End Date : DD/MM/YYYY

No of License

Edit Customer

Please follow the following steps to edit a customer:

Navigate to the “Manage customer” from the quick links on the top left corner.

c2

- -
B3 Event Information

m Asset Information

@ Deployment

I e Manage Customers |

You will see a page similar to the one shown below. Click on the hamburger menu next to
“Customer details” and click on “Edit Customer”.
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(olo|@ =

# Dashboard .
Account Details

5 View
10
L2 Manage Total Licenses
Services 0
Unused Licenses
My Account

0

Troubleshooting Renew in 30 days

Order Details =

OTC Code a Email Company Name Description Licenses

M2ZLLL-LLLQ2-JKGEH-STAGJ-YABJV - - Avira Antivirus for Endpoint 10

MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal.com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10

Users
Groups Customer Details = Device Name a Avira Installed On Avira Valid Till NH Installed On NH Valid Till Avira/NH Status
A~ Insights Customer Name & Totalfinstalleg | Add Customer No data available in table
Add OTC
TestAvira 4/0
Gy Admin Update OTC

WasifNHAviraSolutions ~ 16/3

@ Help

Add Avira Subscription
Customer Details
Export Avira Details

Disable Customer

Language - [T ©2016

Edit the details and click on update to update the details.
The OTC code and no of PC cannot be changed at this point. However, the Site name can

be updated.

Edit Customer

Customer

TestAvira

Avira QTC

MNE88-8884N-CYL2W-JZQHP-5HF67

Total - 10
Used: 10
Pending -0

Contract End Date : 2017-04-19

No of PG
4

O
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The user can configure what needs to be installed by default with Aviraas shown below:

Edit Customer

Custamer

WasifNHAviraSolutions

Avira QTC
MN888-8884N-CYL2W-JZOHP-5HF67

Total - 10
Used: 10
Pending : 0

Contract End Date : 2017-04-19

Ho of PC

5

|

Click on update, the next page will give user the option to select which modules to install
and whether user want to uninstall older version of Avira as shown below:

Configure Installation Modules

(<M< NN <N <<

Do you want to uninstall old versions of Avira
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Revoke & Remove

Revoke and remove option will appear only when there are machines where nanoheal has
been uninstalled and NH status has been changed to Inactive.

@RAVIRA Q= \ =] \ o \ Q@
# Dashboard
Account Details Order Details =
5 View
10 OTC Code a Email Company Name Description Licanses 7
£ Manage Total Licenses @
MZLLL-LL102-JKGEH-STOEI-YOBJV  nawneet kumar@nanohealcom  Avhifn_B10 Avira Antivirus for Endpoint it
Services 4
e Unused Licenses e — 2W-JZOHP-SHFST om sa7 Avira Antivirus for Endpoint 1
My Account
0
Troubleshooting Renawin 30 days m
User:
Groups Customer Details = Dovice Name a Avira Ingtalled On Aviva Valid Till NH Installed On [ T
e e P Add Customer Tuesday. March 21, 2017000000 Wednesday, April 19.201700.0000  Tuesday, Apri 04,2017 06:51:19 Wiednesday, April 19, 2017 1200:00
- Insights o . - .
e . fadore Tuesday. March 21, 2017 00:00:00 Wednesday, April 19,2017 00:0000  Thursday, April 06, 2017 02:55:53 Wednesday, April 19, 2017 12,0000 Installed/Active
esthvira i
G Admin [ o Update OTC Tuesday March 21, 201700.00.00  Wednesday April 19,2017 00:0000  Wednesday, April 05, 2017 120626 Wednesday, Apiil19,2017120000  Installed/Active
saRmEEsen Agd Avirs Subscription
Edit Customer
Customer Details
Export Avira Details
Disable Custamer
Show [25_¥ ] enwies Previous 1 Next 1-30f 3 entries.
@ Help

Language.

Select the machine whose status is inactive and then click on revoke & remove. Following
screen will come asking whether you want to revoke the license:

Revoke and Remove

Click on revoke will revoke the license and installed count will decrease by |. Following
message will come asking customer to confirm:
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Revoke and Remove

Revoke license success.

Waiting for avirananoheal.com...

Customer Details

Please follow the following steps to check a particular customer’s details:
Highlighta customer under the section, Customer details.
Choose the option to view “Customer Details” from the drop down menu:

RAVIRA @ = (o] 6] @ w-

# Dashboard . .
Account Details Order Details =
55 View
10 OTC Code a Email Company Name Description Licenses
¢ Manage Total Licenses
M2LLL-LLLQ2-JKGEH-STA6J-YOBJV - - Avira Antivirus for Endpoint 10
Services 0 8 :
Unused Licenses m MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal com  WasifNHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshocting Renew in 30 days m
Users
Sroupes Customer Details = DeviceName a Avira Installed On Avira valid Till NH Installed On NH Valid Till Avira/NH Status
2 Insights Customer Name a Total/installed | 0d Customer No data available in table
Add OTC
TestAvira 4/0
3 Admin Update OTC
WasifNHAviraSelutions ~ 16/3 _
Add Avira Subseription
Edit Customer
Customer Details
Export Avira Details
Disable Customer
@ Help

Language - TGS ©2016
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The details would appear in the following format:

x
Customer Details
Order Number a Email Contract End Date Download Ur
8613838276 04/12/2017 10:30 https://avira nanoheal com/Dashboard/eula php?id=72495972
show[25_ Jentries Previous 1 Next 1-1 of 1 entries

Export AVIRA details

Please follow the following steps see AVIRA details:

Navigate to the “My account” from the top right corner of your Dashboard.

RAVIRA |o|o] @ w

A Dashboard /' Edit My Profile
Y View Summary Sites Managed Devices Managed Users Enralled @© Configure Logo
WasifNHAviras. 4 3
My Account
2 venace
5] LogOut
~ Insights Devices Managed Compliance Trend view: [
WasifNHAviraSolutions >
Z3 Admin
0s 4 Total
Aindow R Availability Security Resources Maintenance Events
Mac 0
0 0
Android 0 Last Hour
- a - a
Linux ]
Others 0 0 0
Last 24 Hour
- a - a
Resolutions
| See all compliance metrices
Total 186 Total
4
Proactive M 12G ] |
Predictive 0
@ Hel Self-Help 0 0 | | I
B ) Mar28 Mar29 Mar30 Mar31 AprO1 Apr02 Apr03 AprO4 AprOS  Apr06  AprO7 Apr08  Apr0d  Apri0  Apr1l

Language : [EEIEIRS ©2016

Click on the hamburger menu next to “Customer details” and click on “Export Avira
Details”.

As shown below:
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(R AVIRA Q e ‘ 0 ‘ 2] ‘ Q@ -

# Dashboard . .
Account Details Order Details =
S View
10 Code a Email Company Name Description Licenses
Q Manage Total Licenses
M2LLL-L11Q2-JKGEH-STO6J-YOBJIV - - Avira Antivirus for Endpoint 10
- 0
Services
Unused Licenses m MNB888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal.com  WasifMHAvSolutions_697 Avira Antivirus for Endpoint 10
My Account
0
Troubleshosting Renew in 30 days m
isers
e Customer Details = DeviceName a  Aviralnstalled On Avira Valid Till NH Installed On NH Valid Till /NH Status
. ) ; . Add Customer No data available in table
A Insights Customer Name & TotalfInstalled
Add OTC
. TestAvira 4/0
3 Admin Update 0TC
WasifNHAviraSolutions  16/3 _
Add Avira Subscription
Edit Customer
Customer Details
Disable Customer

English ¥ © 2016

Details are downloaded in the form of an excel workbook. The workbook will have 4
sheets that contain details about:
i) OTGCs
i) Customers/Sites
iii) Customer’s Devices
iv) OTC Activation

Home Insert  Pagelayout  Formulas Data Review  View  Developer

& cut Calibri 11 AT = %] P SiweapText General - ﬁ @ %- ? @ Z Autosum = ﬁ Eﬁ
3 Copy - i @] Fill =
s FENENENY oo~ - % G S8 Sndiow o G e e o | 5 e me
Clipboard [ Fant = Alignment [ Number [ Styles Cells Editing
B35 G 5| o
A | B c D g
1 OTCCode Email Company Name Description |
2 GWHHH-HHHBW-ATKX4-ZYGGG-DET3A demo0l@resolv.com Resolv IT Demo01 Avira Antivirus for Endpoint
3 GWHHH-HHHBW-ATKX4-ZYGGG-D6T3A demol1@resolv.com Resolv IT Dema01 Avira Antivirus for Endpoint
4 FAVVV-VVVXA-EZAPS-CIT9A-QLVES demo0l@resolv.com Resolv IT Demo0l Avira Antivirus for Endpoint
5 FAVVV-VVVXA-EZAPS-CITIA-QLVES demol1@resolv.com Resolv IT Demo01 Avira Antivirus for Endpoint
6 TAVVV-VVVXA-EZAPS-CIT9A-QLVES demo0l@resolv.com Resolv IT Demo0l Avira Antivirus for Endpoint
7
8
9
10
11 £
12
13
14
15
16
17
18
19
20
21 [
22
%W\ OTC Details ./~ Customer's Details . Customer's Devices . OTC Activation Detais . ¥2 [«1 [ >
ey [ |
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Disable Customer

The user may follow the following steps to disable a customer:

Select the option, “Disable Customer” from the drop down menu.

RAVIRA & @ ‘ o ‘ o ‘ Q@ -
# Dashboard B B
Account Details Order Details =
BS View
10 OTC Code a Email Company Name Description Licenses
£x Manage Total Licenses
M2LLL-LLLQ2-JKGEH-STA6J-YOBJV - - Avira Antivirus for Endpoint 10
5 0
Services
Unused Licenses m MN888-8884N-CYL2W-JZQHP-5HF67  wasif@nanoheal.com  WasifNHAvSolutions_637 Avira Antivirus for Endpoint 10
My Account
0
Troubleshocting Renew in 30 days m
Users
— Customer Details = DeviceName a  Avirainstalled On avira valid Till NH Installed On N Valid Till Avita/NH Status
7 (REETE Customer Name & Total/installed | A Customer Mo data available in table
Add OTC
TestAvira 4/0
3 Admin Update OTC
WasifNHAviraSelutions ~ 16/3 ~
Add Avira Subscription
Edit Customer
Customer Details
Export Avira Details
Disable Customer
@ Hep
Language - ©72016

Click, “Yes” on the Pop Up box to confirm:

X
A Alert
Are you sure you want to disable the customer?.
A confirmation text appears thereafter:
X

A Alert

Are you sure you want to disable the customer?.

Customer account disabled successfully.

The same dropdown menu option would let the user “Enable” a disabled customer.
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Services

I. The Knowledge base for a machine can be reviewed and updated at any point of
time.

2. The required changes can be applied to the knowledge base instantly and the
updated knowledge base can be propagated across a site or a group of machines or a
single machine.

3. This can be done using the “Services” screen which is available on the home page
(Under “Manage” in left pane) as shown below.

RAVIRA ‘ o ‘ o ‘ Q@

A Dashboard Sites Groups
Services : TestAvira =

By View

Avira Co ation -
I Avira Configuratio >I Use AVIRA configuration menu to effortlessly deploy and manage your security configurations from a single panel

¢ Manage

- Al >
B ’

My Account

Troubleshocting
Users

Groups

2 Insights
3 Admin
(@ Help

Services section is divided into two parts:
e Avira Configuration- Using this segment — the user can deploy and manage the
security configurations from a single panel for Avira.
e Nanoheal Configuration- Using this segment — the user can push device policies and
configurations to all managed devices through a unified panel.
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This section is divided into 9 parts:

It must be noted that this module follows a hierarchy. As shown below:

. Site
2. Group
3. Machine

i.e. - A configuration pushed at the Machine level will be overwritten by a configuration
pushed at the group level. A configuration pushed at a group level will be overwritten with
the configuration pushed at the site level.

Additionally, each submodule within the Configuration Module of the Dashboard/console
would show the same configuration on machine level. l.e. The configuration last pushed at a
site level would show at the site level and at machine level, the configuration last pushed at a
group level would show at the group level and at machine level, the configuration last
pushed at a machine level would show at the machine level.

The configuration pushed at site level will reach by defaultto the freshly installed machine.
User does not have to push the configuration again after installing client.

e System Scanner

e Real Time Protection
e Web protection

¢ Mail Protection

e Update and Proxy Settings
e Device protection

e Threat Categories

e Advanced Protection
e Password

e Security

e Scheduler
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‘L‘_A‘O‘QWES#-

# Dashboard
Services : TestAvira

S View
Avira Configuration -
L2 Manage
Fomines B System Scanner
Schedule periodical system
. scans, secures all confidential
My Account

data stored on your machines

and keep your machines clean
Troubleshosting

Real Time Protection
shields your business from
Groups viruses, spyware, Trojans, and
other malware.

Users [0

&

A Insights
= Web Protection
3 Admin Ensures your employees don't
land on phishing or infected
websites.

Mail Protection
Protects email
communications on against

enam and nthar amail_hnrna

@ Help

Use AVIRA :ol?ﬁgulatmn menu to effortlessly deploy and manage your security configurations from a single panel.

Sites Groups

Al >
Testavira >

‘WasifNHAviraSolutions >

Language - [T 02016

System Scanner

This section is sub divided into - Action on Detection, Archive, Exceptions and Heuristic, as

shown below:

L AVIRA e

‘D‘O‘owasﬂ-

& Dashboard Sites Groups
Services : TestAvira =
BS View 0\7
Avira Configuration . |7‘
£ Manage \\ Action On Detection m
Action On Detection Al >
o K System Scanner
Schedule periodical system TostAvira
, scans, secures all confidential i\ Archive m esthrs ?
My Account data stored on your machines Arct
b fehive WasifNHAviraSolutions >
and keep your machines clean.
Troubleshocting
n\ Exceptions
Users Real Time Protection Exceptions
Shields your business from
Groups viruses, spyware, Trojans, and * Heuristic m
other malware Heuristic
-/ Insights
[=) Web Protection
53 Admin Ensures your employees don't
land on phishing or infected
websites
Mail Protection
Protects email
communications on against
enam and athar amsil_harne
@ Hep

1.1 Action on Detection: This option helps a user to push configurations for scenarios
when a virus is detected during a scan:

As shown below:
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When configurations are pushed from the server, the following message box appears:

>
@ Notification
Successfully updated the values
And the values are set on the Avira Ul as shown below:
T Avira Antivirus Pro EI'E‘@

O Antivirus Pro

PC Protection > System Scanner ...> Action on detection

Action on detection
@ Interactive

() Automatic Copy file to quarantine before action

L PC Protection

[=] System Scanner
[= Scan
Action on detection Delete
Archive
Exceptions
Heuristic
Repart
Real-Time Protection
Update
Device Protection

Rename

\&) InternetProtection
m General

Description

If this option is enabled, no dialog box in case of a virus detection appears. The System Scanner
reacts according to the settings you predefine in this section as primary and secondary action.

1.2 Exceptions: This option helps a user to include the path of the file/s that need/s to be
exempted from a scan.
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“ o

e \larep dos

Once pushed, the following notification appears to indicate a successful execution:

>
@ Notification
Successfully updated the values
And the values are set on the Avira Ul as shown below:
¥ Avira Antivirus Pro |E| = | |E|

O Antivirus Pro

PC Protection » System Scanner > Scan » Exceptions

[ PcProtection File objects to be omitted by the scanner

:testitemp. d
[=] System Scanner ci\test\temp.doc

= Scan
Action on detection

Archive B :

Exceptions
Heuristic (Maximum total size of all entries: [ﬁ
Report 6000 characters).
Real-Time Protection
Update
Device Protection

= Internet Protection
m General

Description
With this button, you can add the file object entered in the input box to the display window.

e
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1.3 Heuristic: This option helpsin defining the level of detection in Avira:

o
& &
= H H b {
r
- e
s -

W sy

£ H | | -

oW

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values

And the values are set on the Avira Ul as shown below:

@ Avira Antivirus Pro |?| = |?|

U Antivirus Pro

PC Protection > System Scanner > Scan » Heuristic

Macrovirus heuristic

[ PCProtection
Macrovirus heuristic

= System Scanner
S
& Sean . . Advanced Heuristic Analysis and Detection (AH=AD)
Action on detection
Archive Enable AHeAD
Exceptions () Low detection level
FELETE () Medium detection level

Report o )
Real-Time Protection @) High detection level

Update
Device Protection

\&) Internet Protection

m General

Description
If this option is enabled, significantly more unknown malware is detected, but there are also likely to
be false positives.

Default vabes
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Real Time Protection

This section is sub divided into Action on Detection, Exceptions and heuristic as shown
below:

RAVIRA = ‘ o ‘ o ‘ Q@

# Dashboard Sites Groups
Services : TestAvira =

=i View |0\7‘
Avira Configuration v R —
R Manage n\ Action On Detection
Action On Detection Al >
Fomines B System Scanner
Schedule periodical system TestAvira N
- scans, secures all confidential i\ Exceptions st
o data stored on your machines Exceptions WasifNHAviraSolLtions
and keep your machines clean . Solutions
Troubleshooting o
n\ Heuristic Configure
Users Real Time Protection Heuristic
Shields your business from
Groups viruses, spyware, Trojans, and
other malware.
A Insights
[=) Web Protection
Eﬁ Admin Ensures your employees don't
land on phishing or infected
websites.
Mail Protection
Protects email
communications on against
enam and nthar amail_hnrna
@ Help

Language - [ETENIGS 92016

2.1 Action on Detection: This options helps a user to set configurations in scenarios
when a defected file is detected.

Services : WIN-L6QSJBAHHDA BEl -
D iesaraciies
axira Configeration w =
@ Furtomatic
B s n r
Al 3
By SCETH Copsy file 1o guaranties before poton
e 3
Primary Austion
devieni w
Sepai
[ Tl e
Sevordarny Sotion B .
Real Time H kLR e A
Protecton Tery avcess WanFCumtamer »

Ehwidda et busid s lsoan
e, e, Trogne.
aral oaher maksare,

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values
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QU Avira Antivirus Pro

O Antivirus Pro

L] PCProtection

System Scanner
[= Real-Time Protection
= Scan
Action on detection
Further actions
Exceptions
Hewristic
Report
Update
Device Protection

= Internet Protection

m General

PC Protection > Real-Time Protec...> Action on detection

Action on detection
() Interactive

@ Automatic Copy file to guarantine before action

Primary action:

[Repair

Secondary action: [Denv BCCESS

Description

If this option is enabled, the Real-Time Protection creates a backup copy before carrying out the
requested primary or secondary action.

o

2.2 Exceptions: This option lets a user add process and files as exceptions when RTP is

on.
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Once pushed, the following notification appears to indicate a successful execution:
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>
@ Notification
Successfully updated the values ‘
And the values are set on the Avira Ul as shown below:
' Avira Antivirus Pro E’E‘@

O Antivirus Pro

PC Protection > Real-Time Protection > S...> Exceptions

Processes to be omitted by the Real-Time Protection

L PCProtection

C:\Windows\Explorer . EXE
=) System Scanner C:\Windows\system32\taskhost.exe

Action on detection
veive () Case> ]

Exceptions
Heuristic
Report File objects to be omitted by the Real-Time Protection
= Real-Time Protection
El Scan
Action on detection
Further actions
Exceptions E
Heuristic
Report
Update
Device Protection Description
All file accesses of processes in this list are exduded from monitoring by Real-Time Protection.

C:\Test\d.doc

‘&= Internet Protection

@ General
e

2.3 Heuristic: Following options can be set using the Heuristic section.

v 8 Mo a
& & e ' ,
oL
>
] i
¥ =
-
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Once pushed, the following notification appears to indicate a successful execution:

>
@ Notification
Successfully updated the values
And the values are set on the Avira Ul as shown below:
U Avira Antivirus Pro |E| = |E|

O Antivirus Pro

PC Protection > Real-Time Protection » Scan > Heuristic

Macrovirus heuristic

Macrovirus heuristic

[ PCProtection

[# System Scanner

[l Real-Time Protecti
;'BSE‘::E rotection Advanced Heuristic Analysis and Detection (AHeAD)

Action on detection Enable AHeAD
Further actions () Low detection level
Exceptions
Heuristic
Report
1 Update
| Device Protection

(@) Medium detection level

(7 High detection level

\=i Internet Protection
ﬁ General

Description

All the settings made are saved. The configuration is dosed, The User Account Control (UAC) will ask
for your permission to apply changes in operating systems as of Windows Vista,
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This section is divided into - Action on Detection, Exceptions and Heuristic as shown

below:

R AVIRA e

‘G‘O‘Ow-ﬂswh

# Dashboard

Sites Groups
Services : TestAvira =
5 View 0\7
Avira Configuration v |7‘
£ Manage n\ Action On Detection m
Action On Detection Al >
Fomines B System Scanner
Schedule periodical system TestAvira N
. scans, secures all confidential i\ Exceptions m o
My Account X
i data stored on your machines Exceptions WasifNHAviraSolLtions
and keep your machines clean ° Solutions >
Troubleshooting o
n\ Heuristic
Users o Real Time Protection Heuristic
Shields your business from
Groups viruses, spyware, Trojans, and
other malware.
A Insights
Web Protection
I-Tﬁ Admin Ensures your employees don't
land on phishing or infected
websites.
Mail Protection
Protects email
communications on against
enam and nthar amail-hnrna
@ Help

Language - [ETENIGS 92016

3.1 Action On Detection: This option helps a user set configuration for defects detected

during web browsing.

Services : HFND1000GT

TIEs WX 1Tee
it Confguratan w ' "
Sharw progeess i
n WEIEFT) SCanne
5 e perednal synien & Automabo
Primary S
FELT MaERE afd hoep
TFOLr MRS Chean Mo io Duaranune
LB Aeal Time
41
Ehahls voir bisiness Moo
s, apyware, Trcpan

4, Web Protection
Firsures poun angsiaees
el Larel n phishang o

“ Groupe

L=}
il »
AraiaPig -

I RrrOO0Ecs
M srrranooet
W FFRDi00ES
[N »

WaafComizmar 3

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values
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And the values are set on the Avira Ul as shown below:

¥ Avira Antivirus Pro EI = @

O Antivirus Pro

Internet Protection > Web Protec...> Action on detection

Action on detection
() Interactive Show progress bar
\=) Internet Protection @ Automatic Primary action: [Move to quarantine

= Windows Firewall
= Network profiles
Private network
Public network
Domain network
Application rules
Advanced settings
[= Web Protection
= Scan
Action on detection
Blocked requests
Exceptions
Heuristic
Report Description

[ PCProtection

Mail Protection If this option is enabled, a desktop notification appears with a download progress bar if a download of
ﬁ = : website content exceeds a 20 second timeout.
eneral

3.2 Exceptions: This option helps add file types and URLs as exceptions:

v o
b e ardd atreama (4 mpd * W, * s, * o
-]
»
w
& .
=</ &

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values
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£ nanoheal’

¥ Avira Antivirus Pro

L PCProtection

= Internet Protection

Windows Firewall
=] Web Protection
= Scan
Action on detection
Blocked requests
Exceptions
Heuristic
Report
Mail Protection

@ General

O Antivirus Pro

MIME types skipped by Web Protection
[ video files and streams (*.mpg, *.avi, *.mav, ...)

Internet Protection > Web Protection > Scan > Exceptions

[¥]Audio fles and streams (*.mp3, *.wav, *wma, *.09g, ...}

[ Archive (*.zip, ®rar, ®.tgz, .7z, ...}

File types/MIME types skipped by Web Protection (user-defined)

Add ==
(Maximum of 512 characters)

.mp3
.mp4

URLs skipped by Web Protection

Add ==
(Maximum of 512 characters) [ﬁ

WWW.avira,com

Description

In this field you can select the MIME types (content types for the transferred data) to be ignored by

Web Protection during scanning.

B

3.3 Heuristic: Following configurations can be set using the Heuristic section:

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values
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And the value will get set on Avira Ul as shown below:

W Avira Antivirus Pro I=EE

U Antivirus Pro

Internet Protection > Web Protection > Scan > Heuristic

Q PC Protection Macrovirus heuristic
[ Macrovirus heuristic

= Internet Protection

£ Windows Firewal Advanced Heuristic Analysis and Detection (AHeAD)

= Netwark profiles Enable AHeAD
Private network @ Low detection level
Public network () Medium detection level

Application rules - .
() High detection level
Advanced settings -/ igh aetection leve

= Web Protection
[= Scan
Action on detection
Blocked requests
Exceptions
Heuristic
Report
Mail Protection Description

m General

Mail Protection

This section is divided into Scan, Action on Detection and Heuristic, as shown below:

RAVIRA |o|o| @ w-

# Dashboard N Sites Groups
Services : TestAvira =
BS View
VIUSES, SPYWEIE, 11ujans, ang | Q ‘
other malware
% Manage Q, scan [ contoure |
Scan incoming/outgoing emails including ports Al >
Services = Web Protection
Ensures your employees don't . . a >
Wy Aemount land on phishing or infected W, Action On Detectior
’ websites Action On Detection

>

raubleshosting

Heuristic
Mail Protection Heuristic
Users Protects email
ccommunications on against
Groups spam and other email-borne
threats
A7 Insights
. @ Update and Proxy Settings
Gy Admin Update and Proxy Settings
[@ Device Protection
Device Protection
# ThreaiCa
@ Help

4.1Scan: This option helps in scanning specific ports:
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i weroneT

Once pushed, the following notification appears to indicate a successful execution:

>
@ Notification
Successfully updated the values
And the value will get set on Avira Ul as shown below:
I U Avira Antivirus Pro E”E‘@

O Antivirus Pro

Internet Protection > Mail Protection > Scan

[ PCProtection Sean

Scan incoming emails
=) Internet Protection Monitor POP3 accounts

Windows Firewall Monitored ports: Default

Web Protection
(= Mail Protection Monitor IMAP accounts

Scan Monitored ports: 143 Default
General
Report [ 5can outgeing emails (SMTF)

@ General Monitored ports: 25 Default

Description
If this option is enabled, incoming emails are scanned for viruses and malware. Mail Protection
supports POP3 and IMAP protocols. Enable the inbox account used by your email dient to receive
emails for monitoring by Mail Protection.

120
Dashboard User Guide —April 2017



£ nanoheal’

4.2Action On Detection: This enables a user to select what needs to be done when
defects are detected in mails, as shown below:

Once pushed, the following notification appears to indicate a successful execution:

b 4
@ Notification
Successfully updated the values
And the value will get set on Avira Ul as shown below:
¥ Avira Antivirus Pro EIE@

O Antivirus Pro

Internet Protection > Mail Protec...> Action on detection

Action on detection

L PCProtaction
| Interactive Show progress bar|

SRl ometiratecticn () Automatic Affected emails: Move to quarantine

Windows Firewal Affected attachments:
Web Protection
£ Mail Protection
= Scan
Action on detection
Further actions
Heuristic
General
Report

E ceneral

Delete

Description

If this option is enabled, you are na longer notified when a virus or unwanted program is found. Mail
Protection reacts according to the settings you define in this section.

Dt vaues

4.3Heuristic: The following configurations can be set using the heuristic feature:
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High Detechion Less g

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values

And the value will get set on Avira Ul as shown below:

o]l = ]

I ¥ Avira Antivirus Pro

O Antivirus Pro

Internet Protection > Mail Protection > Scan > Heuristic

Macrovirus heuristic

L PCProtection
acrovirus heuristic

=) Internet Protection

Windows Firewall
Web Protection
[= Mail Protection
= Scan
Action on detection
Further actions
Heuristic
General
Report

ﬁ General

Advanced Heuristic Analysis and Detection (AHeAD)

able AHeAD
) Low detection level

edium detection level

() High detection level

Description
If this option is enabled, all macros in the relevant document are deleted in the event of a repair,
alternatively suspect documents are only reported, i.e. you receive an alert. This option is enabled as
the default setting and is recommended.
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5. Update And Proxy Settings

This feature helps a user configure proxy settings as shown below:

. AVIRA

£ nanoheal

‘D‘O‘owasdv

#& Dashboard

BS View

€2 Manage
Services
My Account
Troubleshocting
Users
Groups

7 Insights

Z3 Admin

@ Help

Services : TestAvira

VIUSES, Spywale, 1ujEns, ang
other malware

[® Web Protection
Ensures your employees don't
land on phishing or infected
websites.

Mail Protection
Protects email
communications on against
spam and other email-borne
threats

Update and Proxy Settings

Update and Proxy Settings

[@ Device Protection
Device Protection

¥ Threat Categories

Sites Groups

Proxy Settings
Proxy Settings

[a
Al
Testavira

‘WasifNHAviraSolutions

>
>

>

Language : [EEIEIRS ©2016

The following screenis displayed upon clicking “Configure”

Sarvices : HFND1000G6T

Felrasced Frolic e

Dis N0 LS 3 PRosy Semvwel

E Lise piosy SySlam seTlings

158 Thif frsay Serssr

Q

W
dratiPig

M Frroaoocss
3 =rromcer
W FFDiGES

WasiCusinmes

Groips

Once pushed, the following notification appears to indicate a successful execution:

@ Notification

Successfully updated the values
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And the value will get set on Avira Ul as shown below:

£ nanoheal’

© Avira Antivirus Pro

U Antivirus Pro

L PCProtection

=] System Scanner
[l Scan
Action on detection
Archive
Exceptions
Heuristic
Report
Real-Time Protection
= Update
Proxy settings
Device Protection

\=) Internet Protection

PC Protection > Update > Proxy settings

Proxy server

) Do not use a proxy server

Use proxy system settings

(7) Use this proxy server

Address:

Login narme: Login password:

Description

Device Protection

This feature helps a user configure device protection:

K AVIRA @

# Dashboard

o]o] @~

- Sites Groups
Services : TestAvira =
53 View
=] (§ UPUdLE @NU FIOXY SELUNGS | Q ‘
R Update and Proxy Settings
€2 Manage Device Protection @
Device Protection I >
Services [@ Device Protection
Device Protection TestAvira >
My ficoount
WasifNHAviraSolutions 3
hreat Categories
Troubleshosting & Threat Categorie
Threat Categories
Users
i Advanced Protection
Groups Advanced Protection
A Insights
Z3 Admin
@ Security
Security
Nanoheal Configuration >
@) Help
Language : [ETFIEREE 2016
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The following screenis displayed upon clicking “Configure”

(R AVIRA ‘@ o @ v

& Dashboard Sites Groups
3
Ser =
'H 7
= View © w XY SeLUngs | Q ‘
& Update and Proxy Settings \\ Device Protection -
Manage

Enable Device Protection Al >
Services [@ Device Protection
Device Protection Testivira b

[ submit | Wesnrasdons
& Threat Categories

Threat Categories

Troubleshocting

Users
s Advanced Protection
Groups Advanced Protection
A Insights ~ vord
Password
4 Admin asswer
Security
Security
Nanoheal Configuration >
() Help
Language : [ETFIERIIRE °2016

And the value will get set on Avira Ul as shown below:

T Awira Antivirus Pro EE‘@
J Antivirus Pro

PC Protection > Device Protection

m PC Protection Device Protection

Enable Device Protection
[=] System Scanner

=] Scan
Action on detection
Archive
Exceptions
Heuristic
Report

Real-Time Protection

Update

Device Protection

= Internet Protection
ﬁ General

Description
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Threat Categories

This feature helps a user configure the threat categories:

(X AVIRA e

£ nanoheal

(o]o|@ -

# Dashboard . Sites Groups
Services : TestAvira =
By View
(§ UpuaLe anu FIOXY SEwngs | Q ‘
Update and Proxy Settings J
£ Manage @, Threat Categories
Threat Categories Al >
Services [ Device Protection
Device Protection TestAvira >
My Account
. ‘WasifNHAviraSolutions >
Troubleshoting & ThreatCalegl?rles
Threat Categories
Users
Wi Advanced Protection
Groups Advanced Protection
Insight
ol & Password
L?ﬁ Flifn Password
@ Security
Security
Nanoheal Configuration >
@ Help
Language - [ETTCEA ©2016
. . . . . “u . ”
The following screenis displayed upon clicking “Configure
Services : HFND10006T “ Grovps

@ Update and Proxy

Ligzebate and Praay Sallmge

B a

& Thieat Categories

i Advanced
Protection
Advanced Frotection

Pk maid

And the value will get set on Avira Ul as shown below:

[ < T < I . <. < O .
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VU Awvira Antivirus Pro EIE@
U Antivirus Pro

General > Threat categories 7 | Help

|;i PC Protection Selection of extended threat categories

Antivirus Pro not only detects viruses and malware, it can also protect you from other threats. Please

(&) Intemet Protection select one or more of the threat categories below:

ﬁ General []Adware

[ Adwarefspyware

[¥] Application
[¥]Back-door dient

[ Dialer
[¥]Double-extension files
[#]Fraudulent software
[¥]Games

Default values [¥] Jokes

Threat categories

Advanced protection

Password

Security

WVMI

Events Select &l

Reports

Directories [
Warnings

Description

By dicking on the relevant box, the selected type is enabled (check mark set) or dizabled (no check
mark).

Advanced Protection

This feature helps a user configure advance protection options as shown below:

(RAVIRA [o]o]@ -

# Dashboard Sites Groups
ira =
BE View .
o (§ UPUELE ANU FIOXY SELUNGS | Q ‘
. Update and Proxy Settings S
£x Manage \\ Advanced Protection m
Advanced Protection Al >
Services [@ Device Protection
Device Protection TestAvira >
My Account
N WasifNHAvIraSolutions >
Troubleshooting & ThreatCa o
Threat Categories
Users
o Advanced Protection
Groups Advanced Protection
- Insights
4 Admin
Security
Security
Nanoheal Configuration >
@ Help
Language - EEIETNRA ©2016
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The following screen appears upon clicking “Configure”

[1

Once pushed, the following notification appears to indicate a successful execution:

>
@ Notification
Successfully updated the values
And the value will get set on Avira Ul as shown below:
U Avira Antivirus Pro EI'E‘@

O Antivirus Pro

General > Advanced protection 7 | Help

[ PCProtection Protection Cloud

able Protection Cloud What is Protection Cloud?
R ncbpedia [] Confirm manually when sending suspicious files to Avira

ﬁ General eal-time file scanning
Threat categories ow progress for uploads to the Avira Protection Cloud

Advanced protection
Password
Security
WML
Events
Reports
Directories
Warnings

Description

Defauit values
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Password

This feature helps the user configure a password for the AVIRA modules:

RAVIRA (o o| @ w-
# Dashboard . Sites Groups
Services : TestAvira =
S View —

(§ UpuaLe anu FIOXY SEwngs | Q ‘
. Update and Proxy Settings
L2 Manage n\ Password
Password Al >
Services [ Device Protection
Device Protection TestAvira >
My Account
‘WasifNHAviraSolutions >
Troubleshoting & Threat Cutquues
Threat Categories
Users
Wi Advanced Protection
Groups Advanced Protection
7 Insights
L & Password
A Password
3 Admin
@ Security
Security
Nanoheal Configuration >
(@ Help
Language - [ETEECNEA ©016

The following screen appears upon clocking “Configure”. The user must select the desired
categories to be protected using a password.

el HFND100DG67
(04 date and Proxy Password (This password 1s valid for all protected areas)
ate ared Proay Settngs
] 1 |
Thenst Categ
& ' Areas protected by pa rd
Advanced Frotection
b s
e

And the value will get set on Avira Ul as shown below:
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U Avira Antivirus Pro EI’F‘@
U Antivirus Pro

General > Password

[ PCProtection Password
This password is valid for all protected areas.

\&)) Internet Protection Enter password: EEEAAALLEE Confirmation: I

ﬁ General Areas protected by password

Threat categories [¥|Control Center
Advanced protection [¥] Activate [ deactivate Real-Time Protection
Password [¥] Activate [ deactivate Mail Protection
Security [¥]Activate [ deactivate Web Protection
WVMI Quarantine
Events [¥|restore affected objects
Reports [¥|rescan of affected objects
Directories [¥] affected object properties

Warnings [¥]Delete affected objects

[¥]send email to Avira

Description
If this option is enabled, the pre-defined password is required to start the Control Center.

Security

This feature helps the user configure security options as shown below:

RAVIRA = ‘@ ol @ v

# Dashboard

) - Sites Groups
Services =
B View _
= ($ Upuate anu Froxy sewung | Q ‘
- Update and Proxy Settings —
£ Manage \\ Product Protection m
Product Protection Al >
Services [ Device Protection
Device Protection TestAvira >
My Account
WwasifNHAviraSolutions >
Troubleshocting & Threa ¢
Threat Categories
Users
W Advanced Protection
Groups Advanced Protection
~ Insights
Y Admin
Q@ Security
Security
Nanoheal Configuration >
@ Help
Language - EEIEINRA 02016
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”

The following screen appears upon clicking “Configure

Once pushed, the following notification appears to indicate a successful execution:

>
@ Notification
Successfully updated the values
And the value will get set on Avira Ul as shown below:
@ Avira Antivirus Pro EI@@

O Antivirus Pro

General > Security

Autorun
Block autorun function
\=) Internet Protection [¥]Exdude CDs and DVDs

[ PCProtection

ﬁ General System protection

Threat categories Protect Windows hosts files from changes

Advanced protection Product protection

Password e
X mrotect processes from unwanted termination
Security

WML dvanced process protection
Events . X . X
Reports rotect files and registry entries from manipulation

Directories
Warnings

Description
The configuration is dosed without saving your settings in the configuration.
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Scheduler

This feature helps user to schedule scan and update functionality on daily,weekly,hourly basis.
On click of scheduler following screen will come up:

(=)

& nancheal - ‘ )

# Deshboard

Servic

:WINE132-VM

a5 View

£ Manage

Sarvices

My Account

Troubleshootng

Users

Croups M H=NDI000ST

@ HFNDIDOI39

A Insights

sne eme P— Shouing 010 0 010 ertres
@ Scheduler

Creata a job and schadule a5 per the
naads

Nancheal Configuration >

@ kel

User has to click on “add schedule” to schedule a job and has to enter name of job and description
as shown below:

& nanoheal . ‘ )

(2)
=/

#4 Dashboard
Services : WIN8132-VM

m View

Scheciuler

Sermvices
Name of the Job AviraUpdate
My Account
Description of the Job Updating version ies
Troubleshooting
]
Users B GERMAN
Groups M HFNDI000S?
e Insights m 8 HeNI0oise
N-LEGSIBAHHOA
-
L]
@ Scheduler
Create a job and schedule as per the
neads.
Nanoheal Configuration >
@ Help

Click on Next will give user option to select whether they want to schedule scan or update
as shown below:
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% nancheal @ ‘ 0| (@) .
# Dashboard Sttes. Groups
Services : WINB132-VM =

== View
Scheduler
£ Manage
Senvices

e of job that should be creaied: WasiAvrakeyCust) >

My Account

alzatTe

Troubleshosting
DURGA-PC

Users GERMAN
Back Next ncel
Groups
HFNDI0O139
~ Insights

L
=
o -FNDI0o0s7
=
=
=

Scheduler
Create & job and schedule &5 per the
needs.

Nanoheal Configuration >

Scan: If user proceed to schedule scan, on the next page he will be prompted with the
option of different types of scan as shown below:

& nancheal - ‘ o | @ .
# Dashboard Stes Groups
Services : WINB132-VM =

a5 View

. Scheculer
&M

Services

Fless e of job that should be created: WasiAviraKeyCust2 >

My Account Scan Job -

Brotection WasifLocalzatTenCust

Troubleshooting
DURGARC

=
Users | m 88 GERMAN
Ml HFNDI000ET
=
=
=

Groups

HFND100139
A Insights

sEEMS

WIN-L6QSJBAHHOA

Creata a job and schadule a5 per the
naads

Nancheal Configuration >
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& nanchea =
# Dashboard

View

Scheduler |

Services

» Insights

@ Scheduler
Create & job and schedule &5 per the
needs.

Nanoheal Configuration >

@ Help

©200 &Y nancheal

[) Scan local drives: It will scan only the local drives on the schedule run.

Il) Local Hard Disk: It will scan only the local hard disk.

[Il) Scan Removable drives: It will scan only the removable drives.

IV) Scan Windows System Directory: It will scan only the system directory.
V) Full scan: It will scan the whole system.

V1) Quick Scan: It will do a quick scan.

VII) Scan my documents: It will scan only My Documents folder.

VIIl) Scan Active processes: It will scan only the active processes.

IX) Scan for rootkits: It will scan only to search for rootkits.

X) Custom scan: It will do scan of configured location only.

Update : This feature will help user to schedule Avira Update as shown below:
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% nancheal @ ‘ 0| (@
# Dashboard Sites Groups
Services - WasifAviraKeyCust2 =
e [« ]
Scheduler
£ Manage
Al >
Services
=i e type of job that should be created: et ie e N
My Account I ,I
WasHLocalzatrTestCu >
Treubleshoating
Users
] o
Groups
2 Insights
@ Scheduler
Create & Job and schedule 2 per the
neads.
Nanoheal Configuration >
(@ Helo

©z07 &Y nancheal

Selecting any type of scan or Update option and clicking on next will give user the option to
schedule the job as shown below:

% nancheal o= ‘ I9)

(2
=)

# Dashboard Sttes.
Services : WasifAviraKeyCust2 =
a5 View

) EN
Scheduler |

€2 Menage

Al >
Sarvices
>
My Account .
fLocat >

Troubleshooting

Dai
Users "”
Groups
A Insights
@ Scheduler
Create a Job and schedula as per the
neads.
Nanoheal Configuration >
@ Help

©20r £Ynancheal

User can schedule the job in following formats:

I) Immediately: It will trigger the selected option l.e scan/Update immediately once the
config reaches to machine.
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% nancheal @ ‘ 0| (@
# Dashboard Sttes. Groups
Service sifAviraKeyCust2 -
v [« ]
. Scheduler
£ Mansge @ Up d g5
pcete an s Al >
Senvices
hedule this ) ey Cuetd 5
My Account .
WasifLocalzatTasiCu >

Troubleshosting

Users
=
Groups
2 Insights
@ Scheduler
Create & Job and schedule 2 per the
neads.
Nanoheal Configuration >
(@ Helo

Language

II) Daily: It will give user further option to pick a time on which the task will run and what
to be done if the schedule is missed.

% nancheal - ‘ 0| @
# Dashboard Sttes Groups
Services : WasifAviraKeyCust2 =
S [ ]
Scheduler
£p Manage T Up d gs
Update & s Al >
Senvices
n to schedule I WasitAvirakeyCust2 >
My Account .
WazifLocalzatrTestCust2 >

Troubkeshosting

Users
Groups Pick Time
2 Insights
m PR 1200 1300 14:00 15:00
16:00 17:00 19:00
20:00 2100 22:00 23.00
@ Scheduler
Create a Job and schedule as per the
neads.
Nanoheal Configuraticn >
@ Helo

If the scheduled time is missed and ‘Repeatjob if time has expired’ option is checked, it will
execute the task immediately whenever the nanoheal service is up after schedule miss.

[I1) Weekly: By this, user can schedule the task on weekly basis(day and time) as shown
below:
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# Dashboard
Services : WasifAviraKeyCust2

View

Scheduler
£ Manage (@ Update and Pr

e and Proxy S

Services

siffviraKey
My Account
WasHiLocalzatrTestCust2 >
Troubleshootng

Users
Sunday -
Groups
ol Advanced Prot:
2 Insights Advar

Oooooao

c@E

@ Scheduler
Creste & job and schedule as per the
needs.

Nanoheal Configuration >

@ Help

& nanoheal @ .
# Deshboara Stes Groups
es - WasifAviraKeyCust2 =
- (2 ]
Scheciuler
@ Update and Proxy Settings
&nd Fromy & e >

Fleaze sect v

skeyCust2 >

My Account

Weekly -

WasifLocalzatrTesiCus2 3

Troubleshooting

t Categories

Threat Categories

Groups

A Insights

Pick Time
000 100 200 300
400 500 600 700
800 900 10:00 11:00
12:00 13:C0 14:00
16:00 17:00

e ) e

Create a job and schedule as per the 20:00 2100 22:00

needs

Nanoheal Configuraticn 5

@ Heip

IV) Interval: This option will perform the task after the configured interval.

137
Dashboard User Guide —April 2017



nanoheal

©nanoheal . ‘ 0| @ -
# Dashboard Sttes. Groups
Services : WasifAviraKeyCust2 =
v
. Scheduler
£ Manage
Al >
Senvices

My Account
Troubleshoorng
Users

Groups

2 Insights

WaslfLocalzatTesiCus2 3

Create & job and schedule &5 per the
needs.

Nanoheal Configuration

NOTE: The interval should be minimum of |5 minutes.

V) Single: This option will perform the task only on the configured day and time as shown

below:

& nancheal - ‘ o | @ .
# Dashboard Sttes. Groups
Services : WasifAviraKeyCust2 =
_— O

- Scheculer
' c]
Al >
Services

My Account

Troubleshooting

Users

Groups

A Insights

Brotection WasifLocalzatTenCus2 3

+  May207 =
[C] Repestjob ume has exprad Su Mo Tu We Th Fr Sa

@ Secury

Securty

Scheduler
Creata a job and schadule a5 per the
naads

Nanoheal Configuration
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% nancheal @

‘ 0| @
=)
# Dashboard Sites Groups
Services : WasifAviraKeyCust2 =
- (o ]
o Scheduler |
Manage G gs
s Al >
Services
10 schedule s ey Cuetd 5
My Account .
WasHLocalzatrTestCu >
Treubleshoating
Users -
05/12/201710:30
Groups
— [[] Repeatjob fums has sxpres
~
=
@ Secu
ecurt
@ Scheduler
Create & Job and schedule 2 per the
neads.
Nanoheal Configuration >
(@ Helo

Language

©z07 &Y nancheal

Now after scheduling the time, click on next will ask user how they want to perform the
task and whether the want to shut down the system after task is done as shown below:

& nancheal - ‘ Q| (Z) ween -
# Dashboard Shes Groups
Service! AviraKeyCust2 =

a5 View

Schedulsr

o
Services
My Account o
Troubleshaotng
Users
Groups
A Insignts
[ ]
@ Scheduler
Create a Job and schedule as per the
needs.
Nanoheal Confiquration >
@ Helo

Language

©207 @Y nanoheal

) Invisible: It will perform the task in background.
II) Minimize: It will minimize the avira Ul while performing the task.
[I1) Maximize: Avira Ul will be visible to the user.

If “Shut down computer if job is done” option is selected as shown below, it will shut down
the system after job is completed.
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% nancheal . ‘ 0| @
# Deshboard Sites Groups
Services : WasifAviraKeyCust2 -
B= View
:
o Schedluler
£p Manage @ Update and Proxy Settings
UpGete and Prowy Set Al >
Senvices
Display mode: WasHAvraKeyCLs2 >
My Account @ Device Protection resible

Troubleshaotng
Users
Groups

2 Insights

@ Help

Device Protection

ol Advanced Protection

Advanced Protection

& Password

Password

@ Securty

Securty

@ Scheduler

Create & job and schedule & per the
neads

Nanoheal Configuration

] shut down computer Ifjeb 1s cone

Please Click on Finish” to save the data

[ excc | o REE

WasifLocalzatrTesiCusz 3

€ nancheal

Click on finish will schedule the job and below message will come on the screen:

Notification

Successfully added the scheduler

Now going to Avira Ul and clicking on scheduler will show the scheduled task for that
machine as below:
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T Awvira Antivirus Pro E' = @
File View Extras Update Help

O Antivirus Pro

. -
+ i B .
n Scanner
MName Action | Freguency Display mode Enabled | Status
£ fAviraScan Scan Immediately Maximized v Running
£ BQuick system scan Scan Interval every 168 hour(s) Minimized v Ready

Web Protection

Android Security

Quarantine
Scheduler
Reports
Events

Avira Configuration Audit

Audit: A user can find out the status of a configuration push by clicking on the Menu drop-
down at the top right corner and navigate to “Audit”, as shown below:
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S - — ~
@nancheal B Now! | 0| @
i Deshooard - I Stas. Groups
Services : NH8june2017 =
=g View
\anahesl Configuration ura Configuration Audi
Ve #vira Configursion > Use Nanoheal configuraion menu i push device poliies and configuratons 1 8l of your managed devices through & ur ! - ] [ °
£@ Manage : N Configuration Augt
>
Services Nenohes! Configuration -
My Account §] Problem Automaton
Resalve all your problems automatically.
Troubleshootng
customer >
Users ent
g >
Groupe
>
2 Insights 5
>
>
>
robler
(@ Helo

©z07 &Y nancheal

Once a triggered configuration is successfully executed on the machine, its status is updated
as “Completed”. If the triggered configuration has not reached the machine either because it
is offline or because of another configuration push under execution, the second push would

be in “Pending” state. If the push has failed to execute, the push status is updated as
“Failed”.

For example, once a configuration is pushed. As shown below:

a,

! ¥
R S
L= ]
W aly
L ]
W ¥

The Services Audit screen shows the status as “Pending” if the configuration has not
reached the machine yet.
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Once the configuration reaches the machine, the status is updated as “Completed”
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When the status is updated as “Completed”, it means the configuration has reached the

machine.
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I @ Avira Antivirus Pro

(o] O s

O Antivirus Pro

[ PCProtection

= System Scanner
= Scan
Action on detection
Archive
Exceptions
Heuristic
Report

Real-Time Protection

Update

Device Protection

\=) Internet Protection

ﬁ General

PC Protection » System Scanner > Scan » Exceptions

File objects to be omitted by the scanner

=
< Delate

(Maximum total size of all entries:
6000 characters).

Description

The list in this window contains files and paths that should not be induded by the System Scanner in

C:\thtest.doc
D:\ty's
D:\tiTest
D:\Test\Test.doc

the scan for viruses or unwanted programs.

Defoult s

The user can choose to export the audit data by navigating to the Menu at the top-right

corner and selecting the option, “Export to Excel”:

(X AVIRA
# Dashboard
BS View
£ Manage
Services
My Account
Troubleshooting
Users
Groups
A Insights

4 Admin

@ Help

Q e

Services Audit - \
Avira Configuration Services
Device Protection
System Scanner
Real Time Protection
Web Protection
Mail Protection
Update and Proxy Settings
Threat Categories
Advanced Protection
Password

Crnmrite

fNHAviraSolutions

Details (Showing last 15 days services data.)

Action D w 199

me

7599 04/04/2017 04:00 PM

7598 04/04/2017 04:00 PM

Show [Z5_7] entries

Site : WasifNHAviraSelutions : HFND100139

Site : WasifNHAviraSolutions : HFND100067

Previous 1 Nex

‘@00

Sites Groups

1-20f 2entries

Language - [EFTGIED ©2016

The exported data appears in a format similar to the one below:
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A B d D E F G H

1 ActionID Triggered Time Scope Status

2 1074 02/02/2017 12:53 AM Machine : HFND100067  Completed

3 1091 02/02/2017 01:57 AM Machine : HFND100067  Completed

4 1092 02/02/2017 01:58 AM Machine : HFND100067  Completed

5 1093 02/02/2017 01:58 AM Machine : HFND100067  Completed

6 1094 02/02/2017 01:58 AM Machine : HFND100067  Completed

7 1095 02/02/2017 02:00 AM Machine : HFND100067  Completed

s 1096 02/02/2017 02:00 AM Machine : HFND100067  Completed

E] 1057 02/02/2017 02:01 AM Machine : HFND100067  Completed

10 1098 02/02/2017 02:02 AM Machine : HFND100067  Completed

1u 1099 02/02/2017 02:03 AM Machine : HFND100067  Completed

12 1100 02/02/2017 02:07 AM Machine : HFND100067 __ Completed

13

P P worksheet [ |«

Nanoheal Configurations

K AVIRA @

# Dashboard
Services : WasifNHAviraSolutions

o]

Sites Groups

BS View —
sita Confioarion Nancheal Configuration | Q ‘
n Manage Avira Lonnigura > Use Nanoheal configuration menu to push device policies and configurations to all of your managed devices through a -
- unified panel. N N
Services Nanoheal Configuration v
TestAvira ?
My Acoount &) Problem Automation .
Resolve all your problems WasifNHAviraSolutions >
Troubleshocting automatically.
Users . .
A Device Management
Manage your devices.
Groups e
A7 Insights B Device Policies
Set the policies of your
Z3 Admin devices

N System Management
Manage your systems.

Software Update
Update your software.

@ Help

Language - [ETENIE] ©2016

Nanoheal Services is divided into 6 sections.

|. Problem Automation
2. Device Management
3. Device Policies

4. System Management
5. Software Update

6. Proactive Resolution

Problem Automation

Problem Automation section has sub sections namely - Application Monitoring, Network

Printers, and Operating System as shown in screenshot below.
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(o)

£ nanoheal

‘L‘_A‘O‘QWES#-

# Dashboard

S View

L2 Manage
Services
My Account
Troubleshooting
lsers
Groups

" Insights

Y Admin

@ Help

Services : WasifNHAviraSolutions

Avira Configuration >
Nanoheal Configuration v

4] Problem Automation
Resolve all your problems

automatically.

A Device Management
Manage your devices

=

G2

Application Monitoring

Block particular applications based on needs

Network & Printers
Network & Printers services.

Operating System
Operating System policies

B Device Policies
Set the policies of your
devices.

M, System Management
Manage your systems.

Software Update
Update your software.

Sites Groups
Al >
Testivira >

WasifHAviraSolutions

Language - (TGS 02016

In each sub section, the user can configure policies by clicking on Configure button.

Application Monitoring
In the Application Monitoring Services, the user can configure following Policies as shown in
the screenshot below.

K AVIRA

‘D‘O‘o‘ﬂfﬁslf-

# Dashboard

S View

€2 Manage
Services
My ficoount
Troubleshooting
lsers
Groups

A Insights

Y Admin

@ Help

Services : WasifNHAviraSolutions
Avira Configuration >
Nanoheal Configuration v

4] Problem Automation
Resolve all your problems

automatically.

A Device Management
Manage your devices

B Device Policies
Set the policies of your
devices.

N System Management
Manage your systems.

Software Update
Update your software.

Application Monitoring I

Dialog Box Creation

File / Folder Deletion Dialog Box Creation
Executable Detected

Process Creation Detected

Process Completion Detected

Software Installation Detected

Software Removal Detected

Monitor Dialog Box Creation

MS Internet Account Dialog Box Creation

File & Folder Trigger

(<]l <

[ < IR AR <IN <

Sites Groups
Al >
TestAvira >

{AviraSolutions

Language - [ETENIE] ©2016

Network & Printers

In Network & Printers Services, the user can configure following Policies as shown in the
screenshot below.
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£ nanoheal

‘L‘_A‘O‘O‘Naslf-

# Dashboard

55 View

L2 Manage
Services
My Account
Troubleshooting
Users
Groups

" Insights

LT& Admin

@ Help

Services : WasifNHAviraSolutions

Avira Configuration > E

Network D s and Services Availability
Nanoheal Configuration v

Network Configuration Change Detected

4] Problem Automation

T e Printer Added / Removed

automatically.

Network Connectivity Status

A Device Management Network Connectivity Status - User interface enabled

M d
anageyeurences Port Probe Detected
B Device Policies Print Queue Problem Resolution

Set the policies of your
devices.

M, System Management
Manage your systems.

Software Update m

Update your software.

OooOooood

Sites Groups

Al >
Testivira >
WwasifNHAviraSolutions >

Language - (TGS 2016

Operating System
In Operating System Services, the user can configure following Policies as shown in the
screenshot below.

L AVIRA

(<o)

‘G‘O‘ewasif-

# Dashboard

53 View

£x Manage
Services
My Account
Troubleshocting
Users
Groups

-7 Insights

3 Admin

@ Help

Services : WasifNHAviraSolutions

Avira Configuration > perating System

Registry Key Change Detected
Nanoheal Configuration v

Registry Protection Management

&) Problem Automation

Continuously menitor for changes
Resolve all your problems v 9

automatically.

Service Restart

X Device Management Report (rather than restart) stopped service(s)

Manage your devices

B Device Policies
Set the policies of your
devices.

9, System Management
Manage your systems.

Bl Software Update m

Update your software.

Oooooo

Sites Groups
Al >
Testhvira >
WasifNHAviraSolutions >

Language - [ETTIIG] 22016
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Device Management section in turn has sub sections namely - Maintenance, Intrusion
Protection, Anti-virus Management, and Resource Utilization as shown in the screenshot

below.

(X AVIRA e

‘G‘O‘O‘Naslf-

# Dashboard ) ) Sites Groups
Services : WasifNHAviraSolutions =
=i View |0\7‘
Avira Configuration > ]
L2 Manage ft Maintenance m
_ Maintain the devices on the go. Al >
Services Nanoheal Configuration ~
. & Intrusion Protection m feE v
ty Accour P
- & Problem Automation Protect from explicit intrusion attacks. WasifNHAviraSolutions
Resolve all your problems WasiNHAvraSolutions >
Troubleshosting automatically.
ﬁ Antivirus Management
Usars . Manage your devices using Antivirus
A Device Management
Groups Manage your devices [B Resource Utilization m
Manage storage in your devices
A Insights B Device Policies
Set the policies of your
3 Admin devices.
M, System Management
Manage your systems.
Software Update
Update your software.
(@ Help
Language - 02016

In each sub section, the user can configure policies by clicking on Configure.

Maintenance

In Maintenance Services, the user can configure following Policies as shown in the

screenshot below.

(X AVIRA e

‘G‘O‘omsif-

# Dashboard ) ) Sites Groups
Services : WasifNHAviraSolutions =
=i View |0\7‘
Avira Configuration > _ .
& Manage gural ¢ [Maintenance
Temporary Files Clean-up D Al >
Services Nanoheal Configuration ~
Clean Folders [ Testhvira >
My Account §] Problem Automation
Resolve all your problems Disk Defragmenter Execution D WasifNHAVIraSolutions N
Troubleshooting automatically. Sync to Server O
Users
A Device Management MS Windows Service Manager |:\
Groups o MS Windows Service - Real-time change detection D
A7 Insights B Device Policies Application Clean-up O
Set the policies of your
4 Admin devices.
N, System Management
Manage your systems.
Software Update m
Update your software.
@ Help
Language - ©2016
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Intrusion Protection

In Intrusion Protection Services, the user can configure following Policies as shown in the
screenshot below.

RAVIRA ~ © o]0 @ v

# Dashboard

Sites Groups
Services : WasifNHAviraSolutions

BS View

Q
£X Manage Avira Configuration > & }Intrusion Protection |7‘

System Start-up Environment Control Al >
Services Nanoheal Configuration ~

Intrusion Pretection Control Testivira >
My ficoount Prot 2

& Problem Automation System Start-up Environment Management

Ooooao

Resolve all your problems iNHAviraSolutions >
roubleshocting automatically. Intrusion Protection Management
Users "
Device Management
Groups Manage your devices.
A7 Insights B Device Policies
Set the policies of your
EE, Admin devices.

9, System Management
Manage your systems.

Software Update m

Update your software.
@ Help
Language : [ETERII e2016

Antivirus Management

In Antivirus Management Services, the user can configure following Policies as shown in the
screenshot below

RAVIRA ~ © o]0 @ v

A Dashboard Sites Groups
Services : WasifNHAviraSolutions =
=i View |Q7‘
& Manage Avira Configuration > B IAntivirus Management I S
Symantec Virus Definition Management D Al >
Services Nanoheal Configuration -
Symantec Anti Virus Definition Dates Log [l T >
My Account &) Problem Automation .
Resolve all your problems McAfee Virus Definition Management D WasifNHAviraSolutions 5
roubleshocting automatically. Trend Micro Virus Definitien Management D
Users P e
Device Management eTrust EZ Antivirus Definition Dates Log [l
Groups AL Trend Micro Anti Virus Definition Dates Log |:\
A7 Insights B Device Policies
Set the policies of your
53 Admin devices
9, System Management
Manage your systems.
Software Update m
Update your software.
@) Help
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Resource Utilization

In Resource Utilization Services, the user can configure following Policies as shown in the
screenshot below

RAVIRA = o]0 @ e

# Dashboard Sites Groups
Services : WasifNHAviraSolutions =
BS View |Q7‘
Avira Configuration S—
& Mansge g > M KResource Utilization
Memaory Statistics [l Al >
Services Nanoheal Configuration v
Logical Disk Statistics [l T >
My Account &) Problem Automation o
Resolve all your problems Processor Stafistics D WasifNHAviraSolutions by
roubleshocting automatically. Physical Disk Statistics 0
Users % Device Management Network Statistics [l
Groups Manage your devices.
A7 Insights B Device Policies
Set the policies of your
EEI Admin devices.
9, System Management
Manage your systems.
Software Update m
Update your software.
@ Help
Language : [ETFIERIIRE °2016
Device Policies
Device Policies section in turn has Sub Sections Namely Network Policies, Mobility, Files,
Folders & Peripherals and Others as shown in the screenshot below.

RAVRA o|o|@
# Dashboard ) ) Sites Groups
Services : WasifNHAviraSolutions =
BS View —

H |
2 |
Avira Configuration > . .
L2 Manage A Network Policies m
Set the network policies. >
Services Nanoheal Configuration v

My Account §] Problem Automation

Other device policies. WasifNHAviraSolutions
Resolve all your problems WasifNHAviraSolutions >

Troubleshocting automatically.
(] File, Folders and Peripherals m

Users File, Folders and Peripherals policies
A Device Management

Groups Manage your devices D Mobility -

Mobility Policies

2 Insights B Device Policies
Set the policies of your
3 Admin devices.

N, System Management
Manage your systems.

Software Update
Update your software.

@ Help
Language - EFTEEE 82016

In each sub section, user can configure the policies by clicking on Configure button.
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Network Policies
In Network Policies Services, user can configure following Policies as shown in the

screenshot below.

- All
L1 ul
1 S
. L “ [ -

R S — Sl N fyond i) D Lboch dwrw osd

I
B Crricy ok B il £lta v, Sl u

. P i o P P Irebannk Povtrd fivming )
4,

e
B sultvsue 0
B Swacki 1

Note: Only the Nanoheal Admin will be able to the Advance configuration option. Users
other than admin won’tsee the Advance Configuration option as shown in the screenshot

below.
RAVIRA o|o| @ w-
# Dashboard Sites Groups

Services : WasifNHAviraSolutions
55 View —
=il

E |

& Manage Avira Configuration > A Network Policies

File Download Filtering [l Al >
Services Nanoheal Configuration v

E-mail Attachment Filtering D Testhvira >
My Acoount &] Problem Automation .

. Network Packet Filterin AviraSolutions
Resolve all your problems E U Vs EsslLtions 4

Troubleshooting automatically.
Users

A Device Management
Manage your devices

Groups
A Insights B Device Policies
Set the policies of your
Y Admin devices.
N System Management
Manage your systems.
Software Update m
Update your software.
@ Help

©2016

Language - [ETENIE]
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Files, Folders & Peripherals

In the Files, Folders & Peripherals Services, the user can configure following Policies as
shown in the screenshot below.

RAVIRA = o]0 @ e

# Dashboard Sites Groups
Services : WasifNHAviraSolutions =
=i View |Q7‘
& Mansge Avira Configuration > 0O IFMe, Folders and Peripherals I S —
Directory and File Protection Management D Al >
Services Nanoheal Configuration v
Continuously monitor for changes [l T >
My Account &) Problem Automation -
USB Filte WasifNHAviraSolutions
Resolve all your problems fitering D WasifNHAviraZolutions >
Troubleshocting automatically.
Users
A Device Management
Groups Manage your devices.
A7 Insights Device Policies
Set the policies of your
Z3 Admin devices.
9, System Management
Manage your systems.
Software Update m
Update your software.
@ Help

Others

In the Others Services, the user can configure following Policies as shown in the screenshot
below.

RAVIRA @ o|o|@

4 Dashboard . . Sites Groups
Services : WasifNHAviraSolutions =
Y View 0\7
Avira Configuration > .a |7‘
£ Manage
- Program Execution Control [l Al >
Services Nanoheal Configuration v
Enable Exe Execution Control (N TestAvira S
My Account §] Problem Automation
Log File Retrieval and Loggin WasifNHAviraSolutions
Resolve all your problems 9 9ging D WasifNHAviraSolutions >
Troubleshooting automatically.
Users
A Device Management
Groups Manage your devices.
2 Insights Device Policies
Set the policies of your
3 Admin devices.
N, System Management
Manage your systems.
Software Update m
Update your software.
@ Help
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System Management section has sub sections. Namely - Patch Management, Software
Distribution, Provisioning & Metering and Password Reset as shown here.

R AVIRA = ‘ () ‘ 0 ‘ o Wasif -
# Dashboard ) Sites Groups
Services : WasifNHAviraSolutions =
S View | a ‘
. Avira Configuration >
£ Manage g4 Patch Management m
_ Manage Microsoft's patch updates Al >
Services Nanoheal Configuration ~
s . Software Distribution m oSt »
ty Accour Prob tion -
’ & Problem Automatior Distribute software to manage network loads. WasifNHAviraSoltions
Resolve all your problems WasiNHAvraSolutions >
Troubleshosting automatically.
Provision and Metering
Lsere Keep track of Provisioned devices.
A Device Management
Groups Manage your devices @) Password Reset m
Forgot Password? Click on configure to reset
A Insights Device Policies
Set the policies of your
4 Admin devices.
9, System Management
Manage your systems.
Software Update
Update your software.
@ Help

©2016

Language - (TGS

In each sub section, the user can configure the policies by clicking on the “Configure”

button.

Patch Management

In the Patch Management section, the user can Manage Microsoft's patch updates. Upon
clicking the Configure Button, the Patch Management screen will be displayed as shown

here.

mmora i
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Patch Management will be explainedin detail in further sections. Click here to know more.

Software Distribution

In the Software Distribution section, the user can distribute software to manage network

loads. Upon clicking the Configure Button — the Software Distribution screen will be

displayed as shown below.

RAVIRA A = o|o|@
i Sestbone I,I» e Distribution : WasifNHAviraSolutions I = st cross
BS View
sckoge Name o « Conigurs |2 |
£% Manage
windows Winrar Software 5.31 No Edit | Configure Al >
senvices windows winrar-x64-531 531 No Edit | Configure 5
windows Google Chrome 56 No Configure N
Troubleshooting windows Help Guide_Reseller_registration 1 Yes Edit | Configure
Leer windows Go To Assist Corporate Help Alert 1 No Edit | Configure
windows square_red 1 No Edit | Configure
Groups
2 Insights
Z3 Admin
Show entries Previous Next 1-6.of B entries
@ Help
Click Here to know more information about Software Distribution.
Provisioning & Metering
In the Provisioning & Metering section the user can Keep track of the Provisioned devices,
upon clicking the Configure Button, the Provisioning & Metering screen will be displayed.
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Software Update section in has sub sections. Namely - Nanoheal Software Update as shown

here.

. AVIRA «

‘D‘O‘olﬂlaslf-

A Dashboard Sites Groups
Services : WasifNHAviraSolutions =
53 View ——
= T | Q ‘
Resolve all your problems
€2 Manage automatically. Nanoheal Software Update m
Stay updated using Nanoheal Software Update Al >
Services
A Device Management TestAvira 5
My Account Manage your devices.
WasifNHAviraSolutions 3
Troubleshoeting B Device Policies
Set the policies of your
Users devices.
Groups
N, System Management
~ Insights Manage your systems.
Gy Admin [ Software Update
Update your software.
Proactive Resolution
Remote resalutions for your
prablems.
@) Help
Language : °2016

Click of the Configure button will open up the Software Update Screen. Click Here to

know more about Software Update.

Proactive Resolution

The Software Update section has sub sections. Namely - Configure Autoheal as shown here:

(X AVIRA e

‘G‘O‘omsif-

# Dashboard ) ) Sites Groups
Services : WasifNHAviraSolutions =
=i View e U
Resolve all your problems | ‘
£ Manage automatically. \ Configure Autcheal m
Set your own configurations for Autoheal Al >
Services
A Device Management TR 5
My Account Manage your devices.
WasifNHAviraSolutions >
Troubleshesting B Device Policies
Set the policies of your
Users devices.
Groups
<, System Management
A Insights Manage your systems.
4 Admin Software Update
Update your software.
Proactive Resolution
Remote resolutions for your
problems.
@ Help
Language - 82016
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Clicking on the Configure button will display a pop up window to configure Autoheal as
shown here.

RAVIRA  © o ]o|@ e

# Dashboard ) ) Sites Groups
Services : WasifNHAviraSolutions =

BS View (~
Tt v A | Q ‘
Resolve all your problems \ Ccmﬂgure Autoheal
£ Manage automatically.
Autoheal Enable/Disable [l >
Services
A Device Management >
YT Manage your devices.
>
Troubleshooting B Device Policies
Set the policies of your
Users devices.
Groups
9, System Management
A Insights Manage your systems.
3 Admin Software Update

Update your software.

Proactive Resolution

Remote resolutions for your
== =

@ Help
Language - EFTEEE 82016

NH Configuration Audit

The user can see the audit data by navigating to the Menu at the top-right corner and
selecting the option, “Export to Excel:

) - acoan i
Qnaroreal o | o

# Dashboard Sites Groups
Services : NH8june2017 =

Auirs Configuration Audi Q

(=)
=Y

Avira Confioura
#Avira Configuratian > mert 1 push cevice pelicies 2nd corfiguratons 1o 3l of your managed devices thiough & ur
NA Configuraren Auat
A >
Services Nanoheal Configuraticn =
AviiaSaleshiH >
My Account §] Problem Automation
Resalve all your problems automatcally. AviraSaleshHTenCustomer >
Troubleshooting
customer >
Users "
GatewsyNHTest2 >
Groups
i} GatewayNHTes >
A Insights Nanoheal_Training >
NHBUne2017 >
NHEne >
w2CLT2AVIETESE 3
© Hep

Click on Audit will take to the audit page as shown below:
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42 nanocheal = BUY Now! (&) west
4 Dashboard Sites Groups
Services NH Config Audit : NH8june2017 =
ES View
-
NH Configuration Services - Detaills (Showing Services details for selected NH Configuration.) o\ @
0 Manage Problem Automation Name ¥ AgentName Scope Triggered Time Detalls
All
Services Device Management Newwork & Printers WasifAviraRelease NH8june2017 06/08/2017 05:33 PM Details
AviraSalesNH
My Account Device Policies Application Monitering WasifAviraRelease NH8june2017 06/08/2017 04:54 PM Details
i AviraSalesNHTestCustomer
Troubleshooting System Management
customer
Software Update
Users - GatewayNHTest2
Groups Proactive Resolution S i
- Insights Nanoheal_Training
NH8juna2017
NH8june
WasifNew2Cust2AviraTest
Shouw antries Pravious Nex: 120 2 entries
@ Help

Language : ENIEIIRS

Click on details will show the details of which option have been pushed as shown below:

Audit Details for Application Monitoring

Dialog Box Craation

Flle / Folder Deletion Dialog Sox Creation

Executable Detectad

Pracess Creation Detected

Process Completon Detecied

Software Instaliaton Detectec

For ex, in above picture Executable detected option has been pushed from Application Monitoring
segment.

Troubleshooting

The troubleshooting module helps in analyzing and solving the issues:

I. Troubleshooting aids in resolving the issues on an end device by helping the dashboard
user select the fix that is the best match to the issue at hand and by ‘pushing’ the
selected fix/resolutions to the end device or devices.
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2. The resolutions pushed are logged on to a server that helps keep a track of the number
of solutions pushed.

3. The resolution logs also help the Agent analyze the top call drivers.

The Dashboard provides information about the online/offline statuses of the devices that

report to a particular server. An agent can push resolutions based on the availability of the

device.

A user can navigate to ‘Troubleshooting’ via ‘Manage’. As shown below:

(X AVIRA Q

# Dashboard

ES View

£X Manage
Services
My Account

Troubleshooting

Users
Groups
A" Insights

=4 Admin

Click on ‘Troubleshooting’ to navigate to the troubleshooting page.

As shown below:
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RAVIRA @ = oo @
# Dashboard . . Sites Groups
Troubleshooting : WasifNHAviraSolutions =
S View ——
Troubleshooting = Troubleshooting | Q ‘
L2 Manage
Avira Antivirus You can fix many common issues easily with these powerful troubleshooting taols. Choose a category on the left, and then Al >
Services Select the fix that best matches the symptoms of the problem
Virus or Spyware or Popups Testiwira >
My Account
My PC s Slow WwasifNHAviraSolutions >

Troubleshootin
9 Cant access Internet

Users System Errors or Crashes

Groups Display or Sound lssues

Printing Keyboard and Other

" Insights Jssues

Y Admin Advanced Troubleshooting

Power and Battery Issues

@ Help
Language - [EFEEIES ©2016

Trouble shooting options are OS specific. On Troubleshooting Page, a user must choose the
OS of their choice from the drop down (as shown above). The trouble shooting steps/tools
will change automatically based on the type of Machine OS selected (either Windows OS or
Mac OS).

By default, troubleshooting will show the fixes that are available for the machines that
belong to the first default site (as displayed on Home page) OR for all the machines that the
user has selected from the right-hand panel.

Online and offline machines for a particular site are differentiated using green and grey icons
respectively. An icon, green in color indicates that the device is online and grey indicates
that the device is offline. Icons next to the machine name (on the right hand side panel) also
indicate the device Operating Systems viz. Windows, Android, Mac, etc.

Avira Antivirus Troubleshooting: To access the AV troubleshooting options, click on
“AVIRA ANTIVIRUS” form the panel on to the left:

RAVIRA @ © o] o] @ w
# Dashboard . Sites Groups
Troubleshooting : WasifNHAviraSolutions =
55 View ——
=i
Troubleshooting = | Q ‘
£ Manage Configure Avira security
" o . Al >
Virus or Spyware or PopUps Run Scans to fix issues TestAvira >
My Account
My PCis Slow ’ . Updates Click for more WasifNHAviraSolutions >
Troubleshooting

Cant access Internet Get required updates

Users System Errors or Crashes

s R Click for more
Groups Display or Sound Issues Turn On/Off Real-time protection

Printing Keyboard and Other - P
7 Insights Jssues # Aviranstall/Uninstall e
Avira Install/Uninstall

Z3 Admin Advanced Troubleshooting
Power and Battery Issues 4. AviraVirus Definition Version m
Avira Virus Definition Version
@ Help

Language : [EEIEIR] ©2016
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Following options are available for Avira Antivirus troubleshooting:

l. Scan: ‘SCAN” provides for a way to scan the device/devices selected. “Click for more”
will give you different ways a device could be scanned.

RAVIRA @ © (o]0 @ v

# Dashboard

B Sites Groups
Troubleshooting : WasifNHAviraSolutions =
BS View —
Troubleshooting = | Q ‘
£¢ Manage Run Scans to fix issues
o - Avira Antivirus 4. Quick Scan Al >
Services !
- Quick: TostAvira
Virus or Spyware o Popups vieieean estiwira >
My Acoount
My PCis Slow , " Full Scan WasifNHAviraSolutions 3
Troubleshooting Fullscan

Cant access Intemnet

Users System Errors or Crashes , - Removable disks scan

Groups Display or Sound Issues Removable disks scan
Printing Keyboard and Other P
rocess Scan
A7 Insights lssues &
Process Scan
=3 Admin Advanced Troubleshooting
Power and Battery Issues s Get last fullscan date
Get last fullscan date
@ Help

Language : [ETIEIR] 2016

.1 Quick Scan: Click on the “Run this repair” button next to “Quick Scan” to initiate
a quick scan

%
H
ﬂ‘ﬂ'i

Once the job is triggered, Avira will run on the end device and do a Quick scan:

As shown below:
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Luke Filewalker 2
U Luke Filewalker (=@ | =
Avira Antivirus Pro
- 5
m Antivirus Pro v Ry
7 | Help 7| Help
Status: The scan has finished
Last object: Stotit
C:i\Windows\System32ywwansve.dl tatistics
Files: 2274 Detections: 0
100% Directories: o Suspicious: 0
Last detection: No detection! Virus information Archives: 7 Repaired: 0
Wiarnings: ] Wiped: 0
Scanned files: 2274 Detections: o Objects scanned: ) Deleted: 0
Scanned directories: 0 Suspicious files: Hidden objects: 0 Moved: 0
Scanned archives: 7 | Warnings:
Used time: 00:22 Objects scanned:
Scanned: 100% Hidden objects: n Share , Tmest
Close I I Report

Once the sequence execution is complete, the same is reflected on to the dashboard.

Troubleshooting : HFMD 100067
o S s T
4. Tk Scon
T
Axwn Tubkzhszan

Sy diaw

L Full Scan

'3l

1.2 Full Scan: Click on the “Run this repair
Full scan.

Troubbeshooting - HFNO1 00067
rolle 1
R 5 ind
PE Tune-ug 4. ‘Ouick Scan
Faadwaie Taims and Rk
Troutiezhooters
Full Scan
s Fu
Saftware Fudis and
Fyllpzan
Troutiexhooters
Ervierprige hpoBhone s Fullssas
Scanner
Pl i AR ER
Gard
Dutback Ipmpss
WATE Andias
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Eabfinn s Ban bitn Gvghoted e s4baly

-]

Job irggered

L=

button next to “Full Scan” to initiate a
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Once the job is triggered, Avira will run on the end device and do a full scan as shown
below:

¥ Luke Filewalker E=8 Ech
Antivirus Pro

7| Help
Status: Scanning the started processes
Last object:
C:\Windows\system 32\SHLWAPT. Il

| 5.6%

Last detection: Mo detection! Virus information
Scanned files: 197 Detections: i
Scanned directories: 0 Suspicious files: 0
Scanned archives: ] Warnings: ]
Used time: o0:01 Ohjects scanned: ]
Scanned: 5.6% Hidden objects: 0

Stop ] [ Pause

1.3 Removable Disk Scan: Click on the “Run this repair” button next to “Removable
Disk scan” to initiate a scan on the removable media.

Wilzar
Lk 28 Fiod W
g . Ji dluske
Famoaale dogka Scar "
,
sk Al Remoaaie disks soan

Heshosiens

Bemawshike Disks Soan Aunning Fa )
1 i Apg i

e L

G
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Once the job is triggered, Avira will run and run a removable disk scan:

Luke Filewalker 22 | @ Luke Filewalker [=] ===

Avira Antivirus Pro

A sumany m Antivirus Pro

7 Help
7 Help
Status: The scan has finished
Last abject:
Statistics C:\Windows\System32\wwansve.dil
Files: 2253 Detections: 0
Directories: 1} Suspicious: 0 Loee
Archives: 7 Repaired: 0 Last detection: MNo detection! Virus information
Warnings: 0 Wiped: 0 Scanned files: 2253 | Detections: o
Objects scanned: 0 Deleted: 0 Scanned directories: 0 Suspicious files: 0
Hidden objects: 0 Moved: 0 Scanned archives: 7 Warnings: 1}
Used time: 00:13 Objects scanned: 1]
Scanned: 100% Hidden objects: 1]
n Share ’ Tweet

Close ] [ Report l

1.4 Process Scan: Clicking on “run this repair” will initiate process scan.

Once the job is triggered, Avira will run and run the scan as shown below:

| .. . =

@ Luke Filewalker elf=] = Avira Antivirus Pro

.o Summary
m Antivirus Pro 4

7 Help ? | Help

Status: The scan has finished
Last object: Statistics
C:\Windows\SYSTEM32\ntdll dll

Files: 4140 Detections: 1}

Directories: 0 Suspicious: 0

100 Archives: 0 Repaired: 0

Last detection: No detection! Virus information \Warnings: 0 Viped: o

Scanned files: 4140 | Detections: 0 Objects scanned: o Deleted: o

Scanned directories: 0 Suspicious files: 0 Hidden objects: 0 Moved: 0
Scanned archives: 0 | Wamnings: o
Used time: 00:57 | Objects scanned: 0

Scanned: 100% | Hidden objects: o n Share W Tweet

_
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1.5 Get Last Full Scan Date: This tile when executed will give you the dates on

which a full scan was triggered previously.

Troubleshaoting | WIN-L6QSJBAHHDA

Tradibileaheati m—
Fun Soem o A imaes
o
Fardwass Pt snd Ao e st Baliain dade
Trewbdahooiers et et bilinran 4w

Fiaits mrd Geting et Sullecan caie
Troubbsshooiers
B
e e L -
" Tuerr
Ty an v

Cuicok Iniian

ek Brdmitan

-]
Skiton pua han best comphend s cei bl

2. Updates: Updates section will allow the user to trigger Avira update on the end devices

Troubleshooting : WIN-LEQSJBAHHDA
roubleshaaling
Sast: veq sirnd spcaden
PL Ture-sp F Bier Updene
ke psg Frong aed Bunrt update

Trzuzisaberries

Sahwmee Fiats and

Treusismberries
Ermispwiss Appfiirs
A= an dadnmigndlin
Cuthacd lasum

My Antiines

Click on “Run this repair” to start updating Avira.

Troubleshooting : WIN-LEQSJBAHHDA

roubleshoaling

Sast: veq sirnd spcaden
PC Ture-ap F Bierl Updee
Hardepsg Fiong prdd Bruet upduin
Trousieahosiers Startng updaie

Sattwmie Fiaty s Uztater
Treusismberries

Ermapriss AppSins
Aus i b
Cutlach lnmias

My Antiines
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© Updater =1 Ch P
Antivirus Pro
7 | Help
Status:  Scan for updates ...
]
Time elapsed: 00:12 min Transmitted: 0 kBytes
Time remaining: 00:00 min Remaining: 0 kBytes
Download speed: 0.0 kBfsec
3. RTP: This tile will help in enabling/disabling the RTP.
Troubleshooting : WIN-L6QSJEAHHDA
O Read-tima o
PO T #- TumonRTF R this Repair
P Tuam N Roahiree Frgiection
" , Tum cff AT Pum thin Repei
:|I.. : o Turn OFF Rasitims Frotection
[ AppSnans
Ay | :
Cutlazh lnmue

Turn on RTP: Click on “run this repair” to turn on RTP on the machine.

Troubleshooting : WIN-LEGSJBAHHOA

ouble 1
PL Turs-ep r Tum on RTF m
) T Rl Fesphiirne Fipiegiion
i
dra

Tuming 0= Beak-times Protection

- m
T ie
Erros AppSions
Ay | :
Cadloch lnmse

#. Tum ek ETP

Turn Off RTP: Click on “run this repair” to turn off RTP on the machine
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4. Avira Uninstall/Reinstall: This section gives the user an option to install/ uninstall

Avira, uninstall nanoheal from the connected devices. An example is shown below

. AVIRA
# Dashboard
BS View
€2 Manage
Services
My Accournt
Troubleshooting
Users
Groups
A7 Insights

Z3 Admin

@ Help

2

Troubleshooting : WasifNHAviraSolutions

Troubleshooting
Avira Antivirus
Virus or Spyware or Popups
My PCis Slow
Cant access Internet
System Errors or Crashes
Display or Sound Issues

Printing Keyboard and Other
Issues

Advanced Troubleshooting

Power and Battery Issues

Avira Install/Uninstall
y Avira Install

Avira Install

} " Avira Uninstall

Avira Uninstall

#- Uninstall Nanoheal

Uninstall Nanoheal

olo]e@

Sites Groups

|a
Al

Testivira >

WasifNHAviraSolutions. >

2016

Language : [EEIEIR]

Users

Using the Nanoheal Dashboard, we can create Users by providing specific privileges or user

roles to each user.

In order to on-board a User, Sign-in to Dashboard and navigate to Manage > Users as

shown in the example below:

(X AVIRA

# Dashboard

B View

{

Manage
Services

My ACCoUnt

Troubleshooting

Users

Groups
" Insights

=3 Admin
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On clicking “Users”, the screen below appears:

RAVIRA @ o]0 @

Sites Groups

# Dashboard
Users Detail : All =

2

S View

First Name a Last Name User Email Role Name Use
€2 Manage
Ashwath B ashwath@nanoheal com Restricted Active Al
Services -
Bhavuk Kumar bhavuk kumar@nancheal.com Admin Active —
esthvira >
My Account Wasif Ahamed wasif(@nanoheal. com Admin Active ) .
WasifNHAviraSelutions >
Troubleshooting
Users
Groups
2 Insights
3 Admin
Shaw entries Previous 1 Next 1-3of 3entries
@ Help
Language : TN 92016

Add New User

In Order to add a new user - Click on the menu icon and click on ‘Add New User’ as

shown below.

Add New User

Export To Excel
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Upon clicking Add New User, ‘Add New User’ pop up will be shown as seen in the
screenshot below.

Add New User

User details

First name
Last name

Email

User Type

Reseller -

As shown in the pop up, we need to fill First Name, Last Name, and Email. The User Role
and User Type will be selected by default based on the loggedin user role and type, the
User can edit them. Then select any one site by clicking on the radio button and click on
Submit Button to create the User.

Once the User is created successfully, a confirmation email will be sent to the user on the
email address with a link to set the password.

Once a password is set successfully, he/she can login to Dashboard with his/her credentials.
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Edit User

We can always edit user details like First Name, Last Name & Site selection.

In order to edit the user, click on the menu and click on Edit User as shown below.

Add New User

Edit User

Delete User

Export To Excel

Upon clicking Edit User, Edit User pop up will be shown as seen in the screenshot below.

Edit User

User details

First name

Bhavuk

Last name

Kumar

Email

bhavuk kumar@nanoheal.com

User Type

Customer -
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Delete User

User can always be deleted, if he/she is no longer accessing the Dashboard. In order to
delete a user, click on menu and click on Delete User as shown below.

Add New User

Edit User

Delete User

Export To Excel

As shown above, clicking on the “Delete user” link form menu will open up confirmation
pop up for delete as shown below.

Confirm delete

f you delete the user, you will not be
able to undo the action. Are you sure
that you want to continue?

=

As shown in the screenshot above, clicking on Yes will delete the user successfully & clicking
on No will discard the user deletion.

Export
User Details can be exported by clicking on the menu icon & selecting ‘Export To Excel’ as
shown below.

Add New User
Edit User

Delete User

| Export To Excel I
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Upon clicking Export to Excel, user details will be exported to .xlIs format. Example:

A B C D E
1 |First Name Last Name  User Email Role Name Userstatus
2 |Senthil Padmanaban hp@nanoheal.com Agent Active
3 |HP Reseller hpchannel@nanoheal.com  Reseller  Active
4 |lay Cook jay.cook@hp.com Agent Active
5 |Kevin Glasco kevin.glasco@hp.com Agent Active
6 |Linda Godwin linda.godwin@hp.com Agent Active
7 |Ryan Cortez ryan.bra.cortez@hp.com Agent Active
8 |Senthil Solutions hpcustomer@nanocheal.com Customer  Active
9 |Shawn Storey Shawn.5torey@hp.com Agent Active
10 |'Wasif Ahamed wasife@nanoheal.com Agent Active
11 Wasif22  Ahamed22 wasif22@nanoheal.com Agent Pending
12 |'Wasif Ahamed wasifll@nanoheal.com Agent Active
13 'Wendy Rojas wendy.rojas@hp.com Agent Active

Note: User Status varies. Active/Pending are the two status codes for the user. A used is
coded, “Active” if the user has set a password else the user is coded ‘Pending’.

User Roles

There are 3 User roles namely:

e Admin
e Normal
e Restricted

These user roles are defined based upon following table as described below:

Module Sub-Module Breadcrumb Admin Normal Restricted

Options

View Sites YES YES YES

Export List YES YES YES

View Events YES YES YES

Machine Remote YES NO NO

Compliance YES YES YES

Reset YES NO NO

Notification YES YES YES

Fix YES NO NO

Other Action YES NO NO
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Manage Services -> MUM

Services -> Software
Distribution

Services -> Active
Directory Reset

Troubleshooting

Users

Groups

Details

Export to Excel

Configure
Approve Update
Decline Update
Remove Update

FTP/CDN
Configuration
View Software Details
Add New Package
Edit Existing Packages
Distribute Packages

View Software
Distribution
Delete Package

Configure Questions
Change Password

Reset Security
Answers

Unlock Account

Run Buttons

Add New User
Edit User
Delete User

Export To Excel

Add New group
Rebuild group
View Details

Export group details

Export group list

Delete group

£ nanoheal’

YES
YES

YES
YES
YES
YES
YES

YES

YES

YES
YES
YES
YES
YES

YES

YES

YES
YES
YES

YES

YES
YES

YES
YES
YES
YES
YES

YES
YES
YES
YES
YES
YES
YES

YES
YES

YES
NO
NO
NO
NO

YES

NO

NO
NO
NO
NO
NO

NO

YES

NO
NO
NO

NO

YES
NO

YES
NO
NO
NO
YES

YES
NO
NO
YES
YES
YES
NO

YES
YES

YES
NO
NO
NO
NO

YES

NO

NO
NO
NO
NO
NO

NO

YES

NO
NO
NO

NO

YES
NO

YES
NO
NO
NO
YES

YES
NO
NO
YES
YES
YES
NO
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Insights Incident Trend

Compliance Trend

Resolution

Capacity Report

Mange Report/Services
Insights

Sales Insights

Asset Information

Quick Links Event Information
Asset Information

Deployment

Export List

Export List

Proactive
Predictive

Export To Excel

Export To Excel

Add New
Edit
View
Download
Delete Report File
Delete Report

Run Now
Refresh

Add New
Edit
View
Download
Delete Report File
Delete Report
Run Now
Refresh

Export List

Information Portal

Export

£ nanoheal’

YES
YES

YES
YES

YES
YES
YES
YES

YES
YES

YES

YES
YES
YES
YES
YES
YES
YES
YES

YES
YES
YES
YES
YES
YES
YES
YES
YES

YES
YES
YES

YES
YES
YES
YES

YES
YES

YES
YES

YES
YES
YES
YES

YES
YES

YES

NO
NO
YES
YES
NO
NO
NO
YES

YES
NO
NO
YES
YES
NO
NO
NO
YES

YES
YES
YES

YES
YES
YES
YES

YES
YES

YES
YES

YES
YES
YES
YES

YES
YES

YES

NO
NO
YES
YES
NO
NO
NO
YES

YES
NO
NO
YES
YES
NO
NO
NO
YES

YES
YES
YES

YES
YES
YES
YES
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Impersonation Setting YES NO

Scan YES NO

Deploy YES NO

Manage Customers YES YES
Edit My Profile YES YES
Change Profile Picture YES YES
My Account YES YES

Note: We can also create new User Roles & define the type of access as needed for the
dashboard. Also, existing User roles ACD’s can be edited upon request. This can be
achieved with an email request to the Nanoheal Team.

Groups are created by grouping the devices manually under a specific group name.
In order to create a group, the user needs to navigate to Groups from the left panel as
shown in the example below:

(X AVIRA Q
Dashboard

nsights
Admin

Add New Group
Groups can have devices that belong to one customer or several customers.

For example, users can create a “MAC” group which contains devices that have Mac OS X
as their operating system, but belong to different customers. Groups give users the
flexibility to push common resolutions.

To add a group, the user needs to click on the right Menu & select ‘Add group’ from the
drop-down. An example is shown below:

NO
NO
NO
YES
YES
YES
YES
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‘ Add new group

Rebuild group
View Details
Export group detail
Export group list

Delete group

Add group

©csv O Manual

Group Name

CSV: To create a group using CSV, a user must enter the group name and import a sample
csv file. To import the sample csv file, he/she, must click on the ‘sample file’ link that they
would see on the ‘Add group’ pop-up. A file called ‘deviceList.csv’ is downloaded. And the
file will look similar to the sample shown below:

= | £ |
Sites Machines
Manoheal Customerl 3CG52822LW
Manoheal Customer2 CO7TMBLRYDWYL

ol Kl N

User must now enter the Site name and Machine names in corresponding columns similar to
the example .csv file that was downloaded.
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Save the file in .csv format and upload it to the ‘Add group’ pop-up through ‘browse’.

A new group with the Machine names mentioned in the .csv file will now be created.

As shown below:

Add group

®csv O Manual
Group Name

TestGrp

File

SampleGroupList.cev Remove

RAVIRA & oo @
# Dashboard Sites Groups
Groups —

55 View Qi

Group Count Created Time w | .
€2 Manage @
ITESIGrp 1 04/12/2017 14:53 PM I Al
Services
Manual$s$$ase 2 04/11/2017 14:26 PM
Testivira >
Iy Account Manual Group a4 04/11/2017 11:36 AM
WasifNHAvraSolutions 3
Troubleshooting CSV Group Test 2 04/11/2017 11:35 AM
- Manual Group2 2 04/11/2017 11:25 AM
CSV Group 2 04/06/2017 10:55 AM
Groups
123 2 04/04/2017 18:46 PM
~7 Insights
[z Admin
show entries Previous 1 Next 1-7of Tentries
@ Help
Langusge : [ETFIETIEE ©2016

Manual: To create a group manually, user should select manual option. All machine details
along with site name will appear in Inclusion list. User should give group name and select
machine of which they want to create group by clicking on + symbol and then click on add
as shown below:
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Add group

Ocsv ® Manual
Group Name

ManualTest

Added List
WasifNHAviraSolutions:WINg1: WasifNHAviraSolutions:HFND1
WasifNHAviraSolutions:WIN-L¢
WasifNHAviraSolutions:HFND1

(X AVIRA Qe

‘G‘O‘Omnf-

4 Dashboard Sites Groups
Groups =
55 View —
Group Count Created Time w | Q ‘
£x Manage
Jmanualtest 3 04/12/2017 14:56 PM 1 Al >
Services
TestG 1 04/12/2017 14:53 PM
esterp /12 TestAvira >
My Account Manual$s$$ase 2 04/11/2017 14:26 PM i
WasifNHAvIraSolutions b3
Troubleshosting Manual Group 4 04/11/2017 11:36 AM
e CSV Group Test 2 04/11/2017 11:35 AM
Manual Group2 2 04/11/2017 11:25 AM
Groups
CSV Group 2 04/06/2017 10:55 AM
77 [RELiE 123 2 04/04/2017 18:46 PM
3 Admin
Shaw entries Previous 1 Hext 1-8of 8 entries
@ Help

Language - [ETETIIG] 22016

Rebuild Group

Users can edit the existing group. User has to select the group which he wants to edit and

then has to choose rebuild group option from the drop-down in menu button.
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Add new group
‘ Rebuild group

View Details

Export group detail

Export group list

Delete group

Users can change the machines included in the group by uploading a new .csv file by clicking
on Browse for file.

Edit group

® csv
Group Name

TestGrp

Import CSV file | sample file

Or User can select/deselect machine if it is a manual group.
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Edit group

csv  ® Manual
Group Name

ManualTest

nclude Added Machines
WasifNHAviraSolutions: WINg1: WasifNHAviraSolutions:WIN-L¢
WasifNHAviraSelutions:HFND1 WasifNHAviraSolutions:HFND1

View Details

In order to view the created group details, the user needs to select the group and choose
View Details link from the drop-down menu.

Add new group

Rebuild group

View Details

Export group detail
Export group list

Delete group

A pop-up will display the group details.
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Group View Details

Host & Site
HFND100067 WasifNHAviraSolutions.
HFND100139 WasifNHAviraSolutions.

WIN-LEQSJBAHHOA WasifNHAviraSolutions

Show entries Previous 1 Next 1-3 0f 3 entries

Export Group Detail

In order to export the group data, user has to select the group and choose Export group
detail from the drop-down menu. Only the selected group data is exported to a .xls file.

Add new group
Rebuild group
View Details
Export group list

Delete group

A sample .xls file is shown below:

fiy | B
Group Device List
Mac Devices ManohealV27638SEPOL@YV MWW kOzZIsaAiwxwubzgTYrroQ
SenthilSolutionsnew@CPWOT77BG940
ManohealV2768SEPOL@VMWYVE3TLI0AUSedatovhioklO

bW N R
[l el il i |

180
Dashboard User Guide —April 2017



£ nanoheal’

Export Group List
In order to export the group list data, the user has to choose Export group list from the

drop-down menu.

Add new group
Rebuild group
View Details
Export group detail

‘ Export group list

Delete group

After the user clicks on the Export group list, all the group list data will be exported to .xls.
A sample .xls is shown below:

A , B , C
1 |Group Device Count Created Time
2 |Mac Devices 3 11/15/2016 00:10 AM
3 | Test Group 1 10/27/2016 23:43 PM
4 |V6 Manual Group 2 10/20/2016 06:54 AM
5 |testl23 1 10/27/2016 23:43 PM

Delete group

A Group can be deleted by using the Delete group link under the drop-down menu as
shown below:

Add new group
Rebuild group
View Details

Export group detail

Export group list

| Delete group
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Selecting an existing group & clicking on Delete group link under menu will open up the
Confirm Delete pop up as shown below.

Confirm delete

If you delete the group, you will not
be able to undo the action. Are you
sure that you want to continue?

-]

When prompted, click on “Yes” to delete the group, and “No” to cancel deleting the group.
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Insights

Nanoheal provides an efficient way to give environment overview to the administrators on
scheduled or on demand basis. This module is known as Insights. Insights can help the
administrator to carry out capacity planning, as it covers virtually all details of the device.
The administrator has the ability to make their own reports by adding multiple sections to
it. Additionally they can schedule reports to run at a time convenient to them or run them
on demand.

Insights are divided into different sections as shown below:
(K. AVIRA Q
# Dashboard

-
B View

£ Manage

Incident Trend
Compliance Trend
Resclutions
Capacity Report
Managed Report
Azset Information
Maobility Insight

L= Admin

I. Incident Trend

2. Compliance Trend
3. Resolutions

4. Capacity Report
5. Managed Report
6. Asset Information
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Incident Trend

£ nanoheal

This shows the summary of Incidents that have been reported per day. An example is
shown below:

L AVIRA

[<p)

¢ AVIRA X

4 Dashboard
mE View
iLe Manage
=" Insights
Incident Trend I

=3 Admin

Compliance Trend

Resolutions

Capacity Report

rManaged Report

Asset Information

rAcbility Imsight

‘G‘O‘owasif-

#& Dashboard

BS View

£ Manage

A7 Insights
Incident Trend
Compliance Trend
Resolutions
Capacity Report
Managed Report
Aszet Information
Mobility Insight

Y Admin

@ Help

Incidents Per Day April2017  ~ | =
8
6
4
2
0
1z 3 4 5 oM o1z 13 14 15 16 17 18 19 0 21 22 23 24 25 26 27 28 29 30
Day a Type Device ssue Status
04/04/2007 Critical HFND100067 Avira is not installed Pending
04/04/2017 Critical HFND100067 Avira is not installed Pending
04/04/2007 Critical HFND100067 Avira is not installed Pending
04/04/2017 Critical HFND100139 Avira is installed, Turned off Pending
04/04/2017 Critical HFND100067 Avira is not installed Pending
04/04/2017 Major HFND100139 Avira Real Time Protection is OFF  Pending
04/04/2017 Critical HFND100067 Avira is not installed Pending

Sites Groups
Al >
Testhvira >
WasifNHAviraSolutions >

Language : [ETITIIE] 22016
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Sample graph displayed above, highlights various issues that have occurred on different
devices for the month of ‘April 2017’. These issues mainly include Avira Installed/Uninstalled
State, RTP On/Off, Windows update enable/disable etc.

Compliance Trend

This shows the summary of machines that have been compliant. An example is shown

below:

L AVIRA

# Dashboard

[<p)

¢ AVIRA X

4 Dashboard

mE View
a Manage
" Insights

Incident Trend

I Compliance Trend I

Resolutions
Capacity Report
Fanaged Report
Asset Information
rAChility Imsight

=3 Admin

olole

o Sites Groups
Compliance Trend aprilzo17 -~ | =
Y View | a
0 .
£ Manage @
Al
A7 Insights
s TesthAvira >
Incident Trend
'asiiNHAvIraSolutior >
Compliance Trend . | | |
1 3 4 7 8 9 W 1M 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 20 28 29 30
Resolutions
Day a Type Device ssue
Capacity Report
04/04/2017 others HFND100067 Avira is not Installed
Managed Report
04/04/2017 Device capacity WIN-L6QSJBAHHOA Device Ram less than 10%
Aszet nfarmation 04/04/2017 others WINS132-VM Avira is not Installed
Mobility Insight 04/04/2017 Security WIN-LGOSJBAHHOA Windows Update Disable
04/05/2017 Security HFND100067 Multiple Antivirus Installed
Z3 Admin
04/05/2017 Security HFND100139 Multiple Antivirus Installed
04/05/2017 others WINET32-VM Avira is not Installed
@ Help
Language - EIETNRA ©2016
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This will show details on the CPU, RAM & Disk Space Usage data for a specific device and

Host Name as shown below:

L AVIRA Qe

# Dashboard
Capacity Report - All

Y View
Serial Number a Devices
£ Manage
HFND100067 HFND100067
A7 Insights
HFND100139 HFND100139
Incident Trend WIN-LGQSJBAHHOA  WIN-LG6QSJBAHHOA
Cormpliance Trend WINg132-VM Wing132-VM
Resolutions
Capacity Report

Managed Report

Asset Information

Mobility Insight
Z3 Admin

show entries

@ Help

CPU State

CPU Used

Previous

Hext

Disk Space Used

olole

Sites Groups
Battery Status | Q ‘
No Battery \ >
No Battery . N
stAvira

No Battery R

WasifNHAviraSolutions >
Mo Battery

1-4cf 4 entries

Language - [EFTGIED ©2016

User can also export this data to a .xls format by using the Export list link under the menu

drop-down.

An example on how to navigate to ‘Export list’ and a sample .xls file is shown below:

L AVIRA Qe

# Dashboard
Capacity Report - All

Y View
Serial Number a Devices
£ Manage
HFND100067 HFND100067
A7 Insights
HFND100139 HFND100139
Incident Trend WIN-LGQSJBAHHOA  WIN-LG6QSJBAHHOA
compliance Trend WINg132-VM Wing132-VM
Resolutions
Capacity Report

Managed Report

Asset Information

Mobility Insight
Z3 Admin

show entries

@ Help

CPU State

CPU Used

Previous

Hext

olo]e

Sites Groups
IExpon 10 Excel I | Q ‘
No Battery \ >
No Batt
o ety Testhvira >
No Battery R
WasifNHAviraSolutions >
Mo Battery
1-4cf 4 entries

Language - [EFTRIED ©2016
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A B C D E E G
1 |Seria| Number Device CPU State  CPU Us{ RAM Used Disk Spac Battery Status

2 HFND100067 HFND100067 - - 1% '62%  NoBattery

3 HFND100139 HFND100139 - - 6% 74%  NoBattery

4 WIN-L6QSIBAHHOA WIN-L6QSIBAHHDA - - "60% ’63%  NoBattery

5 WINS132-VM Wing132-VM - - M99 f65%  NoBattery

&

Managed Report

Clicking on Managed Report will open up the screen below.

(R AVIRA Qe

# Dashboard

Managed Report

S View

Report Name

£& Manage

-~/ Insights
Incident Trend
Compliance Trend
Resolutions
Capacity Report
Managed Report
Asset Information
Mobility Insight

3 Admin

Show entries

@ Help

Schedule Status Publication Date

No data available in table

Previcus  Next Showing 0100 0f0  Show entries

entries

ole -

o

Expires Size(KB)

No data available in table

Previaus  Next Shawing 00 0 of 0
entries

Language - [ETENIE] ©2016

In order to create a new report, user has to click on EI right menu icon.

Upon clicking the menu icon, following options will occur.

Add Mew Report
Add New Section
Edit Report

View Section

WView

Download

Delete Report Files
Delete Report

Run Mow

Refresh
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|. Add New Report
As shown in the screenshot above, click on ‘Add New Report’ to create new Reports.

Clicking on Add New will open a pop like the one here.

Service Insight )
Destination -
Include Sites - Exclude Sites v
I:IGIobaI DEnabIe I:I Default email recipients
Immediate « Section v
[ =on [

As shown in the screenshot above, we need to enter the below details:

¢ Report Name: Identifiable name for the Report

e Destination: Information Portal or Email

¢ Information Portal: If checked, the report would be posted on to Information
Portal. Else, the report would be sent via email to specified email recipients

e Email Recipients: If “Information Portal” is unchecked & ‘Email” is checked - email
addresses should specified in this field separated by commas

¢ Include: Choose from the list of sites or machines which should be included on the
report. In order to run the same for all the machines on server, we need to select
“All”

e Exclude: In this, we can choose from list of sites or machines which shall be
excluded from this report

e Global: Visibility of the report. If checked, report is visible at the user level on the
Dashboard. Else, it will be visible for the creator alone.

e Enable: We can Enable or Disable the report using this option

o Default email recipients: When this option is selected or checked the report will
be sent to all the default Email Recipients

e Schedule: Schedule on which the report needs to be run. Various schedule options
are available, namely Immediate, Daily, Weekly & Monthly.
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Section: This field displays all the available sections created by the admin. We will
be using these sections accordingly based on type of report

Section will allow the users to attach either an event filter or an asset query or MUM
status summary to create a report based on it. We need to enter the following:

Select Type of Section: Type of section can be either Summary Section or
Event Section or Asset Section or MUM Section.

Section Name: Identifiable name.

Select Chart Type: We can choose the graphical format either bar chart
or pie chart or tabular format.

Select Sub-Headers: Sub-headers can be “Single” or ‘“Multiple”. If
“Single”’, we can add a single section. i.e, we can attach either an event
filter or an asset query. If we choose ‘“Multiple” then we can attach
multiple sections. i.e.,, multiple filters, asset queries to create a
combination of asset & event reports.

Sub Header Name: Identifiable name that co-relates to Section Name. i.e.
if the Section Name is “Operating System” then the Sub Header Name
could be sub categories, like - Chassis Information, Processor Information
etc. based on what type of asset data we need on our report.

Selection Criteria: Selection Criteria varies depending upon the selections.
If Event Filter is selected, then a drop-down list shows a list of all existing
filters. If Asset Queries is selected, then a drop-down list shows the list of
existing asset queries. If MUM is selected, then the user needs to select
Summary Headers, Update Type, Update Size, Operating System, Month,
Year, Patches

Note: VWhen we login as an admin & try to create report- The add new pop up shows an

option- ‘Env Global’. When we select this option & create a report the report will be
visible to all the users. This is shown in the screenshot below.
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X
Service Insight
Destination -
Include Sites - Exclude Sites -
DEnv Global DG\obaI DEnabIe I:l Default email recipients
Immediate + Section -

Upon clicking the submit button the Services Insights report will be generated as show in
the screenshot below.
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2. Add New Section
The user can add new section such as event, asset, Mum as shown below:

Add Mew Report

Add New Section

. Edit Report
WView Section
WView
Download
Delete Report Files
Delete Report
Run Mow

Refresh

Click on add new section will open the following window:

Add Section

Select Type of section - Enter Section Name Select Chart Type  ~
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User can select type of section he wants to add like below:

Add Section

Select Type of section - Enter Section Name Select Chart Type  ~

Select Type of section
Summary section
Event section

Asset section

MUM section

Every section will have different fields as per the section selected.

3. Edit

We have an option to edit an already existing report. In order to do the same, select an
existing report and click on “Edit Report” as shown below:

Add Mew Report
 Add New Section

Wiew Section

WView

Download

Delete Report Files

Delete Report

Run Mow

Refresh
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4. View Section

This option will display all the available section with details.

Add New Report
Add New Section
Edit Report

m

View

Download

Delete Report Files
Delete Report

Run Mow

Refresh

Section Details

Section Name a Section Type Chart Type
Asset Basic Information Event Section

AV status No Section Selected Pie Chart

Avira Product Version No Section Selected Tabular Format
Avira Virus Definition No Section Selected Tabular Format
BIOS Details No Section Selected Pie Chart
Brand of Devices No Section Selected Pie Chart
Chassis_Details No Section Selected Pie Chart

CPU Details No Section Selected Pie Chart
Device Model No Section Selected Pie Chart
Devices_with_and_without_AV No Section Selected Pie Chart

Show entries. Previous 1 2 Next 1-25 of 33 entries
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5. View

“View” option will allow the user to view a generated report by selecting a report and
clicking on “View” from right menu icon:

Add Mew Report
Add New Section
Edit Report

WView Section
Download

Delete Report Files
Delete Report

Run Mow

Refresh

Portal Asset Report: Sample Asset Report from Information portal is shown in the
screenshot below. Based on selected Asset sections, report will be generated accordingly.

s {rancheal

Sample Services Insights Asset Report with Pie Chart: Fig (1)
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Portal Event Report: Sample Event Report from Information portal is shown in the
screenshot below. Based on selected Event sections, report will be generated accordingly.

(29 o0 Fri Jan 27 2017, 5:45:52 PM @ Avira -
-1 Tenort

A5 sd 2008 7. At g TS

= riedane

w2 yrancheal

Sample Services Insights Event Report with Tabular format: Fig (2)

Portal MUM Report: Sample MUM Report from Information portal is shown in the
screenshot below. Based on selected sections of MUM, report will be generated accordingly
with different statuses (Detected, Downloaded, Installed, Superseded, Waiting, etc...) being
shown to the user.

< Fri Jan 27 2017, 5:45:52 PM @ Avira -

o ) nanoheal
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Sample Services Insights MUM Report with Bar Chart: Fig (3)

= Fri Jan 27 2017, 5:45:52 PM @ hyira -

Sample Services Insights MUM Report with Bar Chart: Fig (4)

Information Portal Export

This option will allow the user to export the report to XLS format from the information
portal, as shown in the screenshot below.
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6. Download

It will download the selected report. After a reports gets generated and posted to
information portal the same can be downloaded by clicking on the Download link under

right menu icon, as shown in the screenshot below:

Upon clicking Download the report gets downloaded in .XLS format as shown in the

screenshot below.

Add Mew Report
Add New Section
Edit Report

View Section
View

Download

Delete Report Files
Delete Report
Run Mow

Refresh

£ nanoheal’

W 00 =] A R

A B
|ltem count
|Windows 7 Professional, 64-bit 27
|Windows 8 Professional, 64-bit 1
|Windows 10 Professional, 64-bit 4
|Windows 8.1 Professional, 64-bit 3
|MAC OS5 13
|Windows 8.1 Enterprise Edition, 32-bit 2
Windows 10 Single Language, 64-bit 1
|Windows 7 Professional, 32-bit 2
|Linux "Ubuntu" 2
|Windows 7 Home Basic Edition, 32-bit 1
|Windows 7 Enterprise Edition, 64-bit 2
|Windows 7 Ultimate Edition, 64-bit 1

Grand Total 59
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We also have an option to delete already existing report files. In order to do the same,

select an existing report >> from the right side menu “Delete Report Files” as shown in the

screenshot below.

Add Mew Report
Add Mew Section
Edit Report

View Section
View

Download

Delete Report Files

8. Delete Report

Delete Report
Run Mow

Refresh

We also have an option to delete an already existing report. In order to do the same, select

an existing report and from left menu click on “Delete Report” from the right menu as

shown in the screenshot below.

Add Mew Report
Add New Section
Edit Report

View Section

View

Download

Delete Report Files

Delete Report

Dashboard User Guide —April 2017
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Without waiting for the report to run at the scheduled time, we can run the report on-

demand. In order to achieve the same, selecta report and click on “Run Now” option:

10. Refresh

It will refresh the page.

Add Mew Report
Add New Section
Edit Report

WView Section

Wiew

Download

Delete Report Files
Delete Report

m

Refresh

S SuncEEs

Fepaatwill e vl o
e et a

Add Mew Report
Add New Section
Edit Report

Wiew Section

Wiew

Download

Delete Report Files
Delete Report

Run Mow

I Refresh I
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Software Distribution
Nanoheal provides a super effective feature to distribute any kind of file across the network.
The file can be a software, document file or can be any kind of script. The Nanoheal

Software Distribution not only supports distribution but also supports execution.
Following are the features which Nanoheal Software Distribution supports:

I. Real-time distribution: NH software can distribute files on real-time. Real-time
means if any machine is online then file will be distributed on that device at that
moment. In case the device is offline, the file will be distributed on device at that
moment it gets online. In this case the distribution rate of any action is higher and
faster.

2. Pre/Post Distribution Check: NH supports pre-and post-installation check
as well. If an administrator wants to distribute Microsoft office on a group of
machines, then a check can be applied to ensure no Office version is installed on a
machine which already has one. Not only software, Software Distribution can be
configured to check for Microsoft patches, software versions and files.

In case of post distribution check, an Admin can configure packages to distribute a
file and success will be reported only when file is detected on the device which is
configured in the POST distribution check field.

3. Platform Independent: NH Software Distribution module is a platform
independent module. This module supports all kind of platforms like Windows,
Android, MAC, Linux and iOS

4. Amazon CDN and FTP support: NH Software Distribution module
supports both Amazon and enterprise FTP to distribute software’s. It makes it
easier for the administrator to distribute files form any nearby accessible
location.

5. Enterprise Play Store: NH Software Distribution provides an enterprise
play store for Android and iOS devices where software’s will be available on
Device by itself, and an admin can configure all important applications on the play
store.

6. Audit Logs: Nanoheal provides a complete picture of success and failure of

any package. It keeps providing the administrator with a complete picture about
status of any Package. For example, if the administrator has distributed a package
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on a site with 100 machines- the status will be displayed in detailed format.

Nanoheal Software Distribution modules has many other features, all these features make

this module efficient to take care all user needs

The EXE to be distributed is uploaded (to FTP /servers) by giving the path of the executable.
The executable is to be saved at a specific location and the validation for successful
distribution is done by confirming the presence of the executable at the path mentioned by
the engineer. Similarly, for execution after distribution - firstly the path is specified to pick

the executable and then the validation is done at the location where the executable after

installation is saved.

We can navigate to Software Distribution from left pane Manage > Services > System
Management > Software Distribution. Upon dicking Configure for Software Distribution,

the screen below appears:

RAVIRA & @ oo @
Dashboard Sites Groups
View Q

windows Winrar Software No Edit | Configure .
Services
windows winrar-x64-531 No Edit | Configure 5
windows Google Chrome No Configure B
WasifNHAviraSolutio >
windows Help Guide_Reseller_registration Yes Edit | Configure
. windows Go To Assist Corporate Help Alert No Edit | Configure
windows square_red No Edit | Configure
Grouf
nsight:
Admin
how (25 ent
Help

Following are the options available in Software Distribution section:

I. FTP/CDN Configuration
2. View Software Details
3. Add New Package

4. Edit Existing Package
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5. Distribute Package
6. View Software Distribution
7. Delete Package

As shown below:

FTP/CDN Configuration
View Software Details

Add Mew Package

Edit Existing Package
Distribute Package

View Software Distribution

Delete Package

FTP/CDN Configuration
The first available option is “FTP/CDN Configuration”.
b 4
FTP/CDN Server Configuration
Viewing : '::’ FTP Config ~ ‘:}
£
[] Authentication
3
202
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In order to distribute a file using the Software Distribution (SWD), we have to configure
either FTP or CDN locations to upload file / folders for distribution. This can be done using
the screen above. For FTP, the user needs to enter the. For CDN, we have to provide URL,
Access Key, Secret Key, Bucket name, CDN Region and click on “Submit” as shown below.

Configurations get saved accordingly.

FTP/CDN Server Configuration

Viewing :{ CDN Config~ )

Submit

Sample CDN Configuration is shown below:
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FTP/CDN Server Configuration

Viewing : ( CDN Config~ )

https://s3-ap-southeast-1.amazonaws.com/

*

AKIAJAGEQQ475TUGTSEQ

*

gQCO0g/hocGjEGLEmMIIHKOHI2RsF/918ABezDad44P

*

nanoheal-hp

*

us-west-2

=3

b

View Software Details

By selecting a software package and clicking on “View Software Details” under the menu on
the right - the package details window opens up in viewable format as shown in the

screenshot below.

Package Detail

windows

file

VMware-player-7.1.4-3848939

http://hpdemo.nanoheal.com/DashboardV6/swd/ViMware-player-7.1.4-3848939.exe

VMware-player-7.1.4-3848930.exe

=
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Package Detall

http://hpdemo.nanoheal.com/DashboardV6/swd/ViMware-player-7.1.4-3848939.exe
ViMware-player-7.1.4-3848939.exe

ViMware-player-7.1.4-3848939

Uploaded

08-11-16 22:34:43

No

=

Add Package

Upon clicking “Add Package” from the right menu the user can create a software package.

This is configuration to distribute any file / folder.

Add New Software for Distribution

Platform *

Type *

Source Type:

® Nanoheal Repository:
O Vendor Repository:

Select Source(to upload): O FTP server O CDN server

=

Sample Screenshot for Nanoheal Repository Fig (1)
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x
Add New Software for Distribution
Source Type:
® Nanoheal Repository:
O Vendor Repository:
Select Source(to upload): O FTP server O CDN server
*
*
O
| s (S
Sample Screenshot for Nanoheal Repository Fig (2)
- . - x
Add New Software for Distribution
Platform * -
Type * -
Source Type
O Nanoheal Repository:
® Vendor Repository:
*
*
Sample Screenshot for Vendor Repository Fig (3)
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Add New Software for Distribution

O Nanoheal Repository:
@ Vendor Repository:

Access:

@ Anonymous
O secure

O

=

Sample Screenshot for Vendor Repository Fig (4)

Nanoheal Repository
As shown in the screenshots above, the user has to enter the following details for Nanoheal
Repository:

Platform: User has to choose the platform. Windows / Android / iOS / MAC /
Linux

Type: User has to select the type. Distribution is for a file or for a folder

Source Type: Source Type to be chosen as Nanoheal Repository

Select Source (to upload): FTPserver or CDN Server

Browse: Browse for file/folder

Select from Repository: To select the already existing packages available in CDN
Enter Package/ Application Name, Package Description, Software Version
Distribute: Distribution Path, Distribution Time & Distribution Validation Path
Pre-Distribution Check: File or Software Name or Registry

Global: Global or Local Package

After entering all the details, “Submit” will create the software package for Nanoheal
Repository.
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Vendor Repository
As shown in the screenshot above, user has to enter following details for Vendor
Repository:

e Platform: User has to choose the platform. Windows / Android / iOS / MAC /
Linux

e Type: User has to select the type. Distribution is for a file or for a folder

e Source Type: Source Type to be chosen as Vendor Repository

e Select Source (to upload): FTP server or CDN Server

e Enter Package/ Application Name, Package Description, Software Version

e Access: Access will be having two options namely, Anonymous & Secure. For
Secure, we need to enter the Username, Password & Domain

After entering all details, “Submit” will create the software package for Vendor Repository.

Edit Package

By selecting a software package and clicking on “Edit Package” users can edit the details as
shown in the screenshot below.

Edit Existing Software for Distribution
windows

file

Source Type:
@ Nanoheal Repository

Remove existing files and add new files g

TeamViewer_Setup_en1232

V1232

=

Sample Screenshot for Edit Nanoheal Repository Fig (1)
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Edit Existing Software for Distribution -
n

C:\Program F?Ies\HP\Proactive Intelligence\Tools\Downloads\

15 *

C:\Program FiIes\HP;Proactive Intelligence\Tools\Downloads\TeamViewer_Setup_en.exe

O

3
Sample Screenshot for Edit Nanoheal Repository Fig (2)
%

Edit Existing Software for Distribution

windows

file

Source Type:

@ Vendor Repository

Opera Browser

Opera

22

=3
Sample Screenshot for Edit Vendor Repository Fig (3)
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Edit Existing Software for Distribution

22

Access:

O Anonymous
® Secure

hp@nanoheal.com

pdc.hfn.com

O
=

Sample Screenshot for Edit Vendor Repository Fig (4)

Configure Configuration for Vendor Repository

After adding Vendor Repository - Software Package, the user needs to click on ‘Configure’
text link from the ‘Is Configured’ column. By clicking this option, the user can configure the
configuration for Vendor Repository as shown in the screenshots below.
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x
Configure Configuration
http://get.geo.opera.com/pub/opera/desktop/22.0.1471.70/win/Opera_22.0.1471.70_Setup.exe
http://get.geo.opera.com/pub/opera/desktop/22.0.1471.70/win/Opera_22.0.1471.70_Setup.exe
User
System
DCommand line setting
i [ et
Configure Configuration
default,*.txt
I:I Delete Log file Enable Message
Opera Installing.
10
DPr&InstaII Check
e [ ot
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Initially ‘Configure’ text will be in Red as shown in the screenshot below.

S CONFIGURED

Configure

Once Configuration is completed & the Submit button is clicked, the Configure text colour
will change to Green as shown here

IS CONFIGURED

Configured

Pre-Install Check

The user can do a Pre-Install Check with the following options:

File
The path of the file which can be used for Pre-Installation Check

a Software Name

The Software Name, Software Version, Knowledge Base & Service Pack

Registry
The Root Key and the Sub key for checking the Pre-Installation

Pre-Install Check can be performed on either the Nanoheal Repository or the Vendor
Repository.

Configuration fields are explained below:

The table below describes each field in detail. And each field should be separated by a line.

m Field Name | Field Values and Description |

32Link is used to configure 32 bit OS supported patches.
I 32Link: The user can add multiple patches by using next line
delimiter

64Link is used to configure 64 bit OS supported patches.

2 64Link: The user can add multiple patches by using next line
delimiter
3 Session If the user wants to execute the patch in the background

then it should be Interactive else User.
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4 Mode
4 Positive key words:
5 Negative key words:

6 Log Files to Read

7 Default text:

8 Enable Message:

9 Message Text:

10 Max. Time Per Patch:

I Process To Kill:

£ nanoheal’

This parameter decides the execution of the exe. For
example, the user can use create process or shell execute or
with UAC. The user can use | to |2 to configure it.
System— |, User — 4, Administrator — 6

Positive: is used to configure button names. So that client
can auto click on the buttons whenever any window
contains this button. Multiple button names can be
configured by comma',’ delimiter. And complete configure
should be in the same line of the Positive field

Negative: this parameter has been retired. Hence, no need
to configure it.

This parameter is used to configure the log file path. After
patch completion it will read the log file and add it into the
event. The user can configure multiple log file path by using
next line. If there is one single path then it should bein the
next line of LogFile: field.

Update later

By using this parameter, the user can handle individual
patches toast message. When this parameter is selected the
toast message will display for the whole patch. If there is no
need to display the toast message for a particular patch,
leave the box unchecked

Update later

This field is for maximum time per patch. It should be
numeric and unit is minute. The patch will be killed after this
time.

This field is used to kill the process before the execution of
the patch. The user can configure multiple processes name
separated by ',' e.g. notepad.exe, cmd.exe, mspaint.exe.

Configuration sample of 32Link and 64Link field is as following:

e.g. Enable/Disable,WindowType,URL/PATH,Session,APIMode,AppendComman
d,CommandLine/DistributionPath,PreCheckMode,PreChecConfiguration,PostV

Alidation,PacthDependency
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Detail of each filed as following tables

Field

Field Name

Field Values and Description

I Enable/Disable This field should be | otherwise the patch will not execute.
2 Window Type This field should be NT for windows.
3 URL/PATH This fleld can bea URL (HTTP/FTP/Shared location) or it can be local
exe file path.
) If the user wants to execute the patch in background then it should
4 Session
beO, else I.
This parameter decides the execution of the exe. For example, the
5 APIMode user can use create process or shell execute or with UAC. The user
can use | to |12 to configure it.
There are five values to configureit.(O or | or 2 or 3 or 4).
0= Will not append the process name with the command line
6 AppendCommand | | = Process name will be append with command line for all OS
2= Only for XP Process name will be append with command line
3= Above Xp Process name will be append with command line
4= Will be configured for distribution of the file
7 Co‘mmfmdLlne/Dl It can be a command line or distribution path based on APIMode
stributionPath
0 = For File Precheck
8 PreCheckMode | = For software name, version, KB, and service pack.
2 = For registry pre check
3 = Patch dependency
This parameter is dependent on PreCheckMode.
0=if PreCheckMode is 0 then it should be a File path
e.g->
I,NT,URL/PATH,Session,APIMode,AppendCommand,CommandLine/
Pre Check Dlstrll.:utlon Path,O,(;:\temp.txt ‘
9 . . Here if C:\temp.txt is exist then patch will not execute.
Configuration

| =if PreCheckMode is | then it should be a software name version
etc.
e.g->
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I,NT,URL/PATH,Session,APIMode,AppendCommand,CommandLine/
DistributionPath, | ,SoftwareName#Version#KB#ServicePack

2=if PreCheckMode is 2 then it should be registry key

e.g->
I,NT,URL/PATH,Session,APIMode,AppendCommand,CommandLine/
DistributionPath,2,MainKey#SubKey#ValueName#ValueType#Value

3=if PreCheckMode is 3 then it should be a patch dependency
number

e.g->
I,NT,URL/PATH,Session,APIMode,AppendCommand,CommandLine/
DistributionPath,3,100

100 is just for an example, it can be replaced with any number based
on Patch Dependency value.

Format of Post Validation is as follows

ValidationMode#ValidationConfig

ValidationMode can be as follows = O(File validation), | (Registry
validation)

ValidationConfig depends on ValidationMode. If ValidationMode = 0
then validation Config should be a path of file.

e.g. O#C:\test.txt

If ValidationMode = | then validation Config should be a registry
path. Following is the format for registry configuration
MainKey#SubKey#ValueName

e.g. |#I#SOFTWARE\Nanoheal\Nanoheal Client\Install#HFNIload

Main Key has the following values.

HKLM = |
HKCC=2
HKCR=3
HKCU =4
HKU =5

HKDD = 6
HKPD =7
HKPT =8
HKPN =9

Patch Dependency is basically to skip the patch based on current
patch [In case the user wants to skip the patch if current patch has
been skipped]

The user can configure any number in current patch, and the same
number needs to be configured under dependent patch at pre-check
configuration.
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Distribute Configuration for Nanoheal Repository

After adding the Nanoheal Repository - Software Package, the user needs to click on
‘Configure’ text link from ‘Is Configured’ column. By clicking this option, the user can set
the configurations for Nanoheal Repository as shown here.

Distribution Configuration

C:\Program Files\Nanoheal\Client\Tools\Downloads\npp.7.Installer.x64.exe
/s

User

System

D‘Jalidation Enable Message DPre—InstaIICheck

[1Hnstalling Notepad++.

Configuration Post Validation for Nanoheal Repository

If any executables are configured from the Distribution Configuration pop up, then the user
can also configure the Post validation by selecting the Validation checkbox and selecting
either File or Registry.

Edit Configuration

After clicking on submit from the Configure Configuration pop up, the Edit Configuration
pop up will be seen as shown here-
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Edit Configuration

1,NThttps://s3-ap-southeast-1.amazonaws.com/nancheal-hp/npp.7.Installer.x64.exe,1,1,4,C:\Program
Files\HP\Proactive Intelligence\Tools\Downloads\,NA,NA,0#C:\Program Files\HP\Proactive
Intelligence\Tools\Downloads\npp.7.Installer.x64.exe

=3

In the Edit Configuration window, the user can edit the configuration & save it before
performing the software distribution.

Distribute Package

The actual operation of the ‘Distribute’ is performing the configuration of the executable file
or any folder. Selecting a software package and clicking on “Distribute” will open the screen
below:

Distribution/Execution Configuration

Configure the distribution details for the Package

O

=3

In the screen above, checking the box next to “Distribute” or “Execute” will show the
screen below with configuration & will distribute / execute the particular file / folder to
respective machines under specified location.
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Distribution/Execution Configuration

Configure the distribution details for the Package

1~[Opera Browser]

32Link:
1,NThttp://get.geo.opera.com/pub/opera/desktop/22.0.1471.70/win/Opera_22.0.1471.70_Setup.exe,1,1,0,NA
64Link:
1,NThttp://get.geo.opera.com/pub/opera/desktop/22.0.1471.70/win/Opera_22.0.1471.70_Setup.exe,1,1,0,NA
Positive:

Negative:

Special:

LogFile:

Default:default*.txt

DeleteLogFile:0

StatusMessageBox:1

MessageBoxText:[1]-Opera Installing.

MaxTimePerPatch:10

ProcessToKill:

=

Delete Package

Selecting a software package and clicking on “Delete Package” will delete the particular

software package as shown below.

O Delete

Do you really want to delete this Software Package?

B

View Software Distribution

This is the Audit screen of Software Distribution. All software packages for which user

initiates the distribution / execution action on either All / Site / Machine / Group, entry will

come into “View Software Distribution” as shown below:
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RAVIRA & = o|o|@
# Dashboard i . Sites Groups
Software Distribution - All =

S View
Tiggeed ime seope L& |
£ Manage
SWD : User Guide Version 6 for AVIRA 03/14/2017 02:562 PM site - WasifUAT1Aviral ~ HFND100139 N
Services
SWD : Avira Logo 01/18/2017 12:00 PM N
My Account
WwasifNHAviraSolutions >
Troubleshooting
Users
Groups
~ Insights
(4 Admin
Shaw Previous 1 Next 1-20f2entries  Show Previous 1 MNex 1-10f 1 entries
ntries ntnes
(@ Help

As shown in the screenshot above, it will display the package name along with the Triggered
Time & the name of the Agent who triggered the Software Distribution.

Clicking package name on the right side will display the details like Scope, Machine & Status
(Completed (Green Colour)/Pending (Orange Colour) /Failed (Red Colour) /Unknown
(Blue Colour)) as shown in the screenshot above.

Clicking “Completed” will show the event details pop up.

Export
Data can be exported from the View Software Distribution section.

Export can be performed in two ways.

|. Export List of all patches
2. Export deployment details for selected patch

In order to export the data from view software distribution page — the user needs to click
on the menu icon on the right hand side and select either of the two options as shown in
the screenshot below.

View Software Repository
Export List of all Packages

Export deployment details for selected Package
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Software Update
Software Update screen will allow the user to auto-upgrade the Nanoheal software, if a new
version of it is available.

Software Update is available under Manage >> Services >> Software Update >> Nanoheal
Software Update.

RAVIRA @ o ]o|@ e

# Dashboard _ Sites Groups
Services : TestAvira
BS View

. Avira Configuration > |
£ Manage Nancheal Software Update m
_ Stay updated using Nanoheal Software Update. Al
Services Nanoheal Configuration v
Testivira >
My Account &] Problem Automation .
Resolve all your problems WasifNHAviraSolutions >
Troubleshocting automatically.
Users N
A Device Management
Groups Manage your devices.
- Insights B Device Policies
Set the policies of your
3 Admin devices.
9, System Management
Manage your systems.
[ Software Update
pdate your software.
@ Help
Language - 02016

Clicking “Configure”, shows the following

RAVIRA @ © o ]o|@ e

# Dashboard Sites Groups
Software Update - WasifNHAviraSolutions =
BS View 0\7
Site Name a Machines Desired Version | .
£x Manage @
Os Version Action Al
WasifNHAviraSolut 4 Mach
Services asifNHAviraSolutions achines A A A
Testavira >
My Account
'asifNHAviraSelutior >
Troubleshocting
Users
Groups
/7 Insights
3 Admin
Show enfries Previous MNext 1-1 of 1 entries
@ Help
Language - 02016

As shown in the screenshot above, the update screen will list out all the sites and machines
that need to undergo (or already done) with Nanoheal auto-upgrade.
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There are 4 options available in the menu of the Software Update screen. These options will
be available to the user upon clicking the menu icon as shown in the screenshot below.

Add
Edit
Details

VErsions

Add

Clicking on the Add link will display the following Pop up to add the Software Update
Version.

Add Version

Windows
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b

Add Version

Windows

=B

The user needs to fill all the required fields with valid data along with OS selection as shown
below and then click on submit button to add the version.
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Edit

Selecting a site>Menu drop down> Edit would show:

Edit Version : WasifNHAviraSolutions

Os: Windows: Android: Linux: Mac:

Version:

select ~ select v select ~ select -

Edit Version : WasifNHAviraSolutions

Os: Windows: Android Linux Mac

Nasiel select ~ select ~ select ~ select -

2786
o3
2788
2791

2805.08
Avira Update
2806.08

Avira Update
with New Ul

As shown in the screenshot above the Edit screen allows the user to choose a Nanoheal
version for which the site / machine needs to be auto upgraded. Selection can be done
based on type of Operating System of the machine which needs to be updated.

223
Dashboard User Guide —April 2017



£ nanoheal

Details
Clocking on the Details link on the right menu brings up the Version Details pop up.

Version Details

Machine Name a Last Version 0ld Version
HFND100067 2004032281308
HFND100139 2.004.032.2813.08
WIN-L6QSJBAHHOA 2004032281308

WINS132-VM 2.004.032.2813.08

shaw entries Previous 1 Next 1-4 of 4 entries

As shown in the screenshot above, version details pop up depicts the Old Version & Last
Version of the Machine after auto update.

Version Details can also be exported by clicking on right menu >> Export to Excel:

Version Details

Export to Excel
Machine Name & Last Version al¢

HFND100067 2.004.032.2813.08
HFND100139 2004032281308
WIN-LEQSJBAHHOA 2.004.032.2813.08

WIN8132-VM 2004032281308

Show entries. Previous 1 Next 1-4 of 4 entries
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Sample Exported Version Details sheet is shown below.

4 A I B I C I D I £ ] F |

1 Machine Name Last Contact Last Version Last Update 0ld version New Version

2 |236FG32 10/27/2016 23: 2.004.032.2766.11 09/27/2016 03:37:33 2.004.032.2766.11 2.004.032.2766.11

3 4AD6FG32 10/27/2016 06:: 2.004.032.2766.11 09/02/2016 05:30:03 2.004.032.2764.11 2.004.032.2766.11

4 |CPWQT77BG340 09/07/2016 10: 2.004.032.2763.10 09/07/2016 10:30:06 2.004.032.2763.10 2.004.032.2766.11

5 |D3CEBRL 10/27/2016 07:28:45 2.004.032.2766.11 09/01/2016 01:42:17 2.004.032.2764.11 2.004.032.2766.11

6 |DXF2BRL 10/27/2016 03:26:34 2.004.032.2766.11 09/05/2016 23:24:00 2.004.032.2764.11 2.004.032.2766.11

7 |ES11915741 10/27/2016 08:20:26 2.004.032.2766.11 09/21/2016 05:30:05 2.004.032.2765.11 2.004.032.2766.11

8 |ES12659911 10/27/2016 06:30:44 2.004.032.2766.11 09/15/2016 06:00:20 2.004.032.2763.11 2.004.032.2766.11

9 |INAS070433 08/28/2016 21:30:00 2.004.032.2763.11

10 INAS10RESG 10/27/2016 07:19:39 2.004.032.2766.11

11 INA520VWSJ 10/27/2016 23:42:34 2.004.032.2766.11 09/21/2016 23:08:54 2.004.032.2765.11 2.004.032.2766.11
Versions

In order to view/editall the Versions click the menu icon and click on the “Versions” link.

Version Details

Name a Version Download URL
2786 2.004.032.2786.08 http://avira.nanoheal.com/autoupdate/avira/2..
2787 2.004.032.2787.08 http://avira nanoheal com/autoupdate/avira/2.
2788 2.004.032.2788.08 http://avira.nanoheal.com/autoupdate/avira/2..
2791 2.004.032 2791.08 http://avira nanoheal com/autoupdate/avira/2.
2805.08 Avira Update 2.004.032.2805.08 https://avira.nancheal.com/autoupdate/avira;/...

2806.08 Avira Update with New U 2.004.032 2806.08 https://avira nanoheal com/autoupdate/avira/...

Show entries. Previous 1 Next 1-6 of 6 entries

As shown in the screenshot above, the Version pop up shows all the Versions added. If any
version needs to be edited, then select the version record and click “Edit” link from right
menu.

Version Details

Name a Version Download URL

2786 2.004.032 2786.08 http://avira nanoheal com/autoupdate/avira/2.

|E| 2787 2.004.032.2787.08 http://avira.nanoheal.com/autoupdate/avira/2.

Command Line
JUPDATE /VERYSILENT

os

Windows
2788 2.004.032 2788.08 http://avira nanoheal com/autoupdate/avira/2.
219 2.004.032.2791.08 http://avira.nanoheal.com/autoupdate/avira/2..

2805.08 Avira Update 2.004.032 2805.08 https://avira nanoheal com/autoupdate/avira/...

2806.08 Avira Update with New U 2.004.032 2806.08 https://avira nanoheal com/autoupdate/avira/ .

Show entries. Previous 1 Next 1-6 of 6 entries
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Clicking on the “Edit” link will open up the Edit Version pop up as shown below.

Edit Version

Version name
2787

ion numbes
2.004.032.2787.08

0s

Windows

@ Global

Download URL
http://avira nanoheal com/autoupdate/avira/2787/inst$ exe

In the Edit Version pop up, the user can edit the version details and click on “Edit” to save
details.
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